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A NATIONAL ID CARD: BIG GOVERNMENT AT 
ITS WORST OR TECHNOLOGICAL EFFI- 
CIENCY? 


THURSDAY, SEPTEMBER 17, 1998 

House of Representatives, 

Subcommittee on National Economic Growth, 

Natural Resources, and Regulatory Affairs, 
Committee on Government Reform and Oversight, 

Washington, DC. 

The subcommittee met, pursuant to notice, at 10:15 a.m., in room 
2247, Rayburn House Office Building, Hon. David M. McIntosh 
(chairman of the subcommittee) presiding. 

Present: Representatives McIntosh and Kucinich. 

Also present: Mr. Davis of Virginia. 

Staff present: Mildred Webber, staff director; Karen Barnes, pro- 
fessional staff member; Andrew Wilder, clerk; and Alys Campaigne, 
minority professional staff member. 

Mr. McIntosh. The subcommittee will come to order. 

Today the subcommittee will examine several recent steps taken 
by Confess and the Clinton administration toward establishing a 
national ID card. These measures which include a medical ID re- 
quirement for uniform driver’s licenses containing Social Security 
numbers, and a national data base of all newly hired employees, 
among others, move in exactly the wrong direction, threatening the 
privacy and security of all American citizens. 

The new law, which requires the Department of Health and 
Human Services to create a unique health identiffer, or medical ID 
card, for all Americans would expose an individual’s personal med- 
ical records to public scrutiny. As a result, individuals would be 
vulnerable to discrimination. Based on their medical history, they 
may be turned down for jobs, and turned down for insurance and 
important benefits. A medical history is one of an individual’s most 
private records and it merits the greatest degree of privacy protec- 
tion. 

Vice President Gore has indicated that the administration does 
not intend to move forward on establishing a medical ID until the 
proper privacy protections are in place. Now, we in Congress need 
to make sure that the privacy legislation enacted truly is adequate. 

One of the National Highway Traffic Safety Administration’s lat- 
est proposals appears to create a de facto national ID card. This 
regulation says that a Federal agency may only accept, as proof of 
identity, a State-issued driver’s license which conforms to certain 
standards, including, it must contain a Social Security number or, 

( 1 ) 
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at least, a Social Security number that is verified for each appli- 
cant. 

The privacy concerns surrounding this requirement are clear. All 
a thief needs to do is take someone’s Social Security number, open 
credit card accounts and bank accounts in someone’s name, and 
ruin his or her credit for life. With a Social Security number, any- 
one can find out almost an 3 dhing about an individual on the Inter- 
net, including where he or she lives, the type of bank accounts he 
has, his credit history, the type of purchases he makes — some of 
the most private information about an individual. This technology 
gives stalkers and abusers easy access to their victims. 

Many States are aware of these privacy concerns and are now 
changing their laws so that citizens do not have to include their So- 
cial Security numbers on their driver’s licenses. And I am proud to 
say Indiana has such a system where it is optional if you want to 
put that Social Security number on your driver’s licenses. 

This regulation is moving in the opposite direction. And I do not 
fault NH'TSA for proposing the regulation. In fact, they have large- 
ly simply complied with the law and what is required of them. 
NHTSA submitted a statement to us for our hearing in which they 
state, and I will quote. 

We have no programmatic interest in whether a final rule is developed. We issued 
the proposal because we were directed by the act to do so. The use of the Social 
Security number, which has proven highly controversial, has little bearing on the 
safety mission of the agency. 

Let me digress for just a second here from the prepared remarks. 
I have complained a lot about different agencies and the regula- 
tions that they make over the last 10 years and oftentimes agencies 
do have a defense: “Con^ss made us do it.” And in this particular 
case, I think this is a legitimate point. 

Therefore, it is important that we investigate the possible con- 
sequences of these regulations and make our colleagues aware here 
in Congress of the need to take action to change those require- 
ments and remove any requirements that threaten individual pri- 
vacy. 

NHTSA asked Conmess to reconsider the statutory requirement 
for the rule, and I will quote again. 

To the extent that the controversy over the proposal is requiring us to address 
thousands of components from angry members of the public, we wocdd welcome the 
Congress’s reassessment of subsection 656(b). 

I pledged to work with them to see what we can do about that. 

I do not fault the authors of the law. They did not intend it to 
create a national ID, but unfortunately it does. Now Congress must 
deal with the very real, unintended consequences of this regulation. 
That may mean going back into the law and changing it, as I have 
said. 

Other measures, such as a recently implemented data base of all 
newly hired individuals for the purpose of tracking deadbeat par- 
ents, raise more concerns about exposing private, personal informa- 
tion to the public. This data base includes people’s names. Social 
Security numbers, and wages. All these measures and others like 
them show a disturbing pattern of government invasion of individ- 
uals’ privacy. 
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This morning we will hear from two individuals who have al- 
ready suffered dire consequences from having their Social Security 
numbers stolen — ^an invasion of privacy which is likely to become 
much more prevalent if a national ID card is established. 

Celene Cross and Marvin Young traveled across the coimtry so 
they could warn others of the dangers of identity theft. I want to 
thank them and all of our witnesses for being here today. I look 
forward to your insight, and hope through this hearing we can de- 
termine constructive solutions to the privacy problems that these 
government policies present. 

Let me mention, my colleagues on the minority side are not able 
to be here yet. We are hoping that they will arrive later but, as 
I understand it, they are very supportive of this hearing as well. 
This is, in fact, something that does not cut across party lines. Re- 
publican and Democrat, but I think does bring the value of indi- 
vidual liberty and ^vacy into focus and requires all of us to look 
and see how the effects of some — I am sure well-meaning — ^provi- 
sions in the law have led to results which none of us would like 
to see in this country. 

So let us move now to the first panel. I would ask them to come 
forward. Celene Cross, Marvin Young, Greg Nojeim. Solange Bitol, 
and Grover Norquist. Please come forward. 

[The prepared statement of Hon. David M. McIntosh follows:] 
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A Natjcmal tD Card: Big Government at its Worst or TecbnologicaJ Efficiency? 


Opening Statement of Chainnan David Mc&itosh 
SubcommiQee on National Economic Crowth, 

Natural Rescnuces, and Regulatory Adairs 
September 17, 1998 

Today the Subcommittee will examine sev^al recent stq>s, taken by the Congress and the 
Clinton Adnunistration, toward establishment of a national ID card. These measures - which 
include a medical ID, requirements for unifcHm driver’s licenses containing Social Security 
nundrers, and a natitmal database of all newly hired en^loyees, among others - move in exactly 
the wrong direction, threatening the privacy and seoirity of all American citizens. 

The new taw which requires the Department of Healdi and Human Services to create a 
unique health identifier, or medical ID number, for all Americans would expose an individual’s 
personal medical records to public scrutiny. As a result, individuals would be vulnerrd>ie to 
discriminatitHi based on tbeir medical histories they may be turned down for jc^s, insumnce. 
and imp(Htant benefits. A medical history is orw of an individual’s most private records, and it 
merits the greatest de^ee of privacy protection. Vice President Gore has indicated that the 
Administration does not inte^ to move forward on est^lishing a medical ID until the proper 
privacy protections are in place. Now we in Congress need to make sure that the privacy 
legislation enacted is tndy adequate. 

One of the National Highway Traffic Safety Administniion’s latest i^'oposals appears to 
create a ds facto national ID card. This regulation says that a federal agency may only accept as 
proof of identity a state-issued driver's license which conforms to certain standards, including 
that it must contain a Social Security number or at least that a Social Security nun^r is verified 
fM* each ai^licant. The privacy concerns surrounding this requirement are clear ~ all a thief 
needs is a Social Security number to open credit card accounts and bank accounts in someone’s 
name and ruin his or her credit rating for life. With a Social Security number, anyone can find 
out almost anything about an individual on the Internet, including where he or she lives. This 
technology gives stalkers and abusers easy access to their victims. 


Many stales are aware of these privacy concerns and are now changing their laws so that 
their citizens do not have to include their Social Security numbers on their driver’s license. This« 
regulation is moving in the opposite direction. 
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1 don’t fault NH7S A for proposing this regulation. In fact, they have largely just 
complied with what the law requires them to do. NHTSA subnutted a statement to us for our 
hearing record in which they state: “We . . . have no programmatic interest in whether a final 
rule is developed. We issued the propc^al because we were directed by the Act to do so. The use 
of the social security number, which has proven highly controversial, has little bearing on the 
safety mission of the agency." They ask Congress to reconsider the statutory mquiretnent for the 
rule: 'To the extent that the controversy over the proposal is requiring us to address thousands of 
comments fiom angry members of the public, we would welcome the Congress’s reassessment of 
subsection 656 (b) (the statute]." 

I don’t fault the authors of the law - they did not intend this law to create a nationa! S) 
card. But, unfoituna^ly, it does. Now Confess must deal with the very real, unintended 
consequences of this relation, and that may mean going back to the law and changing it. 

Other measures, such as a recently implemented database of all newly hired individuals 
for the purpose of tracking deadbeat paieots. raise more concerns about exposing private, 
personal infmmaiion to the public. This database includes people’s naroes. Social Security 
numbers, and wages. 

All these measures and others like them show a distuihing pattern of government 
invasion of individuals' privacy. This morning we will hear from two individuals who have 
aheady suffered the dire consequences of having their Social Security numbers stolen ~ an 
invasion of privacy which is liluly to become much more prevalent if a national ID card is 
established. Celene Cross and Marvin Young have travel^ across the country so that they can 
warn others of the dangers of identity theft. I want to thank them and all our witnesses for being 
here today. 

I look forward to your insights, and 1 hope that, through this hearing, we can determine 
some constructive solutions to the privacy problems that these government policies present. 
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plus $25 court costs and restitution. He paid his fine and his probation period is over. 
I called this bank, AFSCI, after his prosecution, which had initially refused to 
prosecute him and refused to take my name off of the account. I told them to take my 
name off the account, that he had been prosecuted and asked if they wanted the case 
number. I was told, "No, I do not want the case number and no, we will not take your 
name off of this account." About a year and half later, and after his employment at 
that agency, I was able to have my name removed from the account, but it had been 
passed onto another agency at that point and was not an easy task. 

I suppose the point of my trying to get him prosecuted was so that I could 
prove the accounts were fraudulent and my credit reports could be cleared completely 
of these accounts. I have come to find that his prosecution has had little to do with 
the state of my credit reports. When A.J. Woo^on filled out the credit applications, 
the only identification he needed was my name and social security number. The 
address, previous address, mother's maiden name, birth date, phone numbers, and 
place of employment were listed erroneously on the credit card applications, but he 
was still granted the credit. I thought that the banks would be liable since they did not 
verify this information, but verifying this information is optional by law, which 
relieves them of any responsibility. 

I also had problems with all of the banks having these accounts removed from 
my credit reports, even after A.J. Woodson fully confessed in writing to all of the 
banks involved and all three credit reporting agencies that he took these accounts out 
without my consent or knowledge, that he wanted to take full responsibility for their 
balances, and he had no affiliation with me. 

I have a low to moderate income. I do not know how far people in my income 
bracket pursue these cases. I had heard horror stories about people hiring an attorney 
to clean up a mess like this, but all they would end up with was a fat bill from an 
attorney who was not able to resolve a thing so that is why I pursued it myself. I ran 
into so many brick walls that I think most people would have given up long before 
now yet I continue to fight this losing battle. Every piece of personal data on my 
credit reports has been incorrect at one point or another since this began. Accounts 
that have been taken off later came back as "disputed". My birthrate, place of 
employment, address, previous address, spelling of my name and my social security 
number have been incorrect on them at one time or another. I have documented 
nearly every phone call and every correspondence made throughout this ordeal and 
resented it every step of the way, not to mention the emotional turmoil it has caused 
me. 

This has been going on for four and a half years and my files are now divided 
into years. Since the Fair Credit Reporting Act was amended in September 1997, 1 
have had two credit reports come back entirely clean and one report come back with 
one mistake. I have not double-checked to see if these reports are still clean, but in 
the past whenever 30 days had passed, a bunch of fraudulent data would return which 
I did not understand. I probably have around 30 copies of incorrect credit reports. I 
was finally told that the banks send tapes to the credit reporting agencies every 30 
days so th: reason why incorrect data kept popping back up on my credit reports was 
because one or mote of the banks bad not entirely remove my name from their 
databases. When I asked the credit reporting agency which bank/s the false 
information was coming from, they could not tell me. They also told me that there 
was information on my credit report that showed up on their computer, like "ghost 
accounts", which wcmld not show up on my copy of the credit report. 

In addition, I have had to deal with the type of personality that would steal 
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responsible for prosecuting the person who stole my identity. And 
since they have no — ^there is no— they are not going to gain any- 
thing from doing this, none of them did it. 

One of the accounts that he took out was a live loan, which is 
a check. I do not know if anyone has gotten these in the mail. It 
is a live loan check, and you sign the check and you make pay- 
ments back to that check. Well, he had signed a thousand dollar 
live loan check; and I was able to get a copy of this check and file 
a police report and have him charged with forgery. 

However, dealing with the kind of person^ity that would steal 
someone’s identity to begin with, he claimed that he had a sister 
named Celene Cross, that her Social Security number was different 
by one number, and that he had signed the check in good faith. 
And it took a year and a half to have him prosecuted. 

After 6 months of his writing sort of notarized letters to the 
banks stating that there is another Celene Cross whose Social Se- 
curity number was different by one number, and the reason why 
everjlMag was going through him was because her ex-husband 
was stalking her, the police and the postal inspector tracked him 
down at his employment and told him that he needed to produce 
this person. A few days later he went into the police department 
and told them, no, the real story was he had run a Sears credit 
card up and that he had met a woman at a bowling alley who 
claimed to be a stripper and paid her to take her name, to use her 
name and Soded Sectirily number. 

I don’t know if he knows what I look like or not. But apparently 
the information that he gave the police and my appearance are 
enough alike that the police did not believe me, and I was accused 
by the postal inspector of basically lying. I remember distinctly the 
phone call, “Look, lady, we don’t have time to pursue things that 
we are not going to prosecute. And if it comes right down to it, you 
are going to have to submit to a polygraph if this person convinces 
enough i^ople that he is telling the truth.” 

To which, at that point, after going through it for however long, 
a year and a half at that point, I was astonished. And he has since 
aihnitted that he didn’t meet anyone. He has changed his story 
again. I do not know what the true story is. 

I contacted several ^encies for assistance. 1 have mentioned 
some of them already. Ine local police. State’s attorney, the postal 
inspectors, U.S. Secret Service, Illinois Attorney General’s Office, 
U.S. Attorney General’s Office, the FTC, the ^ial Security Ad- 
ministration, my State rep, and my U.S. Congressman. 

And, by the way, I don’t think it is an accident that I am the 
one that is kind of representing my income here today. I just think 
that I have pursued this much farther than anyone would. I had 
hit brick walls over and over again, and I am stUl not done. I have 
done all this myself, since I have heard horror stories of people 
paying money to attorneys to get nowhere, and I think I have prob- 
ably accompUshed more than any attorney could have done. 

I think there is one thing that you need to know, I suppose. 
When I contacted the U.S. Attome/s Office, because he had forged 
my name on these credit card applications and it is Federal fraud 
to use my Social Security number, they advised me that they don’t 
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my store with their social security number on their check and advise them never to do 
that again. A.J. Woodson used my identification in ATM machines and over the 
phone. He is a black man and I am a white woman. I was a single new mother of a 
nine-month-old daughter running my own business when this came to my attention. 

It has consumed and continues to consume a tremendous amount of energy that I have 
not and do not have to expend. It has stunted my ability to establish independence. 
My daughter is now three-and-a-half years old. 

On September IS, 1998 1 called the bank which sent me the live loan check 
for $2,500 dated June 1998 to ask them where they had gotten the address on the 
check which was Woodson's. They told me they purchase so many mailing lists there 
was no was they could track down that information. I went to the post office to 
change my address from his to mine again, which I do about every six months, and 
realized this could go on indefinitely. 
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TESTIMONY OF 
CELENE CROSS 
BEFORE THE 

SUBCOMMITTEE ON NATIONAL ECONOMIC 
GROWTH, NATURAL RESOURCES, AND 
REGULATORY AFFAIRS 

SEPTEMBER 17, 1998 

My name is Celene Cross and I am a victim of identity theft. This is ray story. 

In September 1995, 1 received a phone call from a collection agency telling me 
I owed $4,500 on a Citibank Visa to which I responded, "What Citibank Visa?" As it 
turns out, I was listed as the primary person on this account of which I was not aware 
and a man by the name of A.J. Woodson was listed as the secondary person which he 
had opened a year earlier. I was given his address and phone number and was advised 
to contact Citibank Visa and fill out a fraud affidavit, which I did. Citibank Visa 
suggested I get a copy of my credit report to find out if there were any more 
fraudulent accounts, which 1 did. I discovered he took out three other accounts using 
my name and social security number. I contacted the three other banks. First USA, 
Star Bank and AFSCI and filled out fraud affidavits with them as well. 

To this day I have never met this person and have racked my brain trying to 
think of how he could have gotten my name and social security number since I am 
quite cautious with it. The only connections we seem to have is that we both attended 
Western Illinois University at the same time while he was a freshman and I was a 
Graduate student and he is from Springfield, Illinois and I lived there for a year. All 
in all, he used approximately $17,000 worth of credit using my name and social 
security number. 

I thought this was a clear cut case of forgery since he had forged my name on 
the credit applications and so proceeded to contact the U.S. Secret Service, the Postal 
Inspectors in Macomb and Springfield and the Social Security Administration for 
resolution to no avail. Upon further investigation I learned that the banks, not me, 
were the victims and that they were responsible for prosecuting him, not me. I further 
learned that none of the banks were willing to prosecute him; after all, what would 
they gain by doing so? I also learned that the U.S. Attorney’s Office will not pursue 
cases in which less than $ 100,000 worth of credit has been used. I filed a report with 
my local police department in Macomb, Illinois, which told me I would have to press 
charges in the jurisdictions where the credit had been used. When I tried to get copies 
of the accounts from the banks, they told me they could not release that information 
since I had all ready reported it fraudulent. 

I spoke to the State’s Attorney in my local county, McDonough, who referred 
me to the Sangamon County State’s Attorney, where A.J, Woodson lived. Since one 
of the accounts was a live loan for $ 1 ,000 and A.J. Woodson had forged my name on 
the back of this check I filed a report of forgery against him with the Springfield 
Police Department. About a year and a half later, the Sangamon County State's 
Attorney charged Woodson with a misdemeanor theft under $300 and fined him $101 
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plus $25 court costs and restitution. He paid his fine and his probation period is over. 

I called this bank, AFSCI, after his prosecution, which had initially refused to 
prosecute him and refused to take my name off of the account. I told them to take my 
name off the account, that he had been prosecuted and asked if they wanted the case 
number. I was told, "No, I do not want the case number and no, we will not take your 
name off of this account." About a year and half later, and after his employment at 
that agency, I was able to have my name removed from the account, but it had been 
passed onto another agency at that point and was not an easy task. 

I suppose the point of my trying to get him prosecuted was so that I could 
prove the accounts were fraudulent and my credit reports could be cleared completely 
of these accounts. 1 have come to find that his prosecution has had little to do with 
the state of my credit reports. When A.J. Woodson filled out the credit applications, 
the only identification he needed was my name and social security number. The 
address, previous address, mother's maiden name, birth date, phone numbers, and 
place of employment were listed erroneously on the credit card applications, but he 
was stilt granted the credit. I thought that the banks would be liable since they did not 
verify this information, but verifying this information is optional by law, which 
relieves them of any responsibility. 

1 also had problems with all of the banks having these accounts removed from 
my credit reports, even after A.J. Woodson fully confessed in writing to all of the 
banks involved and all three credit reporting agencies that he took these accounts out 
without my consent or knowledge, that he wanted to take full responsibility for their 
balances, and he had no affiliation with me. 

1 have a low to moderate income. 1 do not know how far people in my income 
bracket pursue these cases. I had heard horror stories about people hiring an attorney 
to clean up a mess like this, but all they would end up with was a fat bill from an 
attorney who was not able to resolve a thing so that is why I pursued it myself. I ran 
into so many brick walls that I think most people would have given up long before 
now yet 1 continue to fight this losing battle. Every piece of personal data on my 
credit reports has been iiKOtrect at one point or another since this began. Accounts 
that have been taken off later came back as "disputed". My birthrate, place of 
employment, address, previous address, spelling of my name and my social security 
number have been incorrect on them at one time or another. I have documented 
nearly every phone call and every correspondence made throughout this ordeal and 
resented it every step of the way, not to mention the emotional turmoil it has caused 
me. 

This has been going on for four and a half years and my files are now divided 
into years. Since the Fair Credit Reporting Act was amended in September 1997, 1 
have had two credit reports come back entirely clean and one report come back with 
one mistake. I have not double-checked to see if these reports are still clean, but in 
the past whenever 30 days had passed, a bunch of fraudulent data would return which 
I did not understand. I probably have around 30 copies of incorrect credit reports. 1 
was finally told that the banks send tapes to the credit reporting agencies every 30 
days so the reason why incorrect data kept popping back up on my credit reports was 
because one or more of the banks had not entirely remove my name from their 
databases. When I asked the credit reporting agency which bank/s the false 
information was coining from, they could not tell me. They also told me that there 
was information on my credit report that showed up on their computer, like "ghost 
accounts", which would not show up on my copy of the credit report. 

In addition, I have had to deal with the type of personality that would steal 
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someone's identity. According to one of the collection agencies, A.J. Woodson had 
credit reports under five separate names, which he had ruined. And the reason it took 
so long to prosecute him was because when the Springfield Police Department 
contacted him about the forgery, he told them that he had a sister named Celene Cross 
with a social security number different by one number than mine and that he had 
signed the check in good faith. He sent notarized letters to the banks stating that the 
reason Celene Cross had to be contacted through him was because her ex-husband 
(whose name changed a couple of times) was stalking her. After about six months of 
this run-around, a Detective from the Springfield Police Department and the Postal 
Inspector from Springfield caught him at work and told him he was going to have to 
produce his sister. 

A few days later A.J. Woodson, who cooperated with the police throughout 
this ordeal, went into the police station and told them the "real" story. He told them 
he met a stripper who called herself "Sherry " at a bowling alley who sold him the 
use her name and social security number to take out credit since he had mined his 
with a Sears credit card for $500 to $2,000, depending on who you talk to. 

Apparently, the description he gave them was close to mine. When I talked to 
the Postal Inspector he said to me, "Look lady, we only to have time to pursue those 
cases we think are worth prosecuting and if he convinces the right people that he's 
telling the truth, YOU'RE going to have to submit to a polygraph.” Woodson later 
wrote a letter to me stating a friend gave him my name and social security number. 

The only types of credit card applications I receive in the mail now are secured 
credit which state, "regardless of your past credit history" on them. His address with 
my name on it is now part of God only knows how many mailing lists which are sold 
to God only knows who. For example, on September 15, 1998 1 had a $2,500 live 
loan check thumbtacked to my bulletin board which 1 was thinking about cashing 
since I bad wanted to expand my business, but had no credit with which to do so. As 
I looked mote closely at the check, which was dated June 1998, it had A.J. Woodson's 
(wrong) address on it. 

For a while I tried applying for credit every six months and would get denied 
for obviously bogus reasons such as "length of residence too short". Even after I 
accepted my credit was bad and realized I was going to have to reestablish it even 
though 1 did not ruin it to begin with; I tried to get a credit card using my dad as a co- 
signer. I then learned that credit card companies won't do that unless you're a college 
student. I have quit applying for credit. V^n Andrew Wilder was making travel 
arrangements for me to come and testify, he asked me if 1 had a credit card to pay for 
my food and lodging and told me that I would be reimbursed. I told him I had bad 
credit reports so. therefore, I did not have a credit card. 

I recently purchased a business to expand my own which I would have done 
sooner, but I had to resort to borrowing money from my mother and am fortunate that 
my family has the resources to help me. I also recently purchased a house, which I 
also would have done sooner for which my father is co-signing the loan. It effects my 
business because I have to make orders COD. 

1 strongly advise against a national identification card. It appears that one 
with good credit is at risk for someone stealing his or her identity the way it is. There 
are so many databases, which exist all ready that you never know in whcKe hands 
your social security number will fall. It seems to me to have a picture, name and 
social security number on an ID card just makes it more easily accessible, like those 
which are us^ at Western Illinois University. I cringe whenever a student comes into 
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my store with their social security number on their check and advise them never to do 
that again. A.J. Woodson used my identification in ATM machines and over the 
phone. He is a black man and I am a white woman. I was a single new mother of a 
nine-month-old daughter running my own business when this came to my attention. 

It has consumed and continues to consume a tremendous amount of energy that I have 
not and do not have to expend. It has stunted my ability to establish independence. 
My daughter is now three-and-a-half years old. 

On September 15, 1998 I call^ the bank which sent me the live loan check 
for $2,500 dated June 1998 to ask them where they had gotten the address on the 
check which was Woodson’s. They told me they purchase so many mailing lists there 
was no was they could track down that information. I went to the post office to 
change my address from his to mine again, which I do about every six months, and 
realized this could go on indefinitely. 
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Mr. McIntosh. Thank you. 

What I will do is ask each of the witnesses to give their testi- 
mony, and then I would like to explore even more, some of the 
problems you have had. That is just incredible. And it sounds like 
you ran into brick wall after brick wall both from the private sector 
and the Government. 

Our next witness is Mr. Marvin Young, who traveled here from 
Oakland, CA. Thtmk you, Mr. Young. 

Mr. Young. Hi, how are you? 

Mr. McIntosh. Good, thank you. Share with us a summary of 
your testimony. As I said, your written remarks will be put in the 
record in their entirety. But what happened in your case with the 
identify theft? 

Mr. Young. I am originally from Mississippi, and in Mississippi 
they put your Social S^urity number and date of birth on your 
drivers license. I don’t know u th^ still do, but back then they did. 

In 1989, I moved to Oakland, CA, where I live now. I moved in 
with a roommate who promised to help me find a job. I didn’t have 
a job when I moved out. And that sounded really good, that he was 
going to help me find a job. So, he wanted some of my personal in- 
formation, and I refused to give it to him because 1 really didn’t 
know him that weU at the time. But I did show him my Mississippi 
driver’s license and from that he took my information off my Mis- 
sissippi driver’s license. He sent back to Mississippi and r^uested 
a copy of my birth certificate, and they actually sent it to him. And 
from that, my life has been really a living hell. 

He opened up over 40 different accounts in my name. I have had 
warrants out for my arrest. I work for a bank called Bank of Amer- 
ica back in Oakland. And it was really hard getting a job because 
they didn’t believe 1 was the person I said 1 was. But when I got 
home one day, I received a certified letter from Sacramento, CA, 
sa^ng I had a warrant out for my arrest for check fraud. 

I did not even have a checking account myself. So what he did, 
he had actually taken my name and my Social Security number 
and date of birth and he rigged up some kind of fake driver’s li- 
cense where he was able to get a checking account in my name. He 
wrote over 150 checks, ranging from ^,000 up to $10,000. He 
opened up different businesses in my name in Oakland, CA. He 
went to Atlanta. He opened up businesses in Pensacola, FL. He 
had a condo there in my name. He bought a car in my name. And 
this goes on and on and on. 

I Irought a house in 1994, and I sold the house just recently and 
tried to buy another house. And I cannot even buy another house 
because they will not even give me credit. Back in 1993, I applied 
for a job at the Federal Reserve Bank in San Francisco, and it was 
really hard getting the job. I got the job. I worked there for 3 V 2 
years. But they just took me through hell wanting to know who I 
was and all this. 

And the only way I got the job is that the last job I had, working 
at the Bank of America, the manager had to write a letter saying 
this is really Marvin Young and, you know, I had to answer so 
many questions it was just so hard. 

And even to this day, you know, appl^g for different credit 
cards and wanting different things, never been late making a pay- 
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ment on anything, is just so hard. And I just hate to see this hap- 
pen to anybody else because it is really not fiin. 

A month ago, I was on my way to work. I work for a company 
now called Tiffany & Co. And I was pulled over for speeding. The 
highway patrolman did a check on my California driver’s license 
and she came back to the car and said, “I am sorry but I have to 
take you in.” And I said, “Why? I was only speeding.” And she said, 
“Well you have a warrant in Pensacola, FL, you have an out- 
standing driver’s license back here and this is not going to work.” 

I had on a suit and my tie and everything and I said, “Could you 
please call my job and let them know that I am here and you are 
rea(^ to take me in?” And she said, sure. So she called and they 
verified that it was really me and the car that I was driving and 
my license plate. So she warned me and told me I should really get 
tbls thing back in Pensacola, FL, cleared up. 

And even where I live now, I have gotten letters from my land- 
lord saying that, you know, I might have to move because they did 
extra bac&round checks on me and things just do not look good 
right now. So, it is just really hard. 

[The prepared statement of Mr. Young follows:] 
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STOLEN IDENTITY 

Testimony of Marvin Young, Jr. 

Before the Subcommittee on National Economic Growth, Natural Resources, 
and Regulatory Affairs 

September 17, 1998 


I lost ray credit record and my good name, but at least managed to avoid being arrested 
for crimes corrunitled by an imposter. In one month, my imposter opened up 40 accounts in 
my name. It's a year later and I still can't get a drop of credit. I came home from work one 
evening and found a certified letter from the Sacramento police that changed my life. There 
was a warrant for my arrest for check fraud. 1 nearly fainted. That was in 1991. Seven years 
later, fm still fighting to clear my name, allegedly stolen by a former housemate. I'm having 
trouble explaining who I am. He took over my life. I just sold my house and I can't buy 
another one. fve worked hard and never made a late payment in my life, but this other guy has 
just messed up everything for me. 

The person who stole my identity has been arrested several times, but apparently finds 
my name too usefiil to resist. In the Sacramento case, I could prove that I was at wmk at a San 
Francisco bank the day the fraudulent checks were written. But my problems were far from 
over. Anthony Maurice Phillips, 34, who was my housemate for a few months in 1989, had 
allegedly stolen my identily and run up debts around the nation. My case began in 1989, 
shortly after I moved to the Bay Area from Mississippi. Phillips, my housemate, allegedly 
asked to see my Mississippi driver's license photo and covertly copied some of my personal 
information, including my social security number and date of birth. 

From 1991 to 1993, 1 worked to clear my name, writing more than 100 letters and 
checking my credit report regularly. He was quiet until August of 1997, then he went on a 
rampage. In one month, he opened up 40 accounts in my name. He was all over Atlanta, 
Florida, Washington, D.C. and Minnesota. Phillips was finally arrested in Robbinsdale, 
Minnesota. 
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Mr. McIntosh. Have you had any success in clearing up the 
Florida or the Sacramento arrest warrants? 

Mr. Young. Well, I got a letter from Sacramento saying that I 
am the real Marvin Young. And at this time when they stopped 
this person, they didn’t take fingerprints. I don’t know what they 
did. But they found out later that this was not the real Marvin 
Young. But I got a lot of things cleared up and paid out a lot of 
money, certified letters, copies, and just spent a whole bunch of 
money that I could really use right now on myself to get a lot of 
these things cleared up. 

Mr. McIntosh. Thsmk you for coming today, especially for trav- 
eling all the way from California. 

Let’s hear now from a couple of witnesses who have worked in 
this area in the policy questions involved. I appreciate you coming 
today. The first will be Mr. Greg Nojeim. Mr. Nojeim is with the 
American Civil Liberties Union. 

Share with us a summary of your testimony, Mr. Nojeim. 

Mr. Nojeim. Thank you, Mr. Chairman. I appreciate the oppor- 
tunity to testify before you about national ID on behalf the ACLU. 
We are a nationwide, nonproHt, nonpartisan orgemization of more 
than 275,000 members, devoted to protecting the principles of free- 
dom set forth in the Bill of Rights. 

The ACLU has always vigorously opposed the creation of a na- 
tional ID card. And, Ms. Cross and Mr. Young, you inspire us to 
work harder on this issue. The stories that you have told us are 
extremely troubling and they really tell us that personal privacy is 
at risk today more than ever in the past. 

Over the past few decades, proposals for a national identification 
card or a national ID system have appeared a tempting — ^but ulti- 
mately ineffective quick fix to a national problem of tracking one 
segment of the population or another. Lately these proposals have 
accelerated. 

In 1996, Congress enacted welfare legislation establishing na- 
tionwide data bases of new hires to promote the payment of child 
support. Also in 1996, Congress enacted immigration legislation 
that tests a national worker verification scheme to prevent undocu- 
mented people from working. However, the tide against national ID 
may be turning. 

This year. Congress rejected a proposal to create a national data 
base of registered voters and it held up a nationwide patient identi- 
fier number that would put patients’ sensitive medical records at 
risk of disclosure. My colleague, Ms. Bitol, will discuss that pro- 
posal in some detail. 

We believe that national ID systems and nationalized ID cards 
that would support them are incompatible with a free society. This 
is not Checkpoint America. 

These solutions lead inevitably to violation of the most basic of 
American liberties: the right to be left alone. Unlike children and 
workers in Nazi Germany or Soviet Russia, apartheid South Africa, 
Castro’s Cuba, or Saddam’s Iraq, no American need fear the de- 
mand for identity papers from tneir Government. We cherish our 
right to be individuals, to be left alone, to start over, free from pry- 
ing eyes and the grasping hands of Big Brother bureaucrats and 
snooping commercial interests. 
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Some believe that the way to deal with the problem of undocu- 
mented aliens who seek work is for the Federal Government to 
threaten the privacy rights of every U.S. citizen. We believe that 
Big Brother and bi^er government are not the answers to tUs 
problem or to other problems. 

One of our greatest fears is governmental misuse of records gath- 
ered for inn(x:ent purposes. For example, the confidentiality and 
Census Bureau information was violated during World War II to 
help the War Department locate Japanese Americans so they could 
be forcibly interned in camps. 

During the Vietnam war, the FBI secretly operated the Stop 
Index by using its computerized National Crime Information Cen- 
ter to ^ck and monitor the activities of people opposed to the 
United States’s involvement in the war. 'Tnist us with your per- 
sonal information, we are the government.” That is not a theme 
that resonates well with the American people. 

Now we ask you to enact legislation to reject the statutory au- 
thority for a rule proposed by the Department of Transportation. 
The rule would require the States to conform their driver’s licenses 
to a Federal ID standard and to obtain a physical description, pho- 
tograph or image, and Social Secairity number from every driver. 

To our knowledge, implementation of the statute would mark the 
first time in history that the Federal Government mandated that 
the Social Security number of virtually every adult in the county 
be tied to a physical description or photograph of the person in 
records that are unprotected by the Privacy Act. 

This threat to personal privacy is not mitigated by the Driver's 
Privacy Protection Act of 1994. The act, which became effective 1 
year ago, includes many exceptions that allow for disclosure of 
drivers^ Social Security numbers and other personal information, 
and the act itself has been the subject of a number of successful 
challenges under the 10th amendment. 

Some will argue that State compliance with the statute to which 
we object, section 656(b) of the 1996 immigration law, is volunta^. 
This IS a myth. The States will issue nationalized identification 
cards that meet the Federal standard because if they fail to do so, 
residents of the State will have no ID with which to secure Federal 
benefits. 

Imagine going to the post office to get a passport so you could 
travel to Europe on your honeymoon and being told that the Fed- 
eral Government will not accept your State-issued driver's license 
as ID. No resident would stand for it. No State would risk it. 

Worse still, the statute to which we object coerces States to actu- 
ally facilitate ID theft by putting drivers’ Social Security numbers 
on driver’s licenses. The statute purports to give the States a 
choice, either put the Social Security number on the driver’s license 
or verify it with the Social Security Administration and put it in 
the State DMV records. 

But to avoid the cost of verifying the Social Security number as 
well as the ire of drivers sent to the Social Security Administration 
to correct faulty Government records about them, many States will 
si^ly put the number on the license. 

The cure for these ills is not to tinker with the Department of 
Transportation’s proposed rule. Rather, the underlying statutory 
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authority for the rule must be repealed. We urge you to take that 
step by supporting and enacting the Citizen’s Privacy Protection 
Say no to big brother and no to the national ID cara. 

Thank you. 

[The prepared statement of Mr. Nojeim follows:] 
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Mr. Chairman and Members of the Subcommittee: 

I appreciate the opportunity to testify before the Subcommittee on National Economic 
Growth, Natural Resources, and Regulatory Affairs of the House Committee on Government 
Reform and Oversight rdxrut national ID on behalf of the American Civil Liberties Union (ACLU). 
The ACLU is a nationwide, non-profit, non-partisan organization of more than 275,000 members 
devoted to protecting the principles of freedom set forth in the Bill of Rights. The ACLU has not 
received any grants or contracts from the federal government in the current fiscal year. 

A NATIONAL SYSTEM OF IDENTMCATION 


The ACLU vigorously opposes the creation of a national ID card, whether the card is 
embodied in plastic, or whether the "card" is intangible - sort of a "virtual reality" card consisting 
instead of a government-mandated computerized data base containing information linked by a 
government-issued identifier about most people in the United States. A national ID card or system 
of identification would substantially infringe upon the privacy rights of all U.S. citizens and is 
unnecessary to adnCiister programs of the federal government. 

Over the past few decades, proposals for a national identification card or national ID system 
have appeared a tempting (but ultimately ineffective) "quick fix" to a national problem of tracking 
one segment of the population or another. Lately, these proposals have accelerated. 

In 1996 Congress enacted welfare and immigration "reform" legislation establishing 
nationwide data bases of workers to track parents who have not paid child support and to prevent 
undocumented people ftom working. This year, we applauded when Congress rejected a proposal 
to create a national data base of registered voters. A nation-wide patient identifier number was 
proposed to facilitate the matching of sensitive medical records to patients, and is currently on hold 
for privacy reasons. My colleague, Ms. Solange Bitol, will discuss that proposal in some detail. 

Now, Congress considers a proposal by the Department of Transportation that the federal 
government require states to obtain a social security number ("SSN") from every driver, as well as a 
physical description and photograph of the driver that could be referenced to the SSN. To our 
knowledge, this would be the tet time in history that the federal government mandated that the 
SSN of virtually eveiy adult in the nation be tied to a physical description or photograph of the 
person in records unprotected by the Privacy Act of 1974. Worse still, the statutory mandate on 
which the proposed rule is based would coerce states to facilitate ID theft by putting drivers' SSNs 
on driving licenses. 

The ACLU believes this an unfortunate proposal to federalize all state identification 
documents and tie them to one identifying number, the SSN. In essence, it reqitires states to issue 
federalized, national ID cards. The cure to this ill is not a tinker with the DOT'S proposed rule; but 
rather repeal of the underlying statutory authority for the rule. 
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THE PROPOSED ID SYSTEM AND CARD 

Background. Section 656(b) of tte Illegal Immigralion and Imniigrant Responsibility Reform Act 
of 1996 requires the Department of Transportation to issue regulations that would effectively coerce 
every state to place every driver's social security number on the license or other identification card 
the state issues. Any state that did not comply with this federal mandate would be required to verify 
the social security number with the Social Security Administration ("SSA"), or, in the alternative, 
the driver's license or other ID card the state issues would not be acceptable for federal 
identification purposes. Section 656(b) also requires that these state-issued driver's licenses and ID 
cards follow a "form" dictated by the federal government. The DOT has proposed that the "form" of 
the document include a physical description of person to whom it pertains, which may include 
gender, height, weight, eye and hair color, a color photograph or image of the person, and his or her 
address. 

Make no mistake. This statute requires states to issue ID cards that confoim to an exacting 
federal standard including a photograph and physical description, and which would be supported by 
systems of records that would be linked or matched to other records by reference to the SSN of the 
driver. This is a national ID system. It is supported by state-issued identification documents that 
are federalized because they must comport with the federal standard. Section 656(b) reduces states 
to mere tools of federal government for purposes of issuing ID documents because the content and 
form of documents they issue are dictated by the federal government. Because the federal 
government dictates what goes on the ID card, and because it effectively requires that records of the 
identifying data be tied to a federal identifying number, states would henceforth issue what are in 
essence national ID cards. 

Coercing the Slates to Comply, and To Threaten Privacy. States have no real choice but to issue 
documents that meet the federal standard. If they fail to do so, their drivers will be unable to secure 
federal benefits including Social Security, enter many federal buildings, sit for the civil service 
exam, serve on a jury in a federal case, register for the Selective Service, or obtain passports that 
allow them to exercise their right to travel. Imagine going to the Post Office to gel a passpott so 
you can travel to Europe on your honeymoon, and being told that the federal government will not 
accept your state-issued driver's license as ID. No resident would stand for it; no state would risk it. 
To avoid citizen complaints, all states will issue documents that conform to the federal mandate and 
procedures. 

In addition, many states will be coerced into putting the SSN on every driver's license and 
identification card. In various cottunents the slates have filed with the Department of 
Transportation, state departments of motor vehicles ("DM'Vs") have made it clear that verifying the 
SSN would inconvenience drivers and cost millions of dollars to the states. States would have to 
hire data entry clerks tasked with verifying SSNs. Many drivers would be compelled to wait in line 
at the state DMV, then go to the nearest office of federal Social Security Administration to wait in 
line again because their SSN did not exactly match their name. Then they would have to go back to 
the DMV to wait in line again, in the hopes that now their SSN would be verified. Lines at DMVs 
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would lengthen and dnvers' tempers would flare DMVs would have to serve many dnvers twice 
during the renewal process. It would be less expensive for the states, and mote convenient for 
drivers and for the states, if the SSN was simply put on the driver's license. 

The statute thus builds in an incentive for the states to do what most of them have recently 
decided not to do: compromise privacy interests by putting drivers' SSNs on driver’s licenses. 
Currently, only six states require SSNs on the driver's licenses they issue. Most of the large states 
have moved away from such a requirement in order to protect their drivers' privacy, reduce fraud, 
and inhibit ID theft. Section 656(b) would effectively require many states to change course. 

It is not difficult to anticipate the next federal demands on the federalized driver's licenses. 
Soon, the Federal Aviation Administration, which already requires air carriers to solicit state-issued 
ID from air passengers, will tell air carriers that only state-issued ID's meeting the Transportation 
Department's standard are sufficient and that anyone who produces anything else should be treated 
as a potential terrorist. (This is how the FAA currendy directs carriers to treat passengers who 
produce no ID.) Then, the Department of Health and Human Services will tell state agencies that 
distribute fetferally-fimded benefits that only the federalized-ID’s will do. Then, the Department of 
Justice will tell employers that they carmot hire any employee who presents a state-issued ID 
document that does not meet the federal standard. This is not a fanciful jump; it is a logical 
application of the mandate of Section 656(b) to existing federal identification mandates. In no time, 
Americans would have to produce the federalized ID to engage in everyday life activities that 
should not be subject to federal governmental interference, such as getting on an airplane, obtaining 
a benefit from their state, or getting a job. 

Some believe that the way to deal with the problem of undocumented aliens who seek wortc 
is for the federal government to threaten the privacy rights of every U.S. citizen. The ACLU 
believes that Big Brother, and bigger government, are not the answers to this problem. 

PROBLEMS WITH THE NATIONAL ID SCHEME 

A national ID system and the nationalized identification cards that would support it would 
inevitably violate the most basic of American liberties: the right to be left alone. Utilike children 
and workers in Nazi Germany, Soviet Russia, apartheid South Afiica, Castro's Cuba or Saddam's 
Iraq, no American need fear the demand, "Identity papers!" We are a free people who cherish our 
right to be individuals, to be left alone, and to start over, free from the prying eyes (and grasping 
hands) of both Big Brother bureaucrats and snooping commercial interests. 

Existing Privacy Protections. Includine the Driver's Privacy Protection Act. It is irr^rtant that the 
Subcommittee step back and measure Section 656(b) against the existing privacy regime -- such as 
it is - in the United States. The Fourth Amendment is the cornerstone of personal privacy in this 
country. It prohibits the government for conducting a search without probable cause, and in most 
cases, a judicial warrant. But the Fourth Amendment does nothing to protect personal privacy in 
this context. When a person "voluntarily" divulges personal information to a state DMV in order to 
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secure a driver's license, there is no governmental seizure to be prohibited or controlled by the 
warrant or probable cause requirements. Any privacy protection must therefore be statutory. 

Twenty-five years ago, a Democratic Congress enacted, and a Republican President signed 
into law, the Privacy Act of 1974. Congress feared that if the “use of the SSN as an identifier 
continues to expand, the incentives to link records and broaden access are likely to increase.” 

The Senate Committee report described the growing use of the SSN as “one of the most 
serious manifestations of privacy concerns in the nation," including the risk that “the number may 
become a means of violating civil liberties by casing the way for indexing or locating the person." 
Senator Barry Goldwater (R-AZ) spoke on the Senate floor in vehement opposition to the 
increasing use of the SSN, calling on his colleagues “to stop this drift toward reducing each person 
to a number.” 

For the most part, the Privacy Act only applies to threats to privacy by federal agencies and 
does not stop state agencies and commercial interests from threatening personal privacy. In a sense, 
Section 656(b) makes an end run around the Privacy Act by parking the personal information that 
would be disclosed at the state, instead of at the federal level, hi fact. Section 6S6(b) would 
apparently represent the first time that the federal government had ever mandated that the SSN of 
virtually every adult in the nation be tied to a physical description or photograph of the person in 
records unprotected by the Privacy Act. 

Twenty years after the it passed the Privacy Act, Congress became troubled that state 
DMVs were selling to commercial interests personal information about drivers for as little as $20 
per inquiry. In one case, a stalker used information in state DMV records to find his victim. In 
1994, Congress enacted the Driver's Privacy Protection Act to establish rules to protect the privacy 
of the wealth of information drivers license applicants submit to their states in order to obtain a 
license to drive. 18 U.S.C. Sections 2721-5. 

The Driver’s Privacy Protection Act caimot be relied upon to protect the privacy of drivers’ 
personal information, such as their SSNs. Though it would bar DMVs from disclosing certain 
personal information (SSN, photo, address, name, phone number, medical information, but not 
physical description) about the driver, and threatens violat<»s with civil and criminal fines and 
creates a civil cause of acrion for anyone whose privacy is violated, the statute lists 14 exceptions to 
its protective provisions. It gives law enforeement at all levels of government, and insurance 
companies and private investigators blanket exceptions, allows states to provide personal 
information to mass marketers and solicitors unless the driver affirmatively requests that it do not, 
and it allows any legitimate business to obuun a driver’s personal information to verify the accuracy 
of information the business cltums the individual submitted to it. 

More importantly, the statute has been successfully challenged on lO"' Amendment grounds 
in at least three jurisdictions. Two weeks ago, a three-judge panel of the Fourth Circuit struck die 
Driver’s Privacy Protection Act as an invalid exercise of Congress’s power under the Commerce 
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Clause in violation of the Tenth Amendment Condon v Reno . 97-2554, U S App LEXIS 21557 
(4th Cir. September 3, 1998). The federal government argued that drivers possess a nght to pnvacy 
in the information maintained in state motor vehicle records that Congress can secure under the 
14th Amendment. The court rejected federal goverrmienfs privacy argument because: (i) the 
Supreme Crxirt has never found a constitutional right to privacy with respect to the type of 
information found in motor vehicle records, which traditionally have been open to the public; (ii) 
the type of information in motor vehicle records is available from other public records such as 
^perty tax records; and (iii) the information in the records is commonly put on the driver’s license 
and provided to strangers when a person cashes a check, boards and aiiplane, or purchases alcohol. 
Federal courts reached similar conclusions in Wisconsin (Travis v. Reno . No. 97-C-701-C, U.S 
Dist. LEXIS 8570 (W.D. Wise. June 9, 1998) (anneal nendingll and in Oklahoma (State of 
Oklahoma v. U.S. . 994 F. Supp. 1358 (W.D. Okla. 1997)), and reached the opposite conclusion in 
Alabama (Prvor v. Reno . 998 F. Supp. 1317 (M.D. Ala. 1998). 

In many states, the state "open government" laws permit disclosure of personal information 
in the state driver’s data base to a great degree. ACLU is a strong proponent of openness in 
government and favors many such laws because openness sheds light on secret governmental 
activity that could violate civil liberties. Suppression of information of public interest infringes on 
First Amendment rights by narrowing the range of information that enters the marketplace of ideas. 

The Driver's Privacy Protection Act cannot be relied upon to protect the privacy of drivers' 
SSNs in state DMV data bases. But it does illustrate that the best way to protect the privacy of such 
information is to prohibit (or to remove incentives to) collection of the SSN in the first place, rather 
than to control and punish disclosure after the SSN has already been put in a system of records 
maintained by a state. Section 7 of the Privacy Act originally prohibited states that did not already 
do so in 1974 from denying drivers licenses to applicants who refused to provide their SSN. This 
protection was reversed in 1976. 42 U.S.C. Section 405(cX2XC)(i). Section 656(b) does much 
more than permit states to demand the SSN of their drivers for their DMV records; it coerces states 
to put the SSN on the license itself. 

Potential for Misuse . Using the SSN as an identifier on federalized drivers licenses, as is 
contemplated in Section 656(b), would subject people to privacy intrusions, such as government 
surveillance and increased data collection and sharing. 

There are clear examples of how government-collected mformation has been used for a 
purpose other than that for which it was initially intended. Call these "cases of authorized misuse" 
to distinguish these abuses from criminal activity, such as fraudulent activity from ID theft. 

For instance, the confidentiality of Census Bureau information was violated during World 
War n to help the War Department locate Japanese-Americans so they could be forcibly moved to 
internment camps. During the Vietnam War, the FBI secretly operated the "Stop Index" by using 
its computerized National Crime Information Center (NCIC) to track and monitor the activities of 
people opposed to the United States' involvement in the war. The government's thirst for personal 
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data tied to the SSN cannot be quenched "Tnist us with your personal informauon We're the 
govemment," is not a theme that resonates well with the Amencan people. 

Moreover, the govemment has facilitated private sector abuse of data tied to the SSN. It 
was discovered nine years ago that the Social Security Administration used to disclose SSNs to the 
private sector until public outcty halted the activity. Following the public disclosures, the SSA 
Commissioner announced in April, 1989 that the SSA had decided not to process magnetic tapes 
containing 140 million names and SSNs submitted by TRW Credit Data, a credit reporting 
company that has been succeeded by Experian Information Systems. The Senate conducted 
hearings and learned that the SSA had conducted three million SSN verifications for Ciiibank and 
other firms in past years. 

The private sector’s use of the SSN to access information about individuals has evolved to a 
point never envisioned by its creators. For example, in a 1990 advertising brochure, Experian (then 
TRW), which held itself out as the nation’s largest provider of consumer credit information and 
claims to maintain information on nearly 170 million consumers nationwide, advertised a service 
called Social Search: 

In pursuit of those who have disappeared - former customers, college alumni or 
missing shareholders - TRW brings you Social Search: A state-of-the-art locating 
tool that puts our expansive databases to work for you ... All you need are the 
social security numbers of those you’re attempting to locate and you can reach those 
hard-to-find individuals who may have moved or changed their names. 

This history shows the enormity of the temptation to expand the uses of data linked by a 
common identifier like the SSN, far beyond the purpose for which the data was originally given up. 
But having succumbed to this temptation in the past is no reason to facilitate such invasions in the 
future by effectively requiring that states put drivers’ SSNs on their licenses. 

ID Fraud. Ironically, the more the SSN is used as a personal identifier, the less useful it becomes as 
an identifier. This is because unscnipulous criminals can steal a person's identity by appropriating 
their SSN. "CD Fraud" ~ the process of obtaining another person's personal identifying information 
such as the SSN, date of birth and mothers' maiden name, then using that information to 
fraudulently establish credit, tun up debt, or take over existing financial accounts is a growing 
problem. According to a recent GAO report, there has been a significant increase in identity theft in 
recent years. GAO. Identity Fraud . GAO/GGD-98-100BR (May 1998). It is estimated that 40,000 
victims of identity theft must struggle each year to clear their names and fix their credit histories. 
Consequently, more and more people are ttying to protect the privacy of their SSN. 

By coercing states to place drivers' SSNs on driver's licenses. Section 656(b) promotes ID 
theft. Many times when a person cashes a check at the grocery store, boards an airplane, or buys a 
beer, they show their license to a stranger who could sell the personal information on it to an ID 
thief. 
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Insecure Data Little needs to be said about how insecure even the most protected systems of data 
have become. Computer hackers have achieved access even to sensitive defense files In 1997, the 
Social Security Administration itself was forced to shut down a service it offered on its web site 
after reports that it may have provided unauthorized access to information about individuals' 
personal income and retirement benefits on the htcmet. 

In fact, the SSN is used as a key to unlock all manner of personal information about consumers. An 
internet-based industry has sprung up to harvest and sell personal information accessed through the 
SSN: auto ownership, creditors, criminal records, tiriving records, bank accounts and work histories 
are all alleged to be ^cessible. Since Section 656(b) would make drivers' SSNs more accessible to 
state workers harvest the number, and to every person who sees the number on a state-issued 
identification docunrent, it will make this problem of protecting personal privacy much more 
difticult. 


CONCLUSION 


The SSN was never intended to be relied upon as an identifier. Historically, SSNs have 
been easy to obtain because there was no need for a secure card for purposes of administering the 
Social Security program. The number was used only to track payments into the Social Security 
Account. Many duplicate and inaccurate social security numbers are in use. 

A national ID system based on the SSN, and the nationalized ID cards that Section 6S6(b) 
would require, pose a direct threat to personal privacy and to the security of personal information. 
To forestall such a threat, we urge members of Congress to support H.R. 4197, the Citizen's Privacy 
Protection Act of 1998. It would repeal Section 656(b) of the Illegal Immigration Reform and 
Immigrant Responsibility Act of 1996. We believe that the Big Brother proposal which is 
represented by Section 656(b) should be stopped now so that further damage to the cause of 
privacy, and liberty, is contained. 

I will be happy to entertain any questions you might have. 
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Concerning the definition of a rule, we recognize that determining the precise scope of 
the definition as it applies to the widely varying rulemaking practices of the agencies involves 
questions of legal interpretation. For these reasons, we would welcome the participation of the 
agencies and the Department of Justice in developing a guidance that identifies the precise 
contours of the definition in a manner that will best facilitate full compliance with the law. 

As OIRA’s authorizing and oversight committee, we expect to participate in this process 
at each step in the development of the guidance. We would prefer to begin this process of 
consultation by the second week of October and would like to receive a proposed draft of the 
guidance by the end of November, We believe that the end of March 1999 would be a 
reasonable target date for issuing a final guidance, allowing the agencies a fair opportunity to 
submit comments. 

I would appreciate it very much if you could send me a written confirmation of the 
understamiings set forth in this letter by the close of business on Friday. If you have questions, 
please call me at 225-4407. 

Sincerely, 


Mildred Webber 
Staff Director 

Subcommittee on National Economic Growth, 
Natural Resources, and Regulatory Affairs 

cc: Michelle Mrdeza 

Subcommittee on Treasury, Postal Services, 
and General Government Appropriations 
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Mr. McIntosh. Thank you, Mr. Nojeim. I want to explore with 
you those recommendations during the questions and answers. 

Ms. Bitol, thank you for coming today. You are also with the 
American Civil Liberties Union, and I appreciate your work. Share 
with us a summary of your testimony. 

Ms. Bitol. Thank you, Mr. Chedrman. 

On behalf of the American Civil Liberties Union and more than 
275,000 members nationwide, I appreciate the opportunity to tes- 
tify before you on the narrow issues of the problems concerning es- 
tablishing a unique patient identifier which is mandated under the 
Kassebaum-Kennedy Health Insurance Portability and Account- 
ability Act of 1996. 

The dangers posed by a unique patient identifier are no different 
than those dangers posed by a national ID. Both will allow unfet- 
tered access to personally identifying information to anyone with 
the proper keys. Besides information about physical heith, med- 
ical records may include information about family relationships, 
sexual behavior, substance abuse, and even the private thoughts 
and feelings that come with psychotherapy. This information is 
often keyed to a Social Security number. 

Because of a lack of consistent privacy protection and the perva- 
sive use of Social Security numbera, individuals’ information may 
be easily accessible. In fact, any private investigator will tell you, 
if you have a Social Security number of an individual, you can have 
access to almost any information about them. 

Currently, there is no comprehensive Federal law to protect the 
privacy of health care records. Our educational records receive pro- 
tection. Even our video records remain private. However, public 
perception is that there is Federal privacy law to safeguard medical 
records and that there is Federal law that gives patients the right 
to access, review, and comment on those medical records. Unfortu- 
nately, this perception is false. 

The danger with this one-way system is that once personal infor- 
mation is collected for one purpose, the temptation to use it for an- 
other is often irresistible, "rhe unauthorized use and abuse of this 
confidential information is already widespread. Most Americans 
would be alarmed to learn how many pairs of eyes are scanning 
what they thought was privileged communication with their doctor. 

According to a recent Time Magazine article, trading of health 
information has already become a $40 billion industry. A report by 
the Institute of Medicine noted that the roster of parties claiming 
a “need to know” what is in an individual’s medical records was too 
numerous to list. 

The problem of protecting privacy, espwially medical privacy, is 
that many perceive the need for a balancing teat, balancing privacy 
with the needs of industry research and technology. While techno- 
logical advances bring tremendous benefits to society, this quid pro 
quo should not and need not be the loss of control over our own 
personal information. 

It is the position of the ACLU that strong Federal regulation 
which establishes enforceable privacy protection for personad health 
information is critical. The ACLU supports Federal legislation that 
provides individuals with meaningful control over who may have 
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access to their records, including limiting some persons to specified 
information only. 

Additionally, redisclosures should be prohibited except with spe- 
cific permission or, with very narrow circumstances, upon ex- 
pressed statutory authorization. 

We support Federal privacy protection in this area for three pri- 
mary reasons: First, staggering technological innovations which 
^low for the easy transfer of personal health information over 
great distances; second, the erroansion of managed care, which will 
necessarily expose confidential information to a wider network of 
people; and third, the unevenness of privacy protection provided by 
current State law to medical records where they are kept on paper- 
based or computerized information systems. 

As more and more companies merge and interact with each 
other, the ability for a company to run a data base storage for med- 
ical records and house a credit reporting data base is not only a 
potential but a reality. Our objections focus on the unrestricted ac- 
cess to private information by nonhealth-care providers, the poten- 
tials for abuse, and the governmental implementation of a program 
that, from all indications, it does not have a successful track record 
in managing. 

One need only look at the Social Security number fiasco and the 
uniform driver's license requirement, which makes it almost man- 
datoiy for States to use Social Security numbers as driver’s license 
identifiers, and other breaches of privacy facilitated by the Federal 
Government. 

Further, with regard to the massive data base industry where 
patient information has been cross-referenced with credit report in- 
formation, as we in Washington, DC, recently found out this year, 
when drugstores where we purchas^ our prescriptions were uti- 
lizing these data bases to target p^ple as potential marketing 
prospects for new drugs or refills. It is this unrestrained access to 
patient information that is the problem, the result of an unre- 
stricted arena in which patients are the losers. 

One need only look at the concerns that I have stated today, that 
have been echoed by so many, to see the potential dangers posed 
by implementing a national ID. 

I suomit, finally, that the national ID system, like the imique pa- 
tient identifier, poses a direct threat to person^ privacy and to se- 
curity of personal information of all Americans. 1 urge you to con- 
sider the fact that not only my privacy will be infringed upon but 
your privacy as well. 

I just want to shift gears for 1 second and say something per- 
son^, which is the fact that 7 years ago I adopted a daughter and, 
like most teenagers, when she turned 17, I allowed her to get her 
driver’s license here in Washington, DC, where we live. 

As a protector of privacy, I know firsthand the dangers of putting 

; rour Serial Security number on your driver’s license — ^in fact, as a 
awyer, I am frightened because I actually have a client named 
Marvin Young and he doesn’t look like the ^ntleman sitting next 
to me. 

But the steps that I had to go through to have my daughter’s So- 
cial Security number not us^ as her identifier — I had to have 
three things notarized, I had to take time off of work, I had to go 
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to the Department of Motor Vehicles, I had to get a birth certifi- 
cate, I had to show her adoption paj^rs. I had to get an order from 
the California court showing that I was her mother, because we 
had two birth certificates. “Unbelievable” is the only word I can use 
to describe this situation. And, we are talking about the steps 
taken to protect her privacy. We are not even talking about iden- 
tity theft. 

Mr. McIntosh. So, all the pressure was for you to just say, yes, 
go ahead and use the Social Security number? 

Ms. Bitol. Yes, right here in Washington, DC, those are the 
steps you have to go through. In fact, after all that, both sha and 
I had to si^ something to issue a random number. On top of all 
that, try going to the grocery store or any store here and try writ- 
ing a check, they look at the number and say, “Well this isn’t your 
Social Security number. Why don’t you have a Social Security num- 
ber? Who are you? 'This is a fake ID.” It is unbelievable. 

Mr. McIntosh. Because the community is used to looking for So- 
cial Security numbers. 

Ms. Bitol. That’s right. Most people don’t even realize saying 
you don’t wemt to use your Social Security number is an option. 

Mr. McIntosh. That is amazing. I am blessed in Indiana. They 
allow you to use a different numter, and the Social Security num- 
ber is an option to put on there if you want to. 

Ms. Bitol. That’s the way it is in California where we are from, 
but in Washington, DC, it is a different story. 

[The prepared statement of Ms. Bitol follows:] 
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STATEMENT 

OF 

SOLANGE E. BITOL 
LEGISLATIVE COUNSEL 

AMERICAN CIVIL LIBERTIES UNION 
WASHINGTON NATIONAL OFFICE 
ON 

A NATIONAL ID CARD - PATIENT IDENTIFIERS 

BEFORE THE 

HOUSE OF REPRESENTATIVES 

COMMIHEE ON GOVERNMENT REFORM AND OVERSIGHT 

SUBCOMMIHEE ON NATIONAL ECONOMIC GROWTH, NATURAL RESOURCES AND 
REGULATORY AFFAIRS 

Septembef 1 7. 1 998 


The American Civil Liberties Union is a nationwide, non-partisan 
organization of more than 275,CXX) members devoted to protecting the 
principles of freedom set forth in the Bill of Rights. On behalf of the ACLU, 
appreciate the opportunity to testify before you today about personal 
privacy, especially medical privacy, and the threat that a national ID 
poses on the privacy rights of all US citizens. 

From using the telephone to seeking medical treatment or applying for a 
job or sending e-mail over the Internet, Americans' right to privacy is in 
jeopardy. The reason: our personal and business information is being 
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digitized through an ever-expanding number of computer networks in 
formats that allow data to be linked, transferred, shared and sold - usually 
without our knowledge or consent. Regarding medical records, many 
Americans may not realize how comprehensive their medical records are. 

Contenb of Medical Records 

. potients name, oddress, age, next of kin. sociol security number 

• name of parents, date ond place of birth 

• marital status, religion and military service 

• medical, social and family history 

• treatments, medications and diagnosis 

• findings, reactions, incidents 

• use/abuse of alcohol and tobacco 

A complete medical record may contain more intimate details about an 
individual than can be found in any other single document. The risks of 
misuse are tremendous. 


• improper treatment 

• loss of employment 

• loss of insurance 

• loss of privacy 

• reluctance to obtain medical care 

Besides information about physical health, medical records may include 
information about family relationships, sexual behavior, substance abuse, 
and even the private thoughts and feelings that come with 
psychotheropy. This information is often keyed to a social security number. 
Because of a lack of consistent privacy protection in the use of social 
security numbers the information may be easily accessible, in fact, any 
private investigator will tell you if you have a social security number of an 
individual, you can have access to any information about them. The 
dangers posed by a unique patient identifier are no different than the 
dangers posed by a national ID, both will allow unfettered access to 
personally identifying information, to anyone with the proper keys. 

Currently, there is no comprehensive federal law to protect the privacy of 
health care records. Our educational records receive protection - even 
our video rental records are protected, however, public perception is that 
there is federal privacy law to safeguard fheir medical records, and that 
there is federal law that gives patients a right to access, review and 
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comment on their own medical records. Unfortunately, this perception is 
false. The danger with this one-way system is that once personal 
information is collected for one purpose, the temptation to use if for 
another is often irresistible. 

Health privacy is one of the most important privacy issues facing our 
nation. Protecting patient privacy is critical to improving health care, and 
fostering valuable public health initiatives. The need to protect patient 
records is urgent, notably, due to the time limit in the Health Insurance 
Portability and Accountability Act of 1996 (otherwise known as the 
Kennedy-Kassenbaum bill) which requires Congress to pass health privacy 
legislation by August 1 999, and if Congress fails to act, the law directs the 
Secretary of Health and Human Services to promulgate rules of 
enforcement. This requirement was mandated under a provision called 
"Administrative Simplification," which was, until it made the front page of 
the New York Times in July 1 998, a little-known amendment to the 1 996 
Act. Last year the Secretary issued her proposed regulations which had 
several alarming features. Most disturbing is that the proposal will allow 
law enforcement officials to obtain unfettered access to patient medical 
records, without first getting patients' permission. 

Additionally, there are three aspects of the Secretary's proposed 
regulations that pose the gravest threat to medical privacy: 

• Computerization: Citizens may be denied the option of a "paper only" 
patient record without risking denial of insurance or loss of benefits, 
forcing everyone to participate in a huge computerized network. The 
model for computerization of patient records is the credit bureau 
industry, whose mammoth database for consumers financial 
information have been plagued by inaccuracy, unauthorized 
access, and fraud. 

> No informed consent; Secretary Shalala has said that privacy rights 
are not absolute, claiming that "it's not always possible to ask for 
permission” to use a patient's record. But Americans think differently. 
According to a Time/CNN poll, 87 percent of Americans demand to 
be asked for permission every time medical information about them is 
being used. 

. National I.D. Number: The regulations include a tacit or explicit 
endorsement of the estabiishment of a "unique health identifier" - a 
de facto national I.D. assigned by the government or business and 
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used to link all medical records from cradle to grave. 

Under our laws, what you tell your lawyer is generally protected against 
government intrusion, and arguably, what you tell your doctor is certainly 
as important as what you tell your lawyer. Most Americans would agree 
that our medical information deserves to be as well protected. In fact, 
many people don’t realize how public their medical record really is. While 
state laws differ depending on the state, your doctor, the people working 
in your doctor's office of course have access to your records, but also 
employees at your HMO office, your employer including your human 
resource manager and supervisor all potentially hove access to your 
medical information. The fact that someone has an abortion or suffers 
from depression or is being tested for a genetic illness is simply not 
something that they would want to necessarily share with anyone other 
than their doctor. 

The unauthorized use and abuse of this confidential information is already 
widespread. Most Americans would be alarmed to learn how many pairs 
of eyes are scanning what they thought was a privileged communication 
with their doctor. According to TIME Magazine, trading of health 
information has already become a $40 billion industry. A report by the 
Institute of Medicine ( 1 997) noted that the roster of parties claiming a 
"need to know" what is in an individual’s medical record was too 
numerous to list. 

The problem with protecting privacy, especially medical privacy, is that 
many perceive the need for a balancing test, balancing privacy with the 
needs of industry, research and technology. While technological 
advances bring tremendous benefits to society, the quid pro quo should 
not, and need not, be the loss of control over our own personal 
information. 

It is the position of the ACLU that strong federal legislation which 
establishes enforceable privacy protection for personal health information 
is critical. The ACLU supports federal legislation that provides individuals 
with meaningful control over who may have access to their records, 
including limiting some persons to specified information only. Re-disclosure 
should be prohibited except with specific permission or, in very narrow 
circumstances, upon express statutory authorization. We support federal 
privacy protection in this area for three primary reasons: first, staggering 
technological innovations which allow for easy transfer of personal health 
information over great distances: second, the expansion of managed 
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care, which will necessarily expose confidential information to a wider 
network of people: and third, the unevenness of privacy protection 
provided by current state taws to medical records whether kept on paper- 
based or computerized information systems. 

As more and more companies merge and interact with each other, the 
ability for a company to run a database storage for medical records and 
house a credit reporting database is not only a potential but a reality. Our 
objections focus on the unrestricted access to private information by non- 
health care providers, the potentials for abuse, and the government 
implementation of a program that, from ali indications, it does not have a 
successful track record in managing. One need only look at the social 
security number fiasco, the uniform drivers license requirement which 
makes it almost mandatory for states to use social security numbers as 
drivers license identifiers and other breaches of privacy facilitated by the 
federal government. 

Further with respect to the massive database industry, where patient 
information has been cross-referenced with credit report header 
information as we in Washington, DC found out earlier this year, when the 
drugstores where we purchased our prescriptions were utilizing these 
databases to target people as potential marketing prospects for new 
drugs or refills. It is this unrestrained access to patient information that is 
the problem, the result of an unrestricted arena in which patients are the 
iosers. 

I submit finally that a national ID system, like a unique patient identifier, 
poses a direct threat to personal privacy and to the security of personal 
information. This Congress should focus on a solution to the overall need 
for comprehensive personal privacy, not a way for Big Brother to further 
ruin the personal, financial dnd medical lives of Americans. 

Statement Prepared by; 

Sotange E. Bitol, Legislative Counsel 

ACLU Washington National Office 


In compliance with US House Representative Rule XI. clause 2{gl (41 the 
American Civil Liberties Union receives no federal grant funding, and has 
not received any federal grant funding in the two preceding years. 
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Mr. McIntosh. Our final witness on this panel is Mr. Grover 
Norquist, who is president of Americans for Tax Reform. Mr. 
Norquist. 

Mr. Norquist. Thank you. I have prepared remarks which I 
have shared in writing. I will just open up by saying when I got 
my driver's license in Washin^n, DC, and said, “I would like, as 
I tmderstand is my right, to give you a different number than So- 
cial Security.” The lady said, ^ou want a driver's license or what?” 
I waited for a while, and I eventually gave up and gave her my So- 
ci^ Security number because I sort of, at some point, wanted the 
driver’s license. I was not told there was an option. I was told I was 
wrong in thinking that this was an option. 

I serve as president of Americans for Tax Reform. We are a na- 
tional tax bureau organization and we try to reduce the size and 
scope of government at both the Federal and State level. But over 
the last 12 years, we have been actively involved in opposing all 
efforts to move toward national ID cards or national ID systems. 

It seems to me there is sort of a bad game of jeopardy going on. 
The answer always seems to be the same even though the ques- 
tions change. Immigration law, let’s have a national ID card. 
Health care, let’s have a national ID card with all sorts of informa- 
tion. Tax policy, let’s have Social Security numbers on dependents. 
Deadbeat dads is another reason for a national ID card. Now driv- 
er’s licenses. There is always a new reason. It is always the same 
answer. And the answer is more power and information flowing to 
Washin^n. 

I thir^ it is important to remember that when you hand the gov- 
ernment more information and more control, they don’t necessarily 
use it in the way that they first sold it to you. The withholding tax 
was a temporary measure to fight World War II and it has been 
used to expand State power in me United States. The value-added 
tax in Europe vras sold as a way to rationalize a whole series of 
excise taxes, and became an engine for government growth and a 
vacuum cleaner for resoxuxes. 

In Europe, even the Brady bill and the effort at Instant Check, 
which we were assured was the way to move away from keeping 
data, the government actually temporarily will have data on who 
buys a gun. And now they want to keep that data. The whole thing 
was set up so the government wouldn’t ever have it. There is a 
fleeting moment when they do have it. And now the Clinton admin- 
istration is coming back and saying they want to hold on to it for 
months. Somehow, I guess months will turn into a longer period. 

This is in keeping with a couple of threats to American privacy. 
We have seen Janet Reno suggesting to the group of eight justice 
ministers last December that we put a unique ident^ng tag on 
over a packet of data on the Internet so that the police can track 
things as they go through the Internet, quote, “the same way we 
tag explosives.” 

The PCC has turned down a Reno request to do what other coun- 
tries have done. 

Mr. McIntosh. What is a packet of data? Is that e-mail? 

Mr. Norquist. It is e-mail. It is the whole kit and kaboodle. Of 
course, the present legislation that the Clinton administration has 
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been pushing for to not allow inscription domestically would allow 
them to read e-mail. Tagmng would he a step beyond that. 

The FCC has turned down an effort that Reno suggested to fol- 
low where Japan and Swit zerla nd have already gone. In Japan, the 
National Telephone Co., NTT, maintains a Web site where it is 
possible to get the exact location of anyone carrying a cell phone 
in Tokyo. Because these things emit little beepers when they are 
on, you can tell where a cell phone is. 

In Switzerland, the location of every cell phone is logged eveiy 
3 hours and the data is kept for 6 months. So, you can find out 
where somebody is by where they are keeping their cell phone, and 
it is possible to keep that information. 

Now, if you take the post office, in order to fight fraud, wants 
to have a to and from aadress that can be read t^hnologically on 
every letter, so that the post office could keep and main^n a list 
of every letter that went to and from you, indefinitely into the 
ture, and hold onto it. It becomes easier to store data. You keep 
that stuff indefinitely into the future. 

Put that together with^efforts toward a national ID card and you 
have really got a tremendous web of the government expanding the 
data that it can have. And the challenge is, when you have data 
like that, there is a tremendous temptation to do something with 
it. And people are constantly coming up with new ideas. “Gee, if 
we have an ID card, why don’t we put everybody’s health stuff in 
a little chip in the middle of the ID card?” Well, if you are going 
to do that, why not put their tax data on it? 

There are going to be a number of arguments, each of them to 
make life simpler and easier. And people like me who stand there 
and are told, “Do you want to get your driver’s license or what,” 
will surrender each day a little of their privacy. 

And even what you may promise people in law, you will never 
have to give your ^cial Security number, well, the bureaucrat who 
wouldn’t let me have my driver’s license without it may or may not 
have read your law, but at some point that protection did not mat- 
ter, and people do trade. 

The only good that I can see that comes out of this effort by the 
transportation people is it might put an end to the enemies of the 
second amendment who always say, “Oh, you shouldn’t worry 
about licensing guns. No one has ever had trouble with licensing 
cars and driver’s licenses.” Now they are going to be using that as 
an ar^ment for a national ID card, and I think there are some po- 
tentim dangers there. 

I would certainly support the efforts by Congressman Barr to 
undo this, and certainly Ron Paul’s efforts to make it clearer legis- 
latively that Socied Security numbers cannot be used for other pur- 
poses. 

Thank you. 

['The prepared statement of Mr. Norquist follows:] 
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Mr. Chairman, my name is Grover Norquist and I am President of Americans for Tax 
Reform (ATR), a national coalition of taxpayer organizations with a strong interest in 
lower taxes, smaller government, and taxpayers’ rights. ATR is particularly concerned 
with taxpayer privacy in the era of electronic commerce. 1 might also add that ATR 
receives no government funding and strongly opposes the use of taxpayer dollars to lobby 
Congress. 

ATR sponsors the Taxpayer Protection Pledge which is a written pledge by candidates for 
office not to raise taxes once elected. In the House and Senate, 207 Representatives and 
42 Senators are Pledge signers. Aside from our work in ekctitmic commerce and 
encryption, another ATR program that is highly relevant here is called “In Half.” ATR 
supports the goal of cutting the size of government as measured by the share of national 
income it consumes in half over the next twenty years. In a forthcoming book I will 
present a detailed plan explaining how to do this. Here I mention it because it 
foreshadows my single most important policy recommendation: if you don’t want big 
government to become Big Brother, you should not let government get big in the first 
place. 

Let me start by thanking you, Mr. Chairman, for holding this very important hearing 
today on the theme of “A National ID Card: Big Government at Its Worst ot 
T echnological Efficiency.” You have chosen a title that shows you well understand the 
problem before us today. I firmly believe that because of this grave subject matter the 
small bearing we hold today will in fact be one of the most important such meetings held 
in the lOS"* Congress. 

I also thank and salute Rep. Bob Barr of Georgia for having had the insight and wisdom 
to recommend that you hold this bearing. I will do my best this morning to validate Rep. 
Bair’s Very worthy concerns and I will do him one better by urging you to make to make 
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the dangerous drift toward federal identity verification and tracking systems in a variety 
of forms — not just smart ID cards with embeded silicon chips and biometric identifiers — 
part of your ongoing work in regulatory oversight. 1 argue below that unless we 
consciously monitor and check this drift, not just one I.D. card but more likely a whole 
complex of identity tracking systems will result from the normal course of operations by 
government agencies that act in the way that naturally makes most sense to government 
agencies. 

To use a phrase I have borrowed before Professor Lance Hoffman of George Washington 
University: the size of government and the development of technology have reached a 
critical stage. We can and must choose every time we make a regulatory jmlicy decision 
that has a technological component: Do we build Big Brother in, or do we build Big 
Brother out? I favor building Big Brother out. However, as our nation progresses and 
society becomes more complex, this choice to limit the future options for expansive 
government and violation of basic civil and constitutional liberties is a choice we must 
constantly make anew. 

Let me proceed to the substance of my comments. The immediate topics at hand are (1) 
the proposed standards for a drivers licenses that are tantamount to national ID card that 
were issued by the Department of Transportation pursuant to its interpretation of last 
years' immigration bill and (2) standards being being develop by the Department of 
Health and Human Services for a unique healthcare identifier for individuals as mandated 
by the Keiinedy-Kassebaum Health Insurance Portability Act of 1996. 

Like the other wimesses 1 will touch on these matters to some extent, but at the request of 
this Committee I will devote the bulk of my remarks to a broad overview of the forces 
driving this country toward a national ID card or similar identity verification system. 
Further, I outline the dire implications such a system would have for the cause of libetty 
in this country. And finally, I present a series of legislative steps Congress could take in 
order to put a national ID card permanently off limits or at least eliminate ways in which 
minor policy errors could accumulate over Ume and allow such a system to come into 
being through sheer inattention to detail by you. the people’s representatives in Congress. 

1 would summarize the points I make as follows: 

• First, a national ID card system, if enacted, would result in dramatic and arguably 
irreversible expansion of the reguiatoiy-welfare state. 

• Second, it is particularly dangerous in this era of networked computers and unlimited, 
cheap computing power to let government agencies take upon themselves the business 
of regulating networks and setting technical standards for any reason whatsoever. 

• Third, the DOT/NHTSA Standards for drivers licenses, the Kennedy-Kassebaum 
Itealthcare identifier, and the “new hues database” in ate the tip of the iceberg in 
terms of federal programs driving the nation toward some type of national ID 
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verificati(N) system. Even agencies as seemingly mundane as the General Services 
Administration and the U.S. Postal Service are embarking on programs with regard to 
digital signature standards that should undergo close scrutiny by Congress and 
probably be terminated irrunediately. 

• Fourth, government policy should presume in favor of individuals managing their 
own personal information in response to market incentives. For instance, parental 
control of education obviates much of the supposed “need” for national educational 
databases. Medical savings accounts for individuals make a unique health care 
identific^ion code for each American much less attractive as a way to stop fraud in 
government-financed healthcare. 

There is simply too much “information pollution” that goes on in Washington. The all- 
too-obvious bias of a national capital is to implement policy by creating centralized 
databases and ctedentialling systems that control citizens rather than letting them manage 
their own affairs. If this taxpayer-friendly Congress wants to do future Americans a favor, 
it will systematically design its policies in such a way that they require little or no 
personal information from citizens to implement. A sensible place to start doing this is 
the tax code. Just as America’s great industrial companies have learned to engineer waste 
out of manufacturing processes that once produced toxic by-products, so too Congress 
must engineer the decentralized, voucher-based systems of the future to operate without 
invading citizens' privacy. 

1. National ID Card Systems; A Public Choice Perspective 

Public choice theory powerfully illuminates the reason why the United States finds itself 
on the verge of implementing a national I.D. card through the DOT regulations almost by 
accident and without any serious debate of the consequences. The historical record shows 
that seemingly simple policy changes made by bureaucrats with no goal but their own. 
short-term administrative convenience in mind can have profound results. 

I cite you the case of income-tax withholding, adopted as an expedient measure to finance 
World War 0. All that money flowing to Washington certainly helped win the war, but 
the spigots once opened were never turned off, and over the long term the result has been 
an enormously larger government and burden of taxation that we are only now beginning 
to constructively reverse. Similarly, in the 1970’s. European governments began 
adopting the value-added tax as a supplement to their existing tax systems. As a result, 
European governments have grown from rough parity with the United States in relative 
size to being roughly half again as large. Today, all levels of government absorb about 35 
percentage points of gross domestic product in the United States — far from Socialism but 
not comfortable cither. Had the United States chosen a European tax policy, we might be 
in the same position as statist France, with government absorbing more than half of all 
economic output and reaching for more. 
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I founded Americans for Tax Reform as an organization that opposes any tax increase for 
any reason whatsoever as a matter of principle. In 1986, the most straightforward way to 
limit government power was to limit the amount of money government took in. This is a 
very real check on government growth. Today, I still very much support this approach, 
but I am adding a second component; in the information economy, money and 
information are much the same thing. My good friend Richard Rahn make much the 
same point in a forthcoming book on electronic currency and financial privacy called The 
End of Money. If we ate to limit the size and scope of government in the future, we must 
limit government’s ability to coercively require information of its citizens. 

The basic premise of public choice theory is that any large organization, wtether public 
or private, will naturally seek to expand its own power and influence. Ihiblic sector 
bureaucracies, however, often confttse their own institutional interests with the public 
good they are supposed to serve. Moreover, public sector bureaucracies do not face the 
same market discipline private sector agencies experience. The public sector is often at 
best indirectly exposed to market forces and more likely than not completely shielded 
from the reality check that immersion in the market can provide. As elected 
representatives of the people. Congress and the President are really the only force that 
does provide a check on the self-aggrandizing tendencies of any government agency. 
Congress in particular should take this responsibility seriously. 

The movement we have seen of late toward a single, universal personal identifier reflects 
the natural bias of large, centralized bureaucracies that find it convenient to track and 
regulate their citizen-subjects that way. Congress needs to question this impulse by any 
bureaucracy whenever it appears. 

n. The Particular Dangers of Government Standards-Setting for ID’s and Electronic 
Communication 

The humorist P.J. O’Rourke has a line about the danger of giving money to big 
govemment: perhaps somewhat cmdely, he compares it to giving whisky and car keys to 
teenage boys. One could make a similar argument about information technology and the 
possibility of letting govemment agencies impose themselves on the business of setting 
technical standards for communications networks and network-enable communications 
devices. There are three things to consider here: 

First, a marvelous thing about today’s computers is that they make the creation and 
management of infinitely scalable large databases not only easy and feasible but actually 
somewhat cheap. 

Second, today's networked communications create transaction streams that can be 
collected and monitored in real or near-real time. In practical terms, this means that 
whenever one sends email, accesses a website, carries around a cell phone, or does any 
number of ordinary things, one creates records that show exactly what happened. 
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It is only a matter of time before our computer-controlled cars cruising smart highways 
send continuous reports on their movement to some centralized traffic manager. 

Likewise, spending electronic currency from our digital wallets is something that could 
theoretically be monitored as it happens. There are very bright people in the Treasury 
Department imagining ways to do this even as I speak — indeed, many forward-looking 
people in Treasury fear that electronic currency could render large portions of the tax 
code unenforceable. So, instead of simply adopting a flat tax or retail sales tax that would 
be more likely to work in the digital economy, these well intentioned people at Treasury 
propose massive and unconstitutional violations of privacy instead. 

Now, third, we have the real problem, which explains why governments should be out of 
the identity-veriftcation business and not involved in setting standards for digital 
signatures, certificate authorities, payment evidencing systems, and the like. The reality 
is that governments and private-sector business are very diflerent in what constitutes, for 
their purposes, useful verification systems. 

• Governments are coercive institutions in the business of applying force against 
particular people. Hence they have a paramount interest in obtaining personal 
identifying information, in unlimited quantity and detail, which is balaiKed by no 
economic consideration or other restraint 

• By contrast, markets and civil society are voluntary associations governed by property 
rights and the law of contract. What matters to them is aggregate outcomes. Personal 
identifying information about an individual has value primarily to the extent it 
identifies a potential customer as a sales prospect or credit risk. 

At this point, it is not my intention to defend certain private sector practices with regard 
to customer or consumer databases. ATR is still developing its position in this area, and 
among other things we are greatly concerned at the anempt by certain health insurance 
companies to lobby for govenunent assistance in amassing huge files of personal medical 
records which they ought not to have and have no legitimate reason to collect. I would 
refer you to the excellent work done by the American Association of Physicians and 
Surgeons (AAPS) in this regard, which is available at www.AAPSOnline.org 

What 1 will point out is what over-reliance on centralized bureaucracies gets us. In his 
classic work, the Road to Serfdom, F.A. Hayek explains that the failure of regulatory 
interventionism simply begets more interventionism. As government attempts to 
micromanage our lives become more pervasive, and these attempts fail, the answer will 
always be to use the National ID card system at an every higher level of detail and to 
apply it to more things. If a national ID card exists, government agencies will use every 
type of leverage they have from regulatory coercion to industrial policy in order to use the 
national ID card as a tool to regulate more and more things. 

Other people giving testimony this morning will probably touch on the fact that a national 
ID card creates an in^astructure for applying more stringent regulaticn to just about any 
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type of transaction that is regulated already. Such areas include healthcare, education, 
financial services, telecommunications, employment, transportation and more. Thus if 
you go to the doctor, send your child to school, cash a check, carry a cell phone, get a job, 
or buy a plane ticket. Big Brother will know about it and attempt to limit your choices or 
ration you access to any of these items. 

To give an example of how far government agencies are willing to go in terms of 
micromanagement, I would like to give a few examples: 

• In a press conference with the Group of Eight Justice Ministers last December, 
Attorney General Janet Reno seriously proposed putting a unique identifying tag on 
every packet of data on the Internet, so that police agencies could track the flow of 
infenmation on the Internet “the same way we tag explosives.” 

• Just last week, the Federal Communications Commission gave the American public a 
temporary reprieve from another Reno plan to turn every cell phone in America into a 
personal locator device. However bizarre this sounds, it is already a serious problem 
in many countries. In Japan, for instance, the national telephone company NTT 
maintains a website at which it is possible to get the exact location of anyone carrying 
a cellphone in Tokyo by typing in that person’s cellphone number. In Switzerland, 
the location of every cellphone is logged every three hours and the location data on 
every person is archived for six months. 

• In order to combat minute amounts of alleged postage stamp fraud, the U.S. Postal 
Service has decreed that payment evidencing systems for first class mail must include 
the from-to address information on letters in a scannable bar code form so that the 
Postal Service will be able to log and monitm' all first class deliveries the way Federal 
Express tracks the location of overnight packages. 

Clearly, the combination of such transactional record databases with the regulatory 
infrastructure provided by a national ID card would go far in creating the type of police 
state that hitherto has been the province only of science fiction writers. 

m. DOT Standards ate the Tip of the Iceberg 

The proposed focus of this hearing is to address the Department of 
Transportation/NHTSA Rule “State Issued Drivers Licenses and Comparable 
Identification Documents” (23 CFR Part 1331) that was proposed on June 17, 1998 as an 
implementation of Section 6S6(b) of the Dlegal Immigration Reform and Immigrant 
Responsbility Act of 1998 passed last year as part of the FY 1997 Omnibus Consolidated 
Appropriations Act. 

This rule would require states to collect and verify social security numbers in the process 
of assigning drivers licenses and would require in most cases that social security number 
be placed on drivers licenses in most cases in a way that could be read visually or in 


6 



43 


electronic form. Drivers licenses would also have to include security measures such as a 
hologram and other devices. Clearly, the ultimate result of this rule would be to move all 
drivers licenses in the direction of the recently defeated New Jersey proposal to issue all 
citizens smart cards with embedded silicon chips capable of storing copious amounts of 
detailed personal information. What is most astonishing about this rule, however, is not 
that DOT followed Congressional instructions in drafting it but rather that Congress 
passed authorizing legislation that could be interpreted in this way with such little debate. 

Other national ID card measures worthy of consideration is the unique national healthcare 
identifier for individuals established as part of the Kennedy-Kassebaum Health Insurance 
Portability Act of 1996 and the so-called “new hires” database established by the Personal 
Responsibility and Work Opportunity Reconciliation Act of 1996. The Committee is 
correct to identify these measures as significant first steps toward the creation of a 
national ID card system. 

The Kennedy-Kassebaum provisions are particularly troubling not only in that tl»y lay 
the groundwork for a national healthcare ID card system but also in that they dilute the 
Fourth Amendment protection of medical records, giving federal agencies access to 
personal records without need of a judicially approved search warrant. As in 
telecommunications issues, the degradation of Fourth Amendment protections here 
proceeds in tandem with the creation of new national database programs. 

However, other proposals, many also already enacted into law, also deserve scrutiny by 
this committee. Some examples include: 

• A hardened or “tamperproor Social Security card. 

• A possible national worker registry to verify employment eligibility in the United 
States. 

• A national voter registration system based on Social Security numbers, possibly 
linked to a national voter registration card. 

• Children’s health and immunization databases maintained the Center for Disease 
Control. 

• Educational and vocational training databases including extensive local databases on 
school-age children that are gradually being linked together on a national scale. 

• Firearms registration proposals. 

• A so-called “public-key infrastructure,” deployed worldwide through reciprocal treaty 
obligations, that would link allow government-appointed, government-regulated 
trustees to keep on file the encryption keys used by citizens to encrypt their personal 
financial transactions and other mformatitm communicated over the Internet. Each 
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key would linked to an idenuty venfication system called "certificate authority ” 
Fourth Amendment protections of the keys and other confidential mformation stored 
this way would be greatly curtailed if not completely eliminated in some draft 
legislation, such as the original McCain-Kerrey “Secure Public Networks Act,” 
introduced in the Senate last year as $. 909 and fortunately since amended to be 
slightly less offensive. 

Incredibly, the exact dimensions of the problem are not entirely clear. A search of the 
Library of Congress Information System conducted by Americans for Tax Reform 
Research Director Itutres Lucier almost two years ago discovered up to 300 bills 
considered in the 104"' Congress that would have created, modified, or expanded 
databases on U.S. citizens. However, research on the topic is complicated by the fact that 
current Library of Congress classification systems for legislation do not include a well- 
defined category for bills that deal primarily with federal databases. This is certainly an 
area where this Committee should recommend appropriate action. 

Two additional programs that deserve immediate scrutiny by this Committee are the 
ACES digital signature standards-setting program underway at the General Services 
Administration and the announced plans by the U.S. Postal Service to take over 
administration of the Internet country code high level domain designation for the United 
States, which is the so-called “.us extension” (pronounced dot-u.s.-extension.) 

Many civil libertarians believe that government-set standards for digital signatures will 
require excessive, centralized collection of personal information and that federal 
standards for digital signatures, whether set by the GSA, the Postal Service, or the 
Department of Commerce will have exactly the same effect as creating a formal national 
ID card system, since digital signatures will soon become the ubiquitous requirement for 
doing any kind of serious business on the Internet. This is the point I was driving at when 
I noted earlier that government-set standards for identity verification are generally much 
stricter than those necessary for commercial purposes. The cause of liberty is better 
served by multiple, competing, privately set. commercial digital signature standards that 
offer varying levels of security and allow the public to choose what standards they will 
use and participate in. 

The Postal Service’s designs on the .us extenion are particularly troubling because they 
would involve assigning every American and every mailing address a unique email 
address that would correspond to a physical location. Again, the record keeping 
requirements are exactly the same as those that would go into a national ID card system. 
More troubling still are the Postal Services intentions to being offering non-postal 
services should as certificate authority, digital signatures, secure email, and electronic 
“bill-paying” or presentment services. 


The Postal Service has no business venturing into these areas. As a quasi-govemmental 
institution which maintains close links to government agencies, its entry into these areas 
poses potential serious challenges to civil liberties. Also, in purely economic terms, the 



45 


Postal Service is a regulated monopoly which still receiws extensive indirect taxpayer 
subsidies although it is now theoretically financially independent of the federal 
government. The Post^ Service should not be permitted to use its privileged monopoly 
status and monopoly rents to cross-subsidize its move into competitive markets that ate 
already well-served by private enterprise. The Postal Service should deliver the mail, 
period. They should get out of e<ommetce and indeed, not be permitted by Congress to 
attempt entry in the first place. 

rV. Policy Recommendations 

Time permits me only briefly to suggest some legislative approaches that might be 
helpfiil in stemming tide toward a national ID card system however implemented. I 
would recommend first of all a comprehensive annual or biennial review by this 
Committee with supporting research as needed by the Government Accounting Service or 
some other research arm of Congress to better document the problem. Other possibilities 
include: 

• Legislation by Rep. Barr to clarify the Immigration Law which DOT misapplied to the 
create the NHTSA Rule setting standards on drivers’s licenses. 

• Legislation by Rep. Ron Paul prohibiting the use of Social Security legislation for 
purposes other than Social Security. 

• Amending digital signatures legislation now being considered by the House 
Commerce committee to prevent federal agencies including the U.S. Postal Service 
from establishing digital signatures standards of their own and attempting to impose 
them through various forms of industrial policy and regulatory mandate. 

• Pass Rep. Bob Goodlatte’s "Security and Freedom through Encryption (SAFE) Act,” 
H.R. 695, to scale back outdated export controls on encryption. Today these serve no 
purpose but to give government regulators leverage to attempt back-door industrial 
policies invidious to personal privacy such as those contained in the original S. 909 
and still pending before the House in various substitute amendments to H.R. 695. 

In the long run, though, as I noted, the way to prevent Big Government from becoming 
Big Brother is to start dismantling Big Government now and systematically reducing the 
amount of the personal information the federal government needs to implement its 
policies. 

An excellent place to start this is in the tax code, where the tax code provisions most 
invasive of personal privacy could be targeted for immediate reform. A huge step toward 
improved privacy protections could be made simply by abolishing the death tax, which 
accounts for less than one percent of federal revenues and yet requires the most extensive 
personal information of any tax provision to enforce. 
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On top of this there is great progress to be made m blunting the drive toward socialized 
medicine through establishing more widespread availability of medical savings accounts. 
As the years go on, there will be many mote such opportunities to reduce the role of 
centralized administration by voucherizing programs such as direct educational 
assistance, and failing that, converting federal programs to block grants administered by 
the states. 
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Mr. McIntosh. Great. In fact, let me take off from that and 
ask — ^and it was Congressman Barr’s bill, I guess it is H.R. 4197 — 
Is that the one you were referring to, Mr. Nojeim, that would re- 
peal the section related to ID numbers on the (kive^s license? 

Mr. Nojeim. Yes. 

Mr. McIntosh. And then for any of you, Congressman Shadegg 
has a bill that may come up next week on the suspension calender 
on identity theft that would actually make it a Federal crime to 
steal someone’s identity, which Mr. Young and Ms. Cross had hap- 
pen to them. Do you all support that type of legislation? 

Ms. Bitol. Yes; actually we do. But our concerns are that there 
is no pending legislation that goes far enough in terms of what to 
do. We can criminalize ID theft, but what do you do once your iden- 
tity has been stolen? 

Mr. McIntosh. How do you have restitution? 

Ms. Bitol. Exactly. It is complicated to get a new Social Security 
number, if not almost impossible. Plus all of your good credit and 
everything that tou had behind you, how do you transfer that in- 
formation over? That plus restitution, it is not OK to just make it 
illegal, but you have to have something that goes further, to help 
victims really to get their lives back together. 

Mr. McIntosh. Ms. Cross pointed out that the law considers the 
credit card company or the ^rson who had the money stolen, the 
victim, not the person who had the identity stolen. I am not a big 
fan of creating liability. But, obviously, nobody has the incentive to 
monitor this other than the credit ca^ company. Well, the credit 
card company has a pretty good incentive. They don’t want to have 
somebody ripping them off if they have to pay for it. But nobody 
has incentive for the restitution for the victims like Ms. Cross and 
Mr. Youi^. 

Would it be a good idea to put that liability onto the credit agen- 
cies, the ones that report individuals? 

Ms. Bitol. I guess that is assumii^ that there is some monetary, 
you know, amoimt that could assist. But we are talking about — you 
know, she is relatively young — we are talking about potentially 60, 
70 years into the future where her bad credit could continue to 
haimt her, and I am not sure that there is an amount that you 
could place on that. 

I think that there has to be some t}^ of governmental method 
for assisting victims with their Social ^curity numbers, with their 
credit reports; not only that, but making it — I mean the liability 
with the credit card companies is one thing, but what about liabil- 
ity with the credit bureau giving out that type of header informa- 
tion, for changing addresses? 

Citibank sits in North Dakota or South Dakota. It is easy enough 
to call somebody^s office, “Does that person work there?” “Yes.” It 
is difficult to verify employment. It is difficult to verify all of those 
things. But once there is some type of victim identified, helping 
that victim sort of reclaim their lue back, I mean that is of para- 
mount importance and not so much punishing the person that does 
it. To us, we see the victim that really needs services. 

Mr. McIntosh. What do you think, Ms. Cross? 

Ms. Cross. It seems to me that the banks, I know they check. 
I know my sister had a credit card and she is in Illinois, and they 
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found something was charged in California and someone had been 
using tiie credit card. This man was using my credit for a year and 
a h^ before 1 ever found out. So, he was keeping the payments 
up, taking out from other accounts and paying off those acco\mts. 
And when it was finally found fraudulent. I’m not sure it wasn’t 
worth it to the credit card company to go ahead and grant the cred- 
it. 

It was just a simple phone call. I called where he said I worked. 
He said that I worked in Chicago and that I lived in Springfield. 
And I made the phone call to see, is there anybody there by the 
name of Celene Cross? Is there anybody there with this Social Se- 
curilyr number? It was a phone call. And to require that of a credit 
card company, I don’t think that is, you know, such a — ^I don’t 
think that is very extreme at all. 

Mr. McIntosh. And the question for us would be, is it better to 
lay out those detailed requirements in Federal law or would it be 
better to place liability on a private party and let them figure out 
the best way to try to prevent that from happening? And those of 
you who have had experience in this area, let me know what you 
think about that. 

Mr. Nojeim. I don’t know what the answer to that is at the Fed- 
eral Government level. But there may be an answer developing at 
the private level. 

In fact, one victim of identity theft has actually started a busi- 
ness of helping other victims of identity theft. He or she has put 
together a “how to reclaim your identity” publication, a kit, and 
they sell it for about $90. 

Mr. McIntosh. And from the examples that you gave us, Ms. 
Cross and Mr. Young, you all sort of nad to find out one step at 
a time what is next. It sounds like you are fearful it is not over 
yet. It would be helpful to get that inmrmation out. 

Let me ask one other question. What steps have you taken, Ms. 
Cross or Mr. Young, to protect your Social Security number in the 
future? And I guess, therefore, what advice would you give others 
to protect it? 

Mr. Young. Well I have had warnings put on my credit report, 
don’t issue out this credit until you contact me at work or at home. 
And I had that on my credit report, on all three major credit report 
agencies, before this happened to me and they violated my rignts. 
Iney didn’t call me at work or at home to verify who I was or any- 
thing. They just issued this person credit. So, I don’t know if that 
would help. 

Mr. McIntosh. So that was not effective in stopping the issuing 
of credit. 

Mr. Young. No. 

Mr. McIntosh. Ms. Cross. 

Ms. Cross. As I said before, the accounts are off. And, in fact, 
I had heard that having the warning on your credit report was 
harmful. So, I had them on at one point and then I took them off. 
And I am still getting credit applications that are saying that I 
have a prior bad credit history. Well, if it is supposedly cleared up, 
then wny I am getting these card applications? And I do think a 
lot of the liability lies with the credit reporting agencies because 
T have had tremendous problems with them. 
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Another interesting asi^ of my case is that I wrote letters for 
A.J. Woodson to sign, taking full responsibility and liability, saying 
he had no affiliation with me, he took the account out without my 
authorization. And they were sent to the credit report agencies and 
to the banks, and the banks sent in credit forms to the credit re- 
porting a^ncies, sometimes more than once, and &e information 
was still not removed. 

Mr. McIntc^h. So there are not adequate incentives for the re- 
porting agencies to have an accurate record? 

Ms. Cross. No. It has changed since the Fair Credit Reporting 
Act was amended in September 1997. The last thing I did was 
write to the three credit reporting agencies, and two were com- 
pletely cleared up and the other one, the place of employment 
wasn’t correct. And I haven’t followed those up. 

Before, when they became corrected, it is my understanding that 
the creditors send tapes in every 30 days. So I could have my cre^t 
report cleaned up, and 30 days later even if the accounts weren’t 
on it, it would have the wrong address on it or wrong place of em- 
ployment or different information would come back, and it was 
very hard for the credit reporting agencies to track where that in- 
formation was coming from. 

Mr. McIntosh. Because of the massive volumes they have of up- 
dating the information? 

Ms. Cross. They just do not seem very orgEtnized. 

Mr. McIntosh. Well, let me say thank you to all of you for com- 
ing. This is very helpful to us. What I would like to do is take this 
information and make it available to my colleagues and some of the 
committees of jurisdiction in this area. And I am also asking tmani- 
mous consent, which will be easy to get right now, Aat we hold the 
record open for an additional 10 days. And if you have other infor- 
mation that you think would be helpful to us, please sumbit that 
to the record. 

Thank you all very, fery much for coming. 

Our second panel is a panel of government representatives who 
have been active in this area. 'The first is a State representative 
from Connecticut, Brian Flaherty. The second is a State represent- 
ative from Georgia, George Grindley. And then the third is Com- 
missioner Richard Holbomb of the Virginia Department of Motor 
Vehicles. 

I appreciate all of you coming. As I mentioned earlier, it is the 
policy of the full committee that we ask each of our witnesses to 
be sworn. So, if you would please rise and take the oath with me. 

[Witnesses sworn.] 

Mr. McIntosh. Let the record show each of the witnesses an- 
swered in the affirmative. 

Chur first witness is State Representative Brian Flaherty of Con- 
necticut. Mr. Flaherty, feel free to summarize your testimony. We 
will put the entire written remarks into the record. 
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STATEMENTS OF BRIAN FLAHERTY, CONNECTICUT STATE 

REPRESENTATIVE; GEORGE GRINDLEY, GEORGIA STATE 

REPRESENTATIVE; AND RICHARD D. HOLCOMB, COMMIS- 
SIONER, VIRGINIA DEPARTMENT OF MOTOR VEHICLES 

Mr. Flaherty. Thank you very much Mr. Chairman. Good morn- 
ing. My name is Brian Flaherty. I am a State representative from 
Conne^icut. I serve as the deputy house minority leader. I also 
serve and appear today on behalf of the Nationsd Conference of 
State L^slatures. I am vice chairman of the Assembly on Federal 
Issues, wmch is NCSL’s forum for forming policies that we then ad- 
vocate in the Nation’s Capital. 

NCSL represents the legislatures of 50 States and the Nation’s 
commonwealths and territories, and our organization has been an 
outspoken and a firm believer in the Federal system of govern- 
ment. We consistently defend State authority, resist preemption, 
and certainly resist unfunded mandates, and we have always 
sought balance and flexibility in the delivery of services through 
State and Federal partnerships. 

Mr. Chairman, just about 2 years ago, a letter was sent to the 
House and Senate leadership on a then-pending conference com- 
mittee on an illegal immigration reform bill. Part of that letter 
stated: 

We write to you today to express our strong belief that the House should not ac- 
cept the extremely ill-advised provisions of the Senate bill that would Federalize 
driver’s licenses and birth certineates. These provisions are antithetical to the basic 
principles ei federalism and would impose new unfunded mandates on State and 
local ^vemments. 

The letter goes on to say that, “By forcing States to implement 
or verify Soci^ Security numbers with drivers licenses, the Federal 
Government would be scorning the considerate judgment of 37 
States that for reasons of crime prevention and personal privacy,” 
some of which you heard just a wnile ago, “choose not to use Socim 
Securify numbers as all-purpose identifiers.” 

Mr. Chairman, that letter was signed by you and several of your 
colleagues. 

Mr. McIntosh. I remember. 

Mr. Flaherty. My message today on behalf of the National Con- 
ference of State Legislatures, Mr. Chairman, is quite simple and 
you referred to it in your opening remarks, that section 656(b) of 
the 1996 act must be repeal^ immediately. It is a gross usu^ation 
of State authority. It is an ununfiinded mandate. It federalizes an 
activity that fundamentally should remain with the States and, as 
such, is preemption at its worse. And because the section requires 
Federal regulations and is a flawed section, it is thereby, in our 
opinion, creating or leading to the creation of flawed and bad regu- 
lations. 

And if I reuld be so bold, as a State lawmaker to a Federal law- 
maker, I am sure we know veiy well that sometimes when you 
have a legislation or a law that is drafted in a certain way you 
can’t help but get the regulations to follow. That is why, rather 
than a fix of the ref^lations, we are seeking the repeal of that sec- 
tion of the law outright. 

Mr. Chairman, NCSL has submitted when those regulations 
came out, we submitted comments and basically rentered on three 
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things. One, the regulation states a driver’s license or identification 
document shall contain a Social Security number that can be read 
visually or by electronic means. Yet the movement of the States, 
which are often called “laboratories of democracy,” has been in the 
other direction. 

The r^ulation also talks about that the States have to verify the 
validity of those Social Security numbers. Without an on-line or an 
easy verification process available nationwide, therein lies a very, 
very costly mandate. 

Aid third, it talks about the application process for driver’s li- 
censes shall include the presentation of such identity as required 
by regulations promulgate by the Department of Transportation. 
Vm&t this really essentially leads to is a federally dictated, “one- 
size-fits-all,” “the heck with what the State experience is” docu- 
ment. And some States may end up with a Federal-accepted policy 
and six States have chosen to have Social Security numbers on 
their driver’s licenses. Others would not meet those standards and 
it sets up a very difficult situation indeed. 

This is the second time I have had the opportunity to testify on 
Capitol Hill on NCSL, particularly where we t hink the Unfunded 
Mandates Reform Act has been, certainly if not violated, outright 
not followed in its spirit. Since its enactment, the Unfunded Man- 
dates Reform Act has certainly stemmed the tide of unfunded man- 
dates and it was certainly not meant to block them all; rather, to 
serve as an early warning system. And it was certainly dismaying 
that in the Senate’s consideration of this and the spreading out im- 
plementation, the cost figure did not trigger UMRA, as we feel it 
should have. 

And we are not suggesting, Mr. Chairman, that there is some- 
thing that the Congress should not be concerned with, the various 
validity of the data, the proof of identity that is available across the 
country. But if there is a need to assess the practices, perhaps the 
GAO could be directed to look at where those actual deGciencies lie. 
I am not aware that it has been said that the deGciencies lie within 
the States and within our issuance of driver's licenses. 

Mr. Chairman, this subcommittee has certainly been very sup- 
portive and very receptive to NCSL. Our president appeared here 
not long ago on the subject of Executive orders on federalism. We 
see this in a very similar light. And we certainly thank you for the 
opportunity to come here and tell our story. 

['The prepared statement of Mr. Flaherty follows:] 
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Mi. Chairman, members of the Subcommittee. My name is Brian Flaherty. 1 am a slate 
representative from Connecticut. I serve as the Deputy Minority Leader in the Connecticut 
House of Representatives. I appear before you here today on behalf of the National Conference 
of State Legislatures. lamvice-chairofNCSL's Assembly on Federal Issues. The Assembly 
formulates NCSL's state-federal policies that serve as the foundation for our organization's 
advocacy activities in Washington, D.C. 

The National Conference of State Legislatures represents the legislatures of the fifty states and 
the nation's commonwealths and territories. This organization is an outspoken and firm believer 
in our federal system of government. We consistently defend state authority, resist preemption 
and unfunded mandates, seek balance and flexibility in the delivery of services through state- 
federal parmerships and act to protect the intergovernmental fiscal system. 

Just over two years ago, a letter sent to the House and Senate leadership on a pending conference 
committee on an illegal immigration reform bill stated: "...we write you to you today to express 
our strong belief that the House should not accept the extremely ill-advised provisions of the 
Senate bill that would federalize driver's licenses and birth certificates. These provision. . .are 
antithetical to basic principles of federalism and would impose new unfunded mandates on state 
and local governments." The letter goes on to say that "...by forcing states to imprint (or verily) 
Social Security numbers for driver's licenses, the federal government would be scorning the 
considered judgement of 37 states that for reasons of crime prevention and persona] privacy 
choose not to use Social Security numbers as all-purpose identifiers." Mr. Chairman, that letter 
was otK that you and fourteen of your House colleagues signed. Yet, the conference committee 
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unfortunately went on to accept this Senate provision that ultimately became Section 656 (b) of 
the 1996 Illegal Immigration Reform and Immigrant Responsibility Act. 

REPEAL SECTION 656 (b). 

My message to you today, Mr. Chairman and members of the Subcommittee, is quite simple. 
Section 656 (b) of that 1996 act must be repealed immediately. That section is a gross 
usurpation of state authority. It is an unfunded mandate. It is preemption at its worst. It is 
counter-devolutionary. It contradicts state experience. It federalizes an acuvity that 
fundamentally should remain with states. And, because that section requires federal regulations 
to implement, it is about to breed bad and misguided regulations. 


PASS H.R. 4179. 


The answer to this dilemma is also simple. We need quick enactment of H.R. 4 1 79, sponsored 
by Mr. Barr, who sits on this subcommittee, and a bipartisan group of cosponsors. While I 
realize that you are in the waning days of this session, this section of the law is so egregious that 
it merits an expeditious repeal. H.R. 4179, when passed, will produce two immediate benefits: 
(1) it will rid us of an absolutely unnecessary preemptive section of the law and return the 
driver's license issuance process entirely to the states, where it belongs, and (2) it will prevent the 
situation fiom worsening through the promulgation of regulations. 
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AVOID PREEMPnON. 


When Congress consider an issue thal may include prcempuon, there is typically a debate, 
sparked by the presentation of competing arguments, as to why or why not federalization of what 
is a traditional state activity ought to pursue. Nonetheless, state capability to issue driver’s 
licenses was never the subject of debate. No Member of Congress, to my recollection, charged 
the sutes with inepmess. No one suggested that the federal government could accomplish 
issuance and production tasks more effectively. Therefore, unlike disagreements NCSL has had 
over takings, internet tax, financial services modernization, product liability and health insurance 
regulation initiatives, the contents of those disagreements were absolutely non-existent when 
Congress considered federalization of the driver's license issuance process. Yet, the end result of 
the law is preemption and activity that counters state experiences. 

BAD SECTIONS OF LAW CAN ONLY PRODUCE BAD REGULATIONS. 

Some would argue that a "fix" to the federal regulations would tame the counier-devolutionary 
content of 656 (b). Let me make it perfectly clear that a bad, misguided section of law will only 
produce bad, misguided regulations. The prtdilem is the law! 

The National Highway Traffic Safety Administration has received thousands of comments on its 
proposed regulations for implementation of Section 656 (b). It is not surprising to me that the 
overwhelming preponderance of the comments are negative, both toward the section of law 
generally and toward the regulations specifically. The first round of conunents was so 
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unquestionably negauve that the comment penod was extended My sense is that the extended 
comment period, through October 2 of this year, is just going to give you more evidence that 
only a repeal of Section 656 (b) will cure the situation. 

NCSL submitted its comments on the regulations on August 3. Several state legislators have 
also submitted comments that mirror our organization's general concerns. While 1 have no 
intention of going into all of our comments, a sampling of the problems cited in the regulation 
include the following: (I) the regulation states that "the driver’s license or identification 
document shall contain a social security number that can be read visually or by electronic 
means..." The movement among states regarding driver's licenses is against mandatory use of 
social security numbers and instead assignment of a random identification number (or allowing 
the driver the option of using his/her social security number). The bottom line is this: there is no 
compelling reason for forcing states to retreat to mandatory use of social security numbers. It 
defies our experience and opens the door to concerns regarding privacy and security that are best 
left closed. 

(2) The regulations stale: " . . .that all states shall verify the validity of each applicant's social 
security number with the Social Security Administration ..." The overwhelming number of states 
do not have centralized driver's license issuance. Therefore, all local and regional motor vehicle 
offices would require installation of equipment making such verification possible. Some states 
do not use social security numbers in the a{^lication process. For them, this is a major, 
compulsory turnaround on their chosen public policy. Perhaps a larger problem is the matter of 
turnaround time on license applications. Getting a driver's license is one of those moments when 



56 


citizens come into direct, face-to-face contact with government There have certainly been 
problems with long lines. Progress has been made in several states to remedy these situations. It 
is certainly not in my interest, and I would assume not in yours, to entertain ideas that will extend 
the wait at motor vehicle license offices. However, section 656 (b) and its regulations are not 
likely to help. NCSL only sees more complication, therefore more time, as a result of the 
'‘federal" presence in the "stale’s" business. 

Thirdly, the regulation states that "the application process for the driver's license or identification 
document shall include the presentation of such identity as required by regulations promulgated 
by the Department of Transportation. ..and the agency proposes to list acceptable primary and 
secondary documents." The result here is obvious - a federally dictated, one size fits all, the 
heck-with-what-the-state-experience-is document. States become nothing more than a 
commandeered administrator of federal policy. Also, you uldmately end up with licenses that 
"meet federal standards" or those that are likely not to be accepted for federal identification 
purposes because they do not have social security numbers or meet other federally-desired 
guidelines. 

I could go on and on. Instead, 1 will submit for the record NCSL's comments on the proposed 
regulation. I also want to repeat that we can sit here all day long and beat up on the regulators 
and their proposed regulations. We could also discuss modifying the law in hopes that more 
reasonable regulations would follow. However, the only way we can bring common sense and 
reasonableness to this issue is to agree to repeal Section 656 (b). 



57 


ABUSING THE UNFUNDED MANDATE REFORM ACT 

I would be quite remiss. Mr. Chairman and Subcomminee Members, no! lo mention the 
Unfunded Mandates Reform Act. I believe that UMRA has been a positive influence on the 
legislative process. None of us ever believed that UMRA would halt, forever, any unfunded 
federal mandate. For the most pan since its enactment, the tide of unfunded federal mmdates 
has ebbed significantly, 'nieie are a few notable exceptions, and perhaps, not surprisingly, they 
deal with the subject of today’s hearing. When Section 656 (b) was adopted. Senate sponsors of 
the language, in order to skin the UMRA point of order, spread out the implementation time of 
the proposed law. In doing so, they were able to undercut a cost estimate that easily took this 
section over the $50 million threshold. NHTSA has taken similar action in determining the cost 
estimate for the proposed regulatory charge in relying on data from a non-representative group of 
states to bring the estimate under $ 100 million. NCSL's estimates indicate that implementing 
656 (b) and its corresponding regulations will place a substantial cost on state governments that 
will exceed the $50 million threshold set in UMRA. But there is yet mote insult here. In 
preparing its regulations. NHTSA completely ignored its mandated responsibility to consult with 
elected state and local officials and their organizations when preparing the proposed regulations. 
Had they done so, we could have discussed cost estimate methodology and assumptions. 1 
cannot help but reiterate that a bad section of law can only produce bad regulations, and in this 
specific instance, improper regulatory processes. 
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CONDUCT A STUDY, IF THERE IS A NEED. 

The federal government can access various data as proof of identity, legal status or lawful 
presence in the United States. The Immigration and Naturalization Service alone has 26 
different document that prove lawful presence. Federalizing the state driver’s license process 
and essentially icquiring imprints of and/or verification of social security numbers seems like 
document overkill. 

If there is a need to assess best practices states use to verify identity-related information in the 
driver's license issuance and production process, I urge you to direct the General Accounting 
Office to conduct a study. 

If, on the other hand, the teal issue driving this bad section of law is the need for a national 
identification card, then NCSL's suggestion is for both houses of Congress to call for a vote on 
such. I would not urge you to pass it for the very same reasons we in Connecticut do not collect 
social security numbers for use on driver's licenses. 

FEDERALISM REVISITED 


Less than two months ago, this subcommitiee explored the topic of federalism and the issuance 
of a new executive order, E.O. 13083, on federalism and intergovernmental relations. NCSL's 
President, Representative Dan Blue, testified before you that day to ensure the reinstatement of 
Executive Orders 12612 (President Reagan) and 12875 (President Clinton). In the aftermath of 
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that heanng, bipartisan legislation, H R 4422 was introduced on the House side proposing to 
codify E.O. 12612 and 1287S. Somewhat similar legislation, S. 2422 was introduced on the 
Senate side. Executive Order 13083 was suspended indefinitely. NCSL thanks you Mr. 
Chairman, and members of the subcommittee, for giving federalism the kind of attention it 
deserves. 

My point, however, is that section 656 (b), when placed beside any of the aforementioned 
executive orders or legislation, woefully fails the federalism test. Given that most of you have 
indicated support for one or more of these executive orders or bills, I suggest that you, therefore, 
have more than a foundation for urging passage of H.R. 4179 immediately. 

Thank you for this opportunity to testify. I would be glad to respond to any questions that you 
may have. 
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Mr. McIntosh. Thank you, Mr. Flaherty. Let me mention one 
thing triggered by your testimony. I think Mr. Barr’s statute would 
be an outright repeal and it would be the preferred solution. But, 
if we for some reason have that blocked for whoever wanted this 
provision in the beginning in the Senate and the House, another 
option to keep in mind, and a less good option because it is not as 
definitive, when the final regulation — if it is promulgated — comes 
up, is that the Congressional Review Act gives Congress the option 
of nullifying it. And one interpretation, it is a new area, so we are 
plowing new ground, but one interpretation of that act, if the agen- 
cy says we have no choice but to issue this regulation and then 
Congress nullifies it, is to have it effectively repeal the requirement 
for that rule. 

It is not as good, as I sav, as an outright repeal but it is some- 
thing to keep in mind, ana you may want to take that back and 
have the National Council of State Legislatures take a look at that. 
Our staff has a fair amount of expertise on the Congressional Re- 
view Act and would he glad to work with you on the legal questions 
it might present. 

Mr. Flaherty. I will certainly do that, Mr. Chairman. We have 
a similar mechanism in the State of Connecticut. 

Mr. McIntosh. In fact, ours is a less good one than many of the 
States which can more easily nullify regiUations, but we try to 
model it on those. It is an example of an instance in which Con- 
gress looked to the States for guidance and found a good thing. 

Mr. Flaherty. We recommend that at all times. 

Mr. McIntosh. Before I turn to the rest of our panel, let me wel- 
come to the hearing one of my good colleagues, Mr. Davis, who 
serves on the Government Reform and Oversight Committee with 
us. Thank you for coming by, Tom. Would you like to add any re- 
marks? 

Mr. Davis. Not at this point. When Mr. Holcomb speaks I would 
like to give him a formal introduction. 

Mr. McIntosh. While we are at a breaking point, I noticed my 
good friend Mr. Kucinich heis come in. Do you have any remarks, 
Dennis, you want in the record? 

Mr. Kucinich. I do have a statement for the record, and I do 
support your efforts and concerns about the national ID card. 

Mr. McIntosh. I appreciate you coming by. 

[The prepared statement of Hon. Dennis J. Kucinich follows:] 



29 


to the Department of Motor Vehicles, I had to get a birth certifi- 
cate, I had to show her adoption papers. I had to get an order from 
the California court showing that I was her mother, because we 
had two birth certificates. ‘TJnbelievable” is the only word I can use 
to describe this situation. And, we are talking about the steps 
taken to protect her privacy. We are not even talking about iden- 
tity theft. 

Mr. McIntosh. So, all the pressure was for you to just say, yes, 
go ahead and use the Social Security number? 

Ms. Bitol. Yes, right here in Washington, DC, those are the 
steps you have to go through. In fact, after aU that, both she and 
I had to si^ something to issue a random number. On top of all 
that, try going to the grocery store or any store here and try writ- 
ing a check, they look at the number and say, “Well this isn’t your 
Social Security number. Why don’t you have a Social Security num- 
ber? Who are you? ’This is a fake ID.” It is unbelievable. 

Mr. McIntosh. Because the community is used to looking for So- 
cial Security numbers. 

Ms. Bitol. That’s right. Most people don’t even realize saying 
you don’t want to use your Social Security number is an option. 

Mr. McIntosh. 'That is amazing. I am blessed in Indiana. They 
allow you to use a different numror, and the Social Security num- 
ber is an option to put on there if you want to. 

Ms. Bitol. That’s the way it is in California where we are from, 
but in Washington, DC, it is a different story. 

[The prepared statement of Ms. Bitol follows:] 
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statement of Dennis J. Kucinich 
September 17, 1998 

"A National ID Card: Big Government at its worst or Technological Efficiency?” 

Mr. Chairman, I welcome our Subcommittee’s hearing on national identifiers 
and their implications on the privacy rights of the individual. Innovations in 
information technologies have made possible increased efficiency in the handling of 
data. Credit lines, banking accounts, and other persona] information can all be 
accessed at the click of a button. However, while this information technology may 
save time and allow for easier access, it may also comprimise personal privacy. 

In particular, Mr. Chairman, I would like to take a close look at the National 
Highway Traffic Safety Administration’s proposed rule concerning state-issued 
driver’s licenses. This rule, which is a product of a bill passed by Congress in 1995, 
raises issues of cost and constitutionality. State officials question whether the rule 
constitutes an unfunded mandate. State interest groups regard it as an usurption of 
states’ rights by the federal government. Most troubling to me is the rule’s use of the 
Social Security number as a de-facto national identifier. Depending on where you’re 
standing, Mr. Chairman, this rule can be interpreted as nothing less that an accomplice 
to “identity theft.” 

In the midst of an information revolution, it is critical that we establish effective 
methods to protect citizens’ privacy. Until we do so, any national identifier, de facto 
or otherwise, is a risky proposition. Mr. Chairman, 1 am pleased with the 
Subcommittee’s attention to this matter and I look forward to today’s discussion. 
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Mr. McIntosh. Our second witness on this panel is Mr. Grindley 
from Georgia. Thank you for coming. Share with us a summary of 
your testimony. 

Mr. Grindley. Thank you, Mr. Chairman, and members of the 
subcommittee. I would like to take this opportunity to thank you 
for inviting me here to testify about this very important issue that 
affects every American citizen. 

I am a member of the Georgia General Assembly. I have been 
there two terms. And over the last couple years, I have been very 
interested in issues of privacy and I have passed some legislation 
regarding it. I recently pushed through the Georgia House legisla- 
tion that would remove Social Security numbers from drivers li- 
censes. I went first to the head of the State Patrol, and got his au- 
thorization. He said, it would be no problem. It passed overwhelm- 
ingly. After we left the session, he wrote a letter to the Governor, 
urging him to veto it under some guise. 

It turned out that the reason for this urged veto was he found 
out that if he didn’t place Social Security numbers on the driver’s 
licenses by the year 2000, there would be Federal money taken 
from the State of Georgia. Luckily, through the media we raised 
public concern about my proposed legislation and the Governor did 
sign the bill. 

In a nutshell, Mr. Chairman, I introduced this legislation be- 
cause millions of Americans realize that the use of the information 
superhighway has continued to expand and there is a new t 3 rpe of 
fraud that is available. With just a few pieces of information, like 
what has already been expounded on here, people are able to trans- 
fer money from your bank account. With only the last four digits 
of your ^ial Security number, crooks can authorize credit c^s 
and so on. 

The key to unlocking all these doors is through the Social Secu- 
rity number. Through my research I found out that in the State of 
G^rgia, if you have someone’s Social Security number, name and 
address, it is worth $50 on the street. You can see the multiplier 
here. On one hand, $50 isn’t a lot, but it can quickly ruin someone’s 
life. 

There is something else that you need to be aware of that I just 
found out about yesterday. There is an Internet address of 
www.iqdata.com where I went yesterday and signed up. I was 
going to try to get your Social Security number for this meeting but 
it tsdkes a couple of days. For only $12.50 I can get the most per- 
sonal information that you can imagine, including your Social Secu- 
rity number. There is another data-base that for $30 I can get your 
mother’s maiden name. What possible use would you have for this 
information other than to verify and to use this for fraudulent ac- 
tivities? 

There are some 10th amendment questions here. Probably the 
biggest concern I get from my constituents is about encroachment 
on the States by the Federal Government. You all know, no offense, 
it seems like you are making a huge power grab. Over and over my 
constituents are saying, “Can we do something?” And, you know, 
the folks I talked to said, well, you can’t start a lawsuit until you 
can demonstrate that somebody has been personally damaged, be- 
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cause it is kind of a roundrobin t 3 rpe thing. But I think we will get 
to that. 

I had someone hand me a training manual from Nigeria that ex- 
plained how to come to the United States, how to assume some- 
one’s birth certificate that has died within 10 years of your age how 
to assume their identity, and get Social Security numbers. 

From that, I did a little research in my own State and I found 
out that the State did not mark “deceased” on birth certificates. I 
asked why and they said, no one had ever asked them to. I passed 
legislation subsequently that requires the State of Geoigia now to 
stamp “deceased’*^ on birth certificates, and they have said it will 
save millions of dollars from fraud cost simply from that one word. 

I am not one that is going to proiMse national data-bases, but if 
you were going to have one, maybe a national data-base of de- 
ceased woiild be the appropriate way to go. 

Mr. McIntosh. Mayra the private sector will create that as well. 

Mr. Grindley. Maybe. But I think that is an important safe- 
guard. 

Mr. McIntosh. Have you ever had anybody in your State held 
liable for identity theft after the person had died? 

Mr. Grindley. Not to my knowledge. 

Mr. McIntosh. Thank you, Mr. Grindley. I appreciate it. Thank 
you for your good efforts at the State level. By tne way, do you still 
have that training manual? 

Mr. Grindley. I do in my files at home. 

Mr. McIntosh. If it is not difficult, please send us a copy of that, 
I would like to put it in the record. 

Mr. Grindley. I can do that. 

(The information referred to follows:] 
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a:c; mliis cffiiial ca GcvsF.'.'HsaT acsscf wiTaccr ait' iahgea tc the 
i::s Ksc IS csTAianio it. 

Hr/Sa*£S£ At.T 1.9, THAT IS HOT ISSGE9 t'i THE SAAICCS AGEHCIES, '^EH- 
SIL'.IS. Atn I. a. THAT IS OCCTSAES OX FSCOCCES IS AESCL'JTSLT WOSTH- 
tSSS A‘IO HCT WORTH THE FAFER H IS FR1HTI3 CN. THE TRICR IS T9 SATE 
THE STATE CR GOVERJCISHT ISSUE TOO dlRECTLT THE VAXICCS FOS-HS OF 1.5. 
YOU HESS. ALL TOO HES9 IS THE REGaLAS RIRTS CERTIFICATE - SC-HECHE 
ELSSS - r-SAT IS: FOLLOW THE ISLSH LISTS9 IHSTH0C7ICKS EXACTLY AS THEY 
A.RS WRinSH AH9 TCO WILL EAVE SS FSEELSHS. .RSHSHRER, THESE SAVE SESi: 
TRIES AST THEY WORE. * 

SET WSa IS SCMSIitE EI^E? 

CsVIIUSLY :i CA-'.TICT SE SCHEIHE WEO IS HCW trFISG, SISCE YOG BCULT SE 
TUFLICATIHG AS SXISTISO SET CF t.O. WBICS WOtiu LSAO TO’ AS EARLY AS9 
EASY OSTSITISS SY SCMSSHE WHO JUST KICHT CHECK YOUR 1.9. TEE SC.HS* 

CNE ELSE MOST EE THSSi 
(A) A FERSCH OF YOUR SEX 
(SI A FERSaS OF YOUR RACE 

(Cl A FERSOH OF YCOR AFFIICXI.HATS AGE AT FRESEST TIME IT BE OR IHE 

WAS LI'/ISC (WHICH I MUST ADO IS HO lOMCSR LIVIHG AMO THUS FAS HC I 
THIS !:ES9 CF I.O. (RCOER HIS HA.HS. THE FRCSLSM THEM LIES IS FISTT 
SUCH A FSRSCS AMO («.TIXATSLY CSTAIXISCHIS SISTH CERTIFICATE. 
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I sew ~-si esars sccrssarji metkcs, juu. cf vrezci eiasls 

YOU 7C sarizvi a:i cscussTicHAaLi vAira "aisoa csafiriCAra* racM any 

COUNTY SSOOSTOS- Ail BiaTH CSaTOFTCATi AND DEATH CSRTOFZCATS AECCKCS 
AM REST 3Y “KI CTUMTY aECOROSa AMD Tari WILL ES IH THE COUNTY VKESE 
YCU CHCCSS TO USE THE DECEASES SESSOM'S NAME. -ALWAYS UStSSaza. THIS - 
IT WILL SS fCKSO FILES IN THE CCCSTY ASCHIVES AND A COPY KASKE3 'HSOI; 
TEF-EL".. "VESIFIES”, AND/OR •CS3TIFIS3" HILL BE SENT DIMCTLY TO YCU 
IN THE NAIL IF YCU WAIIT IT THIS WAY. 


IHIS FI AST MSr-MI LETS YCC TA;vE CVI.A 'Lr-'INC' Fca A FSasCN MSC HAS 
CYST F.EIENTLY IIEI. TASE ANY .SEt'SFAFIJ. AIIC SC.V:i THE CSITUAiiY COLLIUiS, 

LOCK fl'.^ ;e.-sim hhc has dies within a few yeafs cf Ycca f-heseic *ge, 

A.'tt CUT CF STATE rAFER IS RECI.'WEICES CEFENCINC CFCN KKSM YCO LIVE AT 
FaEESNT. IF THE STATE IS SMALL.’ THEN AN CUT CF STATE FAFES IS THE sEST 
.METHOD. .MANY SUCH PAFESS CAN BE FCCN5 AT THE LOCAL LIE.MASY. e.VCS YCC 
HA'YE LCCATEO A CCCO PSCSFSCT, YOU SEOCLO FEEL CCMFORTASLS ASCCT THE . 
SITUATIi:.’. PLACE ANY PCSSIELS FA.MLLy_ CCMNECTIOKS EEFCRE CCINS AFTEF. 

EIS SISTH CS.ATIFICATE. 

THE :;s:cT ste? is to write the fu!:s.ral hc.ms, cemeta?.y, cr tain the fa.m;ly, 

EHFRISSINO RICFET THAT YOUR CLC FaiSSC, SES’.TIS SUOCY CR BCYHCCO FAL HAS 
FAIIiC AWAY, A.';c THAT YCU WCUL2 LliS TO SE SURE IT WAS KI.M. IF THEY 
WCULO S£ SO XINO AS TO SEJIO YOU HIS ilRTSOATE ANO PLACE OF BIRTH, IT 
WOOLS SRINS YCU A CREATSa PEACE CF «I^•^. AlCf FACTS CLSANEO FSe*. THE 
OBITUARY NOTICE WOULD BE EXCELLENT POINTS OF BEFEMNCE. OSINS YCCR 
LMASINATICN iS YOUR LETTER OF INOOIRY WILL CAIN YOU EVEN MORE INFOP-MATIOH 
RECARSI.'IO THE FEFSOH'S EACSORCUNO, LIFE SITUATION, ETC. WHEN TOO CEY 
THE FACTS YCU .MESS, SI.MFLY WRITS TO THE CLERE OF THE COUNTY WRERS THE 

PERscs WAS scf_m, using an appropriate title ween too write, soch as 

•OFFICE* OR ■CEFARTMENT OF VITAL MCSBOS’,. "BIRTH RECISTRATICNS*, ETC.. 
AND RECUEST A "CERTIFIEO COPY OF 'YOCfi' BIRTH CERTIFICATE*. SS SURE 
TO ENCLOSE SI '.00 (THE MOST COMMON FEEI . A.MO YCO SHOULD RECEIVE IT II; 

A •'“W CAYS IN THE MAIL. INCICEIJTALLY, THE CC-UNTY CLSFJt OS SEICFOER WILL 
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sAvs k:s cFTiii r:i£s a? tas ccnrrr seat, a ocica cares cr car 
AtiAS cs cccc E.'CfcicrEsrA wiii tail ren mzca<ZT! cs tc«m ti*s is. 


.MCw, :? AsszTizua rccs nct kamt srsas too oikect ok ‘cj rsesr:-, tkei 
asr A irrrrsaiac, sacs as thae of as ArroiwET ok as lavrsriGAorao 
Aostcr, Tseeura ‘rHsi acu WAjrr a cssemsD esn or tar tisca csai:- 


TZZAZZ res Ycc?. c:a4?Ajrf’s oscc? tirr rasonAMcr KLrer or tee aat ar- 


ccsscrsc A cc?t css?:r:i3 cr so-ako-so's ixara aszzrzcATS res a 
sreesirr czzxsAscr. AiaAts wciacE the rrr, tee tizzz err i? fast. 


3 asks:. rCELIC CCCCXSaTS ARE AUfArS A’.-A;1ASA3 . cf 
ca:; .aeccest aj.": Aserrrs tss occaaar la rrasca, faf.":- 
;-:s szszs czr.rzTzcszz is kecckee r» a iaase ceaar.’. tea 
r :? .“.'.•CH FASCEA ISIS »A-'. Airsccca i vcai: Kie-yMs:; 

E FrSSCaAE AFFSAAAilCS, I? TOO AKS CSiaC AFEXA SC.>!SC!:S IhiC 


WAS FF.C.a A F.E3A1 AAEA, TaZAS IS AEWAtS A GOCB CEAXCE TSS dSAA MISa? 

KAvr Kxwii tar peascm cr eavt eears or >is reces? esAta. reasck Aao 
CCCC cc.'wca srtsE ch teas fart most aiways frt/aie. 

n» THE CaiTVAAY HETaOO YCO RAVE TO* REMESSES THAT I? TCO OSE T8E EIATH 
CEATIFIEATE OF SCKECHE WHO BAD ALREADY EaTEAES ’ACOLT LIFE", RE HORE 
THA:I ISEEIY BAD CONTACTED DEFARTaSTTS, RAD A ‘SCCIAL SECTSETY NCMSEA, 

KS AT SC«S TIME, REOISTEAED fOR THE OHATr. BE BIGHT RAVE BEES .aARarED 
BAD A FCLICS RECORD, OR EVEN FOSSIILY, RAD A FEW OOTSTABDIWC WARRANTS. 


THE ri.AST TYFE CF eiRTK CERTIFICATE IS STRICTLY *LIGaTWESCHT* IS THAT 
YCC CCN'T KA'.t BCC3 ASSURANCE OF REHAININC BIDDEN VERY LaWC. IT IS 
CCCC THCUCK. ESPECIALLY FOR A "CHEat RUN* OR ■CREDIT CA.'IS* OR A WILD 
HSESENO CR FOR OISAPPEARINC IS A BURRY. RY THAT TIBS YOO AAE READY 
FOR THE 'MASTER TYPE OF BIRTH CERTIFICATt* , ABO BICBT BAVS ALREADY 
RECrr/ED IT IN TSI FIR^T PLACE OB IBIS FIRST TYPE OF BIRIS CERTIFICATE. 
I CCN'T RE:c.B!tENO USISC THIS OT8ER TKAB FOR ROBNISC CHECKS OR TEMPORARY 
I.e., HUT RES? IT FOR REFERENCE. OR THAT EMERGZHCY YOO BlffltT HAVE. 


SICCUS BETHCD - OLD NEWSPAPER METHOO 

THE SISTH CERTIFICATE YCU 08TAIB OSISG THIS BETHOO ENASLES TOO TO 
ACrjALLY EECT.'SE A PERSON WHO DIED LCBC BEFORE HI CCT ENTANCLSS IN 
THE PAPES .'KRASS YCO ARE TRYING TO UCAPE FHCB. AGAIN, HIS BIRTHCATS 
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as asc-jms Y:ca cvs< (A rs* ysass Tcaicsa cr a raw tsars 
ctzss;, a-.T aca sew? Has to cc tsrcuck tss gsavejaros lccxiwc 
h:.'*. :r's isz:: sews ts:s way aso it wciuca, aot tssas is Ati 
E.v$:i-. WAY. cc CO T32 .XAiH ics.xARY CF A»Y LAMS ccinr, CJirraasiTY 

CR CCLIICZ CR TO A FRCW^IZ WZWSFAFSR CFFICZ AilO TAXZ A LOCK AT 
ISS Tie sriSFAJSSS RSCCRSD CW .'CCORFTia. CSCCSS A Y2A.R El WHICH 
YCC seen HAVt szsa so CLCHH TSAS-TEI (10), OSISC YOOS ASH AS A 
CCIIi A-'C YCCR aiSTSTATI, ASC HESia ICCSEIG FCS ARTICCHS EJ WHICH 
A YICIJC CSIIC C? YCCS SIS, R.ACS E* rSHSSrr AC2 WAS XICIZC E) SC.*SH 

s:;.~ I? acciis::t, iihi riss, actc cr crcwsieig. thi very sist fcs- 

SlilllTIIS WCCIC si TSCSi E! WHICH TSH EITIRH FA.'tllY WAS WIFEI CIT. 

AS THIRi veil; si IITTli RIJli.'lSiHII C? THE! lY SCW. 

SCTi: ri.VJsAlilSH r.'?£ BIRTH CHSTIYICATiS , IT'S RiCmMEtCEI TH.AT 
CITIiS SIC.H AS HCCSTCH, f RCWHr<*XlIS, SAS AWTSSia, LASEO OR CORFVS 
CHRIST: as esse, ASAIH CSIHG THS SFAMISR FSaSCM'S CSSIHRAi OESCRIF- 
TICH, AGS, AiK Ei S3RS TO FECC A SFAHISH' RACS CHIU FOR TSHH. 

AI.se. CHiCX THE CSITOARISS TOO, ESFEIIALLY FOR DEATHS OF CSlEOREf 
GIICER THE ACE CF FsVE (5). CNCER I^S ACE, A? LEAST *0% CF TKSS 
WHO DIES CIO SO IS THE SAME CCCSTY THEY WERE BORM IS. MAXE SORE THE 
CATE CF THE NEWSFAFEE IS SUCK THAT THE ACE OF THE OECEASEO AMD YCCR 
AGE CR TEE SFAMISS FEESCS'S AGE AT THE TIMS OF HIS DEATH REFLECTS 
YCL-R ACS WCW. 

IS WaiTISG FCR THE ilRTH CERTIFICATE. OSLESS THE ARTICLE OR- OBmiAAY 
STATES WHERE THS CHIU WAS BCRS, KSSOa THAT ■£ WAS BORH IK THE SAME 
CGCSTY WHERE HE OIEO. REQUEST A CERTIFIED COFY EITHER AS THAT FSRSOK 
OF THE BIRTH c'eRTIFICATS, OB AS EMFLOYSR OR IHVESTICAIOR WHO HECOIRES 
IT IS CRSCR TEAT YOU MIGHT HIRE THAT FERSON, APPROVE HIM FOR A SPECIAL 
TYPE OF CLSARAKCS OR WHATEVER. WCW: IF THAT CCOHTY HAS HO HECORO OF 
THE BIRTH WEES YOC WRITE, TRY EITHER A LARGE HEIGHHORIKC COCKTY OR JVST 
SvB.h:T ASCTKER MAME. YOO will FIKB IHOOiai that mamy hewsfafsrs. partic 
CLARLY IS RORAL A.REAS, ARC RMAIIMCLY CCMPLETS IK THEIR DETAILS OF TRACE 
DIES IS WHICH A SPECTACULAR ACCICEMT KILLED Sr/SRAL OR ALL .THE KEMBSFS 
CF A rW.ILY. r/ESYTHIKO YOU WEES TO ISCW WILL HE BIGHT THERE IS FIBISIT 
OF YOU . 
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mz-s *Gii MC tccitrac ovsa tHS jsicscriui it wcotAjSE * ccco itsa t: 
CZfSZLZ A LIST CF AT LEAST SEVESAL CCCO FOSSIltLITISS. A rrw JCST 
}!I3irT FSCVS OSSLES?' TO FCC. FOS CXAtiFLZ, VaCNG KACS, CH YCC MTC:-— 

WA:IT to CCKSTRUCT several I.Q.'S for tIHATSVSa REASON. 

NCTS ; WEES TOO CO TO TEE HrrfSFAFSR OFFICE, JUST ASR TSS.M HHSRE TOC 
CAN SEE THE *CEATHS MICRCFILM' . , TCO RETER NEED TO WORST AECCT A-VT 
CCSSTECNS CCNCES.HISG THE ASCVS PKCCECCHES. CO IT BT .tArL IF YTC 
WANT TT. A:IS HA'FS IT .MAILEO TS A RSITE: ?. C. BCE .HCHSE?., CS SETTIF. 

TIT. TT a .hail FC.RWASBIHG ACCSESS. TOC VEST WELL CAII FTSS A;IC ilCAri 
THE MAIL FC35WA.A£:;iG CT.'!FA;TOES 13 THE HSTiSFAJIHS ANC .RACA:::.'! ACS ALSC. 

Tscsc y.sracc - GcvsaingHT isscsc i.s. sccial sscuscr.' caas 

THIS IS THE NEXT STEF 13 TEE PRCCESS OF 0BTAI3I3C COALlri I.O. FCS 
TTT?. HEW I3E3TCTT. JUST FOLLCM THE Ci^ROCTICNS CASSFULLT Atifc REAL 
THIS SE’/SSAL TC-MSS BEFORE ATTSHFTIHC TO BSCEIVS TOUR SCCIAL SECUSITT. 
CARD. 

CtICS YCU HAVE THE BIRTH CERTIFICATE TOO BEE3. THERE IS THE FORTHSF. 
PRCCSSS OF TOUR CBTAIHING A SCCIAL SECORITT CARD AND MOW IS THE 
TINE TO APPLE FOR THIS CARO. TOO, OF COORSE, HEEO TO CO TO ANY 
SCCIAL SEEURITT OFFICE IH THE CITT WHERE ICO ARE OBTAIHIHC HErf 1.0. . 

ALL THE IRFCILMATICM TOO MESO TO COMPLETE THE APPLICATION CARD IS RIGHT 
CM THE CERTIFICATE. SO MERCLT FILL IN THE APPROPRIATE BLANU. THEN 
APPLICATICN CA.3 THEN SE MAILEO IN TO THE OFFICE WHOSE AOOBSSS IS PBINTSO 
ON THE BACH SIDE OF THE APPLICATION, 'AND TbOR CARS SSOOLO A.RRIVE IN A 
WEEK OR SO. THERE IS MO FEE FOR THIS CARO. (NOTE) FOB SPANISH SPSAS- 
INC PERSON, HE OR SHE PBOBASLT HSSOS TO SPEAR SOME SPANISH AMO ENCtlSH 
BEFORE TRYING TO OBTAIN A SCCIAL SECORITT CARO, ALSO, HOST RAVE SOME 
I.O., IS, BI-RTH CE.RTIFICATS OR DRIVERS LICENSE SEFOHE APPLTING. THIS 
ALSO APPLIES TO ANTOHE WANTING TO GET A SOCIAL SECORITT CARO • A DRIV- 
ERS LICENSE IS A MOST . 

I WCCU NCT RECOMMENO THAT A SPANISH PERSON WHO SPEARS NO ENGLISH AP- 
PLY IN PE.RSON FOR A CARO. THIS CAN SE DONE BETTES THHCUCK THE MAIL. 
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rr vcu xptvi cu pessch a:«) *as ooesttohes as to wej tec save »r;E~. 

KAO A SOCIAL SSrjRIT? CAAO IK TH2 PAST, JUST TELL THSJt THAT tOO HAVI 
ALWAYS EASNEO YCCS Lr/IWC BY HCRSrKG CH A COKMISSICH BASIS, SCC-j AS 
SALESMEN. THEY ASS EXEMPT fECM KAVISC A SOCIAL SECIBin CA.BB. Bi- 
MEMSEB TOO, THAT IE TOO ASS ASSUMING lOENTITY OF SWECSIS MHO DIES 
RECENTLY, tCU WILL THEN EE APPLYING FOR A DUPLICATE CABO, NOT A HS:i 
CHS. 

NOTE: C.*! THE SOCIAL SECL’SI”' CASE ASPLICATICSt IN (SCX 101 THAT THE 
C'.'ESTIINS A.SS Cr7SS.Mi:!SC TO CSTS.AMIHS THE BIFEESSIICS. SINCE YIC KAY 
BE LT.-CSHTAIN ASCOT APPBCPSIATE AIISWZSS, INCICATS EITHE7. ’•.TiSOlCWK’ IS 
CYST TA.ES A STAS AT IT, T3S BESOLT MILL BE THE SAJiS, YITH CA.-C MILL 
A.=u>.r;s IN THE MAIL IN A SSC.BT TI.ME. THE REASON TCS GETTING THE EICIAL 
SSOOSETY BEFI.SS THE D?.IVSaS LICENSE IS THAT SCU A LOT C? STATSS*?"! 

THE SOCIAL SECUBirS CASS NLTiSES CM DBIVS3S LICENSES. 

FCL'BTH METHOO - DSIVSSS LICENSE 

THE DSIVSSS LICENSE BAS BECOME THE J«ST COMMONLY AND ACCEPTED FOK*. 

CF I.O. IN THE NRCLE UNITEO STATES. BACH STATS BAS ITS CM!I AOMINIS- 
TSATICN FOR OBTAINING THEM miDER SUCH TITLES AS 'OEPARTMEIIT OF MCTSS 
VEHICLES" . "DEPASTMENT OF TRANSPORTATION", OR "OEPASUIENT OF PUBLIC 
SAFETY", ANO THEIR CHLY RSOUIREMENT IS PROOF OF ACE FOR MINCPS. A 
CERTIFICATE CF BIRTH OR BAPTISM IS AINAYS ACCEPTABLE. EVEN IF tOU 
.".AVt no I.C., TELL THE CLSST YOU HAVE LOST YOUR WALLET, OR SLMPLY 
Nr/ER HAS A DRIVERS LICENSE BEFORE, OB THAT YOU RAD A DRIVERS LI- 
CENSE PSE'/IOUSLE IN THAT STATE, BUT IT HAS OVER TENtlO) YEARS BE- 
FORE ANO THAT YOU HAVE BEBM OVERSEAS FOR THE PAST HIRE (») YEARS. 

BE SURE TO CHICS THE STATE BEQUIREMSHTS BEFORE YOU APPLY Am HAVE 
THE NECESSARY PAPERS ANO ANSWERS READY BEFORE APPLYING. THERE ARE 
SrreSAL STATES THAT USE THE SOCIAL SECURITY CABO NUK8ES ON THEIR LI- 
CENSES. BE SURE TO CHECH THIS FIRST BY CETTIHC A COPY OF THE STATE’S 
"DRIVERS LICENSE .MANUAL" BCOSLCT. THE STATES THAT ARE USISO SOCIAL 
SECURITY NUMSERS ARE TOO NUMEROUS TO MENTICW, SO CHECH FIRST. 



70 


jiCTS : I .Mrsar f!EiT:cn hess tsat i psasoMAiA? eicw cf -nK ci statis 

SfflSHE YCC CAS A??£./ rO* A DSr/ESS tlCESSE AUD *SSSr/S I? THE SA.>!£ 

BAY WHILE YCO WAIT. THE FISST STATS I? TOO BES3 A LilSISE r:t A 
KUAET IS NE:< XSXZZZ, THE SECSHS STATS IS KAHSAE. t ALSO SELirvS 
THEHE AES OTKSES ASO SOJffi RESEASlCa CH THIS HCCIU FSCVISS THE AJIS-EES 
rCU MEET. 

Mr/Sil ess A STATS THAT ISSOTS A OBr/EES tICSHSE HITHCCT A FICTTSE 

cMtsss TIC i:rTs:a3 TC thamsfes tc a stats that cces h.avs a fiitsse 
ticsMSs. '/s.HT rrw cr?:ciAi.s sesa.’u: the sch-aictsss as occc i.s., 
r~ icv ca;i e.\s:i/ cetaih cms hithcct a aictshs aiib the:: sc tc the 

STATE THAT lESTSS FICTCRE OAr/EHS 'ICE;I£E3 MlTHCeT A::" ?SC3L£:*S. 

MCTE : a:: E:iCELLE::T SEEESEJSCJ sees to hate is "THE CEr/SSS LIIEHSS 
OeiES” - SJ.Si, WHITS CAM S£ rCSCHASET BE MAIL ESCM THE CSr/SSS LI- 
eSHSE CCISa^CCS CSMSAilT - 1492 CCOSTAO DET/S, BSEWCCD CI7Y,-CAiI?ca- 
MIA 94Cej. TO SeHCHASE THIS BCQS, MEICB IS MADE FOR FOLICS CEFAST- 
.'•.SHTS AJia SUSIHESS.MEH, TOO MEED TO WHITE 'A LETTES OM A COMFAIK LETTES- 
KEAO STATIHG THAT YOOH CCMFAMV CASHES A CHEAT AMCOMT OF •COT OF STATS 
C.KECSS* AMO T.“E:S OaiOE WOOLO VSKFY THE STATES LICSHSES IM OUESTICfl 
FCa YOU. THE GEHESAL FVBLIC CASMCT POKSASE T^IS BCOE. IT WOULD BE 
HeCH BETTSH IF YOU RAO SOMEONE WHO DOCS OHM A COMPANY WHO YOU TRUST ... 
VMO HAVE THEM ORDER IT FOR YOU IS THEIR MAME. IT IS ALSO RECCKMEHOEO 
•.HAT YOU SECURE SE’/ERAL blFFEHEHT ORT/ERS LICENSES AMO EES? CHE FOR 
CTHIHG eCT THE LEGAL NAME THAT YOU HILL FIMALLY SETTLE DOWN TO. 

DTE: TRY TO SET OP A COMPLETE SET OF (1} BISfTK CERTIFICATE, (1) SO- 

:al szcuairi cam, (3i drivers licEmse, and (4i credit cards for 
!S name you’ plan to use to live on and never use this set for ANY- 

IMC ILLEGAL. 


credit CAROS 

IFSSSIONAL t.O. SHOULD ALWAYS IMCLCOE A FULL RANGE OF CREDIT CAROS, 
■H PAPER a;I0 plastic, although a FTW COMPANIES ARE BEGIHHIHC TO OSS 
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A c-£-::.-Ea'S ts: 
NO ps?^c:ia:. t.:. 


THE CASTS, AJ A ClASS, TiV: Cr.'i.-.VTl' HAVi 

wHACScr/ss, yccs sims. siisatcss. 


ACCCCNT NCMSES, AJIO STATES TOE CATE FCS WKTCH THE CASS IS VALTO . 
THAT rs A2CCT THE CHLT ISTCSMATTCS ESITATET C3 THE CASE 13 fSCV- 
ING IHDIVICUAi DATA. ' THE RES? IS STSRE3 13 THErR CCXS'JTSa flEE 
bases CN YOOR CRECIHAL CREDIT AJftICATICH. 



CCS AiCiAESO c.-:m;:;ai, sight* i:it:sitiii setter is tc get tss^ts::- 
:t cars cimpamies thehssives tg seho ycc their credit cahbs, sct '.t:- 

5EH THE NAME THAT YCU CHCOSE. THE CREDIT CCHRANIES ARC SAHR3 AISO 
ISSUE THESE CARES ASTO ARE AMYICCS FOR YCOR TRACE, A3I CO03LY A3XIICS 
TO ISSUE THE REAS. CARO TO AIS. TEOSr'wRO QaACIFY: SO, THE SECRET IS 
0STAI3 YCCR CWM CARDS LEGITIHATSEY . YOU DO THIS BY SrJOYKIC THEIR 
BRCCHURES AilO ARPLICATICMS TO OETES.MIHE HCHE OR LESS WHAT THEY EX- 
PECT r/EIt TSOCGH YCOR Hrs HAHE WILL RAVE BO CXISTI3C CREDIT RECCRD . 

A SACO KI3I3CM DEPOSIT AT A LARGE BANS BILL PCT YOO CH THE BOAO TO 
A CEC.METRICALLY EXPA.NDI3G C.REII? RATI3C. (THIS WILL BE OISCJSSED 13 
DETAIL OM A SEPARATE PAGE AMD ESADIMC AS TO EXACTLY ECW TO SET C? A 
C.RSIir RATI3C LECALLY.I 


THERE IS A BCOK 1 STHOHCLY REICWffiMO THAT -TOO BEAD BEFORE YOU ATTEMPT 
TO OBTAIM a’cREOIT IIATI3G, IT'S ABSOUJTELT THE VERY BEST THERE IS 
AMO I HAVE USED IT AS IT STATES AMO RECIIVID A TRIPLE A CREDIT RAT- 
I3C WHICH IS THE BEST YOO CAM HAVE IB THE ONITES STATES. THE BCCK 
IS “HOW TO HAVE TRIPLE A CREDIT RATI3C HIT8I3 THIRTY (JO) DAYS*. 

GET THIS BOCK FROM COHTISESnAL ADVISOR MAJRJALS, P. O. BOX J-IOOO, 
KALLEMOALE, FLORIDA JJOOS. THE COST OF THIS BCOK IS S8.»l RY HAIL 
AMD SI. 00 FOR FAST DELIVERY. 
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c»?A:r; MA.«i a:.-= Cf! •fCv.s AJriirArrcs, l:s? ?=:?isu as -the ceiesai 

SALES liAtlACZa". Tsrs WILL TELL THE SEESCM WHC IS CESCSIStG ECCIR K3~ 

ts-a? ecc ase ck a salase keich is vsse occo. all the Psa- 
SCS KAS TC CC WKC A'tr«SaS THIS PSCMS IS AHSEEH THE PHCJIE SE TSE CEK- 
PASE NAME, TELL KKCr/SS CALLS tSAE ECO HAVE NCSEE3 TSSai FCa Er/E (SI 
EEASS A2« 755A? ECO ASS ESS SALES jUSACES. TEE CaSEIT PHCJIE MILL SE 

ANr<iEas= Mira a ccxsa'ie same that eco eats cacsEa, stateSg that ecc 
BA’/E EAi All ACELCn Wil E THEX ECR CCITS SCXS TE.ME. ALWAYS PAY ECOa 
SILL c:: TIXE A'lS XA.*." TI-MSS lEECRE IT IS CEE, AIE THAT'S IT. “ST 
HAVE £I.MSI::E AJirWEa THESE PSCS.'ES WITH SC.ME CTS.MC3 SiaSE AJIE CCCS SAP. 


Anis THE CALLS PSCH THE L£~S.H TC TSSI~i EICS EiPLIEMEJIT Ali 
HISTT.RE •£:•-• HA'.S, THE SSSL'LT SILL SE APPSCVAL C” AHE CAPE THAT ECC • 
•WAaT: SEPjSSTXiar STCRS3, rL'HJJITGas STORESi CIL CIMPAalES, -MASTEH 
CSARCZ. BA.MX AXEaiCA-HC, AXEHECAa EJtPRESS, DIHEHS CLEB CASE, CARTE 
SLAJICHE. THS'E WILL ALL SEMu ECO TSSI.H CA5i!S TO PCSCHASE WSATF/EP. 
ECU DESEHE CH TIME. BEMEXSER, ECU CAM -KAXE THOOSAMDS CF DOLLARS 
FROM THESE CARDS OMDER THE ASSUMED lOEHTITE MITE MO OAMGZR HHATSO- 
r/sa TO EOL*. MHEM ECO FIHISH WITS A SET, DESTRCE TSEX AMD GET AM- 
CTHSa SET UMOER AMOTHER NAME. 


AMCT8ER RESUIREXEMT Tars SOMETIMES RECOIRS IS RSSIDEMCE. PRSPARS 
TO SUPPLE THEM WITH A RSSIOEMCE PREFEBASLE IH ESCR CSM ECL'SS, AT 
WORST SO MOHS THAM TM (II MOVES IM THE LAST FP/E (5) TEARS. 

SGTS ; PLACE OF RESIOESICZ IS WZVER CgECHED i SO, USE AM ADDRESS WEEas 
YO*; KMC'W THAT TOO CAM PICE OP THE MAJt OR A FRISMO'S BOfE OR AM APART- 
MEJrr ADDRESS. WHERE TOO BSHT AM APARTXSMT. REXEXBER IT’S MEVER CHSCXE5. 
JUST SEVER USE AM APARTXEIfT MOM3ER . JUST THE ADDRESS. OM ALL APPLI- 
CATIONS TOUR ACE SHOULD BE BErWEEH IS AMO IS. IS TO (S IS TSE VERT 
BEST FOR ACE RSQUIREXSMTS . 

TOUR CCCUPATIOM IS AMO SHOULD BE IM A 'HIOFESSICMAL CATSCCRE’, IE, 
CHSCTUIVE, DOCTOR, SALARIED SALES KA8AGER, PROPRIETOR, MIMISTSR. 

ALL OF THESE ■ ARE VERT GCQO. THEM WHEM TOO HAVE SOMEONE AMrWERIMC 
THE rinses FOR TOO,' TOO ARE COMPLETELE COVERED. IM OTHER’ WORDS, 
ir/S THEX WKAT THE'! RECUIRE TO APPROVE TOUR APPLICATICM A!IS THEE WILL' 
APPROVE IT. 
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SEiEiSS?.! pwci cr ii£<;3C(c; 12 ar/r? chicxs: sc or/2 a cccb css 

WK2SS fCC CAJI *2CSr/2 YCCK MAIl. CC SC? CS2 A P.C. iCX MCMlsa FCR 
A RSSiaSJICE ACCRESS. 

CM TH 2 asslicat::;: rcajts tsess v-” st a place for pesscjial refis- 
txss. ACAis, CO HO? ccNCsaM ycoRSEir. kcause these tso are RF/ra 
CHECEES . THE CNL2 SEA2SM TaST ASR TCC FOR TSSf IS TO mucs TOO FEEL 
RESPCHSISLE FCR TOOK ACTrCNSj A.PLAT CH THEIR PART. ECT CO PSCVIOE 
THSH P2ESCHAL EEFESEHCES; CITE THEJi A CCCTCR, MIHISTE?., .TOO CAR 
OST THEIR MARES FSCM T2S PRCH2 ICCE IF HECSSSART BEOAISS THE? CC 
MCI CHEOS rSEH. 


“OST CESOIT CARO AFFLIIATIOSS CA-'t EE EA::iLEI ET MAIL, WHIOa IS ALMOS 
MORE IH-R-'I /OI CA;: ass FO!v SCEJLI tee SEICIRSI riFORMAIIIM c:i PAJIR 
A-'C THEF'J»ILL EE EELIGcrEO TO Or/E TOC TEE CAROS. SELOVf ARE A FEf 
FACTS TO'rSME.MSER CSIMC CRECIT CA.RES FOR PORCSASES OF WEAir/ER TtO* 
WA.MT TO EOT. 


1. WSEJI A CLERK ACCEPTS TOCR CARO TEST TOO PRESEST FOR PATMEHT OF . 
A.’r' MERCEA.MOZSE, THE TITLE TO TEt'cCOOS BELONC TO TOO. LEOALLT, 
TOO ARE PATIHC IM FOLL, MOT RSOOESTOIO A LOAM. tfEAT THIS MEAHS 
IE IMPORTANT - TOC CAM MOW SELL,- TRACE OR EVEN BORROW AOAIMST . 
TOCR MCT PORCEASES OR PROPESTT WITSCOT ONE WORD TO THE CRECIT 
CCKPAilT. TKrT HAVE EXTOOED TOO CREDIT OM THE BASIS OF TCOB 
ASILin TO REPAT, MOT OM THE MATORE OF THE POW3ASE OR AMCCMT 

OF THE PSOPERTT TOO OHM. 

2 . i:i TRS CASE OF RASTER CARD AMD BANE AMERICAHD, TOO CAM CHM AS 
RAMT OF THESE CARCS ONOER THE SAME NAME, AS THERE ARE BANKS TO 
ISSUE THSm to TOOj however. TSET most be OIFFEREMT BAHES AMO MOT 
BRANCHES OF THE SAME' BANK. IF TOO QOALIFT AT ONE BANK FOR THE 
ABOVE CAROS, CCRRCH SENSE WILL TELL TOO THAT TOO CAN APPLT AT 
ALL THE OTHER ONES TOO WANT TO AMO CEI THE CARDS. ALL THET WANT 
IS TOOB BUSINESS AND BT HAVING FOUR «) SOCH CARDS, WILL DO THIS. 
WITH BILLING OATES A WES* APART. TCO CAN EASILY GET IPO) OATS 
FREE CREilT, AOO ANOTHER I4J A.MO THE BANKS WILL CARHT. TOO FREE 
FOR CPOl OATS. THE TRICK, IS IN USING THE CARD WITH THE MOST 
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3:j-:A;:T aiiix.'ic sats, Ai ws" as tastsc ASVAarACs.cf ras cxhs's 

■CASH iSA:i F-A~-?.£S'. J!iS7 ASK YCCS fKrSHCL? SAHXSK ASCCT 7SZS 

sssvzcs *110 HS w:ii s? ecus re tsu. teu. 

RSKSHSi?.! YCS ASS CSniG ’GCCO r.5.“. ASD TS2 JSCHr/ YCS HASS CS- 
SSHOS CrOM THE OSE OF THE CAKCS. AXSO, CEECSC WITS EACS IHDr/ISUAi 
C3S3IT CASa TCU CET AHC SEE WHAT TOCS ‘FUOS LIHIT* IS. THIS IS 
THE AMCCHT ICO CAH SPSTIC IN A STCSE KITHOOT THSH CALISIG IS FCH AN 
AJF5CWAS fSat THE CSEEIT CA.AO CSMrAjr'. TCH CAS OSS TCC* IHAC;SATi;:i 
AS HCvr TT CSS YSCa CASTS. t? TTC RESAIN SEISW THE FIECS LC'-IT, ITT 
CAN SE.A1CE CIIA:: TJ is .'’.SSCSANSISE A.':I THIS SEES ICC A,AS aS-AIY TT 
IISSCSE CF THE CAST, SEE WHAT TTCS NJCIISCM LISIT IS A;iC 5S STSS TT 
TSS IT Ail THE WAI. THE C.HSIIT CA-AIS AIC TS CCSFA-T/ WIIC SCTIET 

ITT whe;; hit have ki.aceei tics cimit. 

THE CSEEIT casts AllZ CAS3IT AAE E.ASE TO GET. TSSE AAE AISO AS V.- 
FKSSSr/E 1.5. AS SACET7. JCST KES? THIS IS HISS, AAWAIS C3 BT TEE 
BCEE5 AlIC THEKE IS NO FCSSISEE WAY AtlTCUE 0ISTISG3ISSISG ECU E£- 
THEES THE REAI. AND UNKEAI.. AFTEE AU.;''TSSY ARE IS TOOK NAME. RIGHT? 

CSLY WHEN YCU OISAJ>?£ji.<t DOES THE RSAliri OF RBAT HAS EAFPSSEa BECC.SS 
' AFFAAEST TO THOSE WHO FOSHEa IT OH YOU THE MOST. BY THIS, OF COURSE 
YCU WIU. AUIEAOY HAVE BEEN HOTIFIED THAT YOU! *HEW HAMS CRESIT A?7I,I 
CATION' HAS BESS AFFBOVEO AMO YCOR NrW CAROS ARE OH THEIR HAY TO YCC 
SK-ORTtY. TEES IT'S ANOTHER BAU. GAME. JUST RS7SAT THE BRCCSSS C/E.A 
AGAIN. 

IS SaRRLYISC RE?SRE:ICSS BEYOmO TSS ONES WHICH YOUR FRIESO WttL VERI- 
FY OVER THE FHONE, YOU SKOOtO RESESSER* THAI SCME FIRMS, E3RECIAIJ.T 
eEJARTSENT STORES AHO CREDIT UMIOHS HItL HOT CIVS OUT THEIR CREDIT 
RATINGS TO ANYBODY . SO, IF YOU SURREY ONE OR SEVERAL OF THESE RIFXR- 
ESCES, YOU CAS BE CERTAIN THAT THEY WILL HOT BE CBECHID OGT. THE 
LENDER .HNCWS RE CANtlOT VERIFY YOUR REFERENCES BUT RE HILL DEFINITELY 
NCT TELL YOU THIS . HE WILL BASS HIS LENDING DECISION OH THE ASS«B*J- 
TIOH or YOUR HONESTY. 

also RESESSER: YOU CAN USE YOUR CREDIT CARDS FOR RENTING CARS, TSCCES. 
BC.-.TS. HOTELS, AtRFLANS TICKETS, BUS TICKETS, HEALS, GAS, BATTERIES, 
S'ICirsENT, CLOTHES, JCST ABOUT AJOfTHINC YOU CAN THINK OF AHO THE BiriR.'! 
*:S GREAT FOR YCC. 
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■icTS : ar-za icc asi THuotaa eiA'tzuc hits the ca*ds, ycu cam aeso 

THIS SAMS CSSIIT SATIHC P? fOR YCORSELF PHOER THE-SAMC YCU IJtTEHO 
X£E?iaC AMO REA? THE SAME BCHETITS AS ABOVE. THE CNLY OIEEEEEHCE 
tWPta BE THAT HITS THE LAST? CARO rOR YCOHSEjjr, TOP HOPIO HAVE TO ?AY 
BITES A.“iO KSE? ETSATTHIHC LZSAI., BOT YOO HOOtO STIIi SET AHYTHISC 
YOP MIGHT IIES3. THIS BHOCSOPBE OF CETTHIG CSEDIT AMP CasDIT CAECS IS 
MCT liiSGAL. BEMSJMEa THIS. 

RSSEHSEa : BUY THE ICCK MEHTICKEE ?S~/IIC£I.‘i C» CESBIT HITaiH CCl 
SA 'S ANC rC£I.IH THE ISISTHCCTISMS T5 THE LETTSa ABC YSS Will SATE 

r.'-anHiHO vie KAin. 



cir.na aejiy rca mcse thah cue cestieicate ih the 

SA.H3 MAKSt 


1. CMLY i:i A rra states xas bibth csarincATss isspeo at the state 

ir/ET. A??SOXTMA?ETY 10 MIELICM CSaTIEIES.COFIES OF BiaTH CSaTITICAtSS 
S£ ISSPC3 EACH YEAR ANO OVEB tOt OF THESE ARE REQ0ESTE3, PRCCSSSE3, 

K9 ISSPEO RY MAIL. THIS HAS THE CSTSUTE IH If T( . IT'S NCH HELL 
VER 15 MITIICN EACH YEAR PROCESSES. HAMS AHD AOOBESS ARE PSUAETY THE 
(LY lOEHTIEICATICH RHaoiREO BY THE ACEHCISS. 


ME STATES, I-HCtPOI-YG 'SASHIHerTOSI. O.C., lECARO AIX 'VITAt BECOSSS* 
FVHLIC CCCPttSHTS. A COPY WHICH MOST BE SPPPLin? TO AHY IMTERESTES 

OTHER STATES ONLY REQUIRS THAT THE PERSOH HHO IS REGPESTIHC THE 
'.TK CCRTI.'ICATS PE BSLATSD, OR RAVE.A LEGITIMATE REASON AMO BEES 
THE OOC'-WV'T. THE ID! METMOO (I.HFAMT DEATH IDEMTITYJ IS THE BEST 
TO OBtAIH A HEW lOEMTXTY THAT HILL BE SAFE ABO SECOBE. IT'S ALSO 
lEHELY blEFICULT TO OETSCT BY AMT LAN EMFOBCCIEMT AGEBCY. 

TO A7FLY FCR A BIRTH CERTIFICATE, ALL THAT IS REAU.T HEEDED IS THE 
. PLACE OF BIRTH AMO NAMES OF THE DECEASED PARENTS, AND CF CCCRSE, 
CAM BE CETAIHEO FROM THE NEWSPAPERS DEAD FILES OF DEATHS. THE 

• or r/Eirrs rs as follows, a.no this applies to the illegal alieh 

lALLY. 
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?A=£7CSTS: 


1. PASSPOBTS WHICH ABE EESEHTlAi. nB tHTEBJIAtlOH^L TRAVSI, CAM IE 
IISKU TOB EIIHEB tSGAI. ANO/OR tUSCAf. PURPOSES. lY OETIHITIOM. THE 
PASSPORTS ASSISTS THE TRAVSECR Ajnj ATTEST TO THE TACT CP YOOR IOE.\TtTY 
A!IC CITIISaSHI? OF ITS BEARER* THESEFORE, SPECIFIC EVICEHCE Of lOEHTITY 
AHO CITI2SHSKX? IS RSCOIBEO FROM AMYCNE WHO APPLIES FOR A PASSPORT. A 
EISTS CESTIFICATE IS OSCALLY THS.ACCEPTAaLZ PRCOF OF CITIISHSHIP. 
lOEHTITY CAN BE ESTABLISHES EITHES BY A OOVESHKEST 1S3CEC PHOTS l.D. (SCC 
AS ORI'/SaS LICSHSSl CR BY AH AFFI2AVIT CF A HITHESS HHO K3CHS T3S 


appl: 

A ? A£ 


CA.'f'T 


c? 


rSASC 
' Acsr 
CAVS 


ASPirCATrCNS «i;s? £Z SwsHITTtD IS rS?^C!i tS?CR£ 
T c?. CTss?* AL^Hcaiiis cmciAi. Arrss a waitzsc pehicz 

, THE CC.MPLST23 PASErCA? ZS CEir/ESES CA PZCSES C? tV 


THE Ar?t*ZTAJ(T 


SOCIAL sscvarrf 


CA.^C: 


4. PAIOR TO 1974. SS tfUMSeRS tf£A£ ISSUES IM THE MAKE OP AHY ZHOIVZOCAL 
UPON SUBMISSION or AM APPLZCATIOM FORM, tV PERSON, OR BY MAIL, WtTHQU? 
uri PROOF OF lOEHTITY. ' IT IS NOW REQoiAfO THAT A ORITZaS LICEHSE, 

URTH CERTIFICATE, HA?TIS^^AL CERTIFICATE OR VOTER BECISTBATIOH CARO 
E PRESEHTES BEFORE THE ISSHIHC OF A SS CARO. 

Oii.>lAU.Y, THERE IS MO OSE OF A SS NLYtSER FOR t.O. PORPOSSS, BOT IT 
lES SUPPORT OTHER FOS-HS Of I.O. IF IT IS MEESED. 


:L£CT!VE SERVICE CRAFT CARO ; 

THIS OCCtWSHT IS ISSUED TO, OF COURSE, MILITARY STATUS PERSONMEL OR 
JMC MEH ELIGIBLE FOR THE DRAFT SYSTEH. THERE ARE MO SERIAL NTOBERS, 
PICTURE AMD THIS CARO COULD lETTER BE USED AS BACICUP I.O. TO SUPPORT 
iT YOU ALREADY HAVE AVAILABLE IF YOUR ACE BRACKET IS BCTMEEH IB AMO 
WHERE BY LAW EVERY .HALE IS SUPPOSED TO REGISTER. THEH YOU OEFIMITELY 
0 OME CF THESE BUT IT IS HOT ESSEHTIAL. 



77 


\* t n:.* wK ttt «Hn • 

«. vr.TEK RESXSTRATIOW C%(tUS AHS ISrilEO UX THE traC. ECA.10S Q? ELrCTI.-,?!, 

*;io ASE 0SE3 it THEIR HOLueas AS r/iDcicE or ACE J«o cittzesish:? ron 

LXHITS3 f'JRPCSES. OfTES. THESE CASiCS ARE 0SE3 rRKUEari'' TO SBP’CRT 
THEIS CLAIM or U.S. RCEIOSMCT fOR RS-ESTRy TO THE O.S. ERCH CAHADA AMS 
MEXICO. 

RCT THrl ARE OF HC OSS HBEM APPLytHC TOR A PASSPORT AHD HCT USUAILT 
ACCEPTS3 HHEZI APPLYIHO FOR A DRIVERS LICENSE. REUtSTRATIOt! rCR A 
VCTEH RESISTRATICN CARO t.-; PESKITTSO BY MAIL IN .MAfFI S'.'aiSOICTLCflS; 
a:« r/SN VfHEN A PS.ASCMAL APPSXRANCE IS REOOIREO, THE Ct.'LI r/ILENCS I* 
ACS. CITLLSNSS;?, RSSI3ENOS A-'BS lOENTITT OF TSS CHE RE5:STS.».:SC THAT 
CA-f SE LEMANCEO BY THE LOCAL CFrLCT.AL3 IS A VERSA:. BSCL,-.RATTC:: CZ'tZ:: 

!.t:cs.t penalty cr and i'Erjury. the csecss maos for this lcciment 

A.AS -NILp'iUSHCSaHINC THE LOCAL ROAESS CSEgCINC ANYTHING FOR VSRLFICATTCN 
CRSaiT CA.RGS : 

7. ALTHCOCa CREDIT CAROS CONTAIN CERTAIM PRINTED ANO EMBOSSED IMFOR- 
HATtON HKICII WHEN CKECEEO 8Y A MElCKAlff OR RETAILER, HE NAY CCNFIRM THE 
VALIDITY OF THE CARO, ROT THE PRIMARY MEANS OF CAROUOLOER AUTHENTICATICH 
IS THE SIGNATURE ON THE CARO ITSELF. NORMALLY, NO OTHER t.O. IS 
REi'JIRFO m CHARGE GOODS CP SEWICES AT A WtOE VARIETY OF RETAIL CUTLETS, 
UNLESS A CUESTION ARISES AliTOTBEVAiroITY OF THE CARO OR THE IMLOER, 

A::L WILL 3? OSTSRMTNED BY HOW YOU PPESKIT YOURSELF AMD KNOWING tSE 
LLMi'TS OF THE CARO, TOO KNOW THIS BY THE PBE-CHICK YOU MADE WHEN YOU 
FIRST SECSIVSD THE CARO. RAIIE CAROS SOCH AS MASTER CARD ANO BANK 
A.ME.TICARO CAN* EV» BE OSET. TO OBTAIN ACTUAL CASH. THE LIMITATIONS ANO 
THE USE OF rJESE CMOS ARE UNBELIEVABLE. 

WHES OBTAINIHC CREDIT CAR.YS UNDER A LEGAL lOENTIFICATtON SYSTEM, THERE 
ARE NO LIMITS TO THE PUHCHASL POWER YOU POSSESS. I PERSONALLY KNOW 
OF iviE INCIVIDUAL *HHO OBTAINED OVER 1,000 CAKCS USING JOO DIFFERENT 
NAMES A.*IC FALSE lOOITITIES. 
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in: wA.‘i r cal'CIiT ur-rAu52 or cnc wonc “C*“ 

T:it cf cc.m.--cm szus^ a.'id AcrriUN'TAaiirrv 

THS ACTwAI. CF THF CSEDIT CASS CCMPAWIFS 

ACV^SED, THCUSA-'ICS of DCCLAP-S ake these for c 
THE LIMCTS ASE REACHED, DESTSCY THE CARO ANC 
PSCCESE AND YOU WILL FIMO THAT YOU WILL Nr/ES 


A^iC -THCL'CHT HE 
SCT' RESTRAINT Z£ 

REESE THE riEN’TZTV 
HAVE A*'r/ rSCEl£;''.S. 


NOTE : AGAIN, USING A FCRKASDXNG AflORESS AGENCY, YOU SAFEGt.-ASC THE 
RHIVACY CF YCCROWN FES.MANENT ACCRESS ANO I.O. USE CF 5E*/ESAI. CF T^ 
FIEWASEING AGENCIES "ECM VASICCS STATES IS NEEEEE. CI>*_HCN SENSE 
SREVAIES AENAYS . 






SC 10 MCT 7^Y rCR A SISTH CERTIFICATE UNLESS YCL* FCLICW THE CSE 

A" crr:cr.Ai-LZ~i", f aCm am attzhnz? cs EUSiMESi.'’!.-.M ca i>A/rsr:cAr::iG 

AG'MCY, cSCACrSZ IT WON'T WORK. THZ.aZ ARE A TOTAL Cr (40) ST.ATZS THA 

.azzTaicT Acczzs to THZi.a vital statistics filzs. it rz-all'/ cczs mot 

MATTZ.a BZC.AUSZ YOU C.AM ALWAYS (ISZ THE MEWSPAPE.a SYSTE.M FOR THE DE.ATH 
SECTION A.ND STILL CAIN THE PROFZ.a CERTIFICATE. ALWAYS DCCBLE CHEEK 
r/ERYTKIMC BEFORE YOU ATTEMPT TO GET THE NECESSARY DCCJMEMTS TO 
CSTAIN IDEMTIFIC.ATICH. 


REMEMBER : 


1 . FIi jT 00 TO THE NEWSPATC.a O.-rMI CE LIS.RARV 

2. FIMO SEVE.RAL CCOO PROSPECTS YOU C.AS USE 

3. APPLY FOR THE BI.RTH CERTIFICATE {WAIT FOR ITS AS.RIVAL IN THE .MAIL) 

4. APPLY FOR THE SOCIAL SECURITY CARO (WAIT UNTIL IT ARRIVES THEM GET 
CRIVE.-S LICENSE) 

5. .’.PPLY FOR DRIVERS LICENSE (NtW KE.XICO ( KANSAS - SAME DAY SE.RVICE) 

6. OPEN THE 3A.'.’K ACCOUNTS (3) NEED S300 TOTAL 

7. .'lA.KE Y.OUR PA'IMENTS ACCCROINC TO THE BOOKLET (TRIPLE A.AA H.ATING 
IN 30 CAYS) 
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a. RENT THE CFtlCS AMO INSTALE. TOO (2) PHOMES , l-EHPEOYMEHT, 1-27.22117 
RATING 

9. MAKE APPLICATIONS FOR CREDIT CAROS USING BANKS AS REFEHENCSS A.ND 
STORES PER PHONE 

10. MAKE SUSS TOO HAVE GOOD REFERENCES (THESE ARE HOT CHECKED) 

11. (LAVE A HOKE ADDRESS FOR THE LENDER WHERE TOO CAM GET YOUR (LAIL 
(NOT CHECXS3) 

12. WAIT FCR YCOR CREDIT CARDS TO ARRr/E 

13. CHECK POHCK.ASE L2.MITS ON E'/ERY CARD (FLCOR LIMITS AND M.\.X2M'JM LI.MIT) 

14. CHECK WITH SANK ON MASTER CA-RO LCA.'JS -SANK A«E.7IC.\RD LOANS 
(THEY HILL TELL YQO) 

15. APPLY fSft BANK CARDS AT SEVERAL BANKS IN YOOR NAME 

IS. GO TO WORK AND KEEP PACE (TRACK) OF EVERY STORE THAT YOU CO TO 
AND WHAT YCO SPEND, ESPECIALLY WHAT CARDS YOO USE - DO HOT POSH 
YOOR LOCK, BE CAREFOL AND SPEND TO THE LIMITS 
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AS AHALYTICAL study of the SIGEHIAN FSOBJ.S! 
IS 

ATLANTA. CEORGU 


This report vas vriccen by Special Agents and of the 

Atlanta District Office of the laimigracioa and Saturaliaacion Ser/tce. 


BAC<caoi.'yD 


In April of 1989 a Nigerian Task Force (STF) consisting or Special^ Agents o: the 
Faderai Bureau of Investigation, Secret Service, U.S. Postal Service and 
Istsxaracion and Naturalicction vas fcmed at Aclanca, Georgia. i.r.e purpose o: 
jrr? vas to pool the resources of a.l tne Feaerac Agescaes invo-vec i~i cane up 
vith a nethcc to ctntat vhite collar crinas being perpetrntad urcn rr.e banl-;ir.i 
and insurance industries by Nigerian nationals. 

This reocrt ac:er.?t 3 to shew the correlation aecvesn the high vhita collo-r trine 
'*nce in the Atlanta area anc cne Nigerian population. The report d»e— a S'^-e_y 
vith Nigerian fraud in spite. of the tact that other West African natior.UiS are 
"copying”* the "art" of financial transaction fraud and insurance fraud froa the 
Nigeriailsi*- 


DET.\ILS 


The Nigerian problen is noc restricted to Atlanta. In fact, *any large 
aecropolican areas throughout Che coocinencal U.S. are also experiencing probiecs 
associated with. Nigerians and white collar crlne. Tor example, in 1986, the Nev 
York League of Savings Institutions discovered chat there was an organized fraud 
ring in the New York area. This ring later became known as the "Nigerian Crime 
Neevotk" (NCN).^ The NCN is a very well organized and clever ring. The typical 
perpetrator is a well educated black male ber/een the ages of 20 acd 40 years 
old..^ The type of fraud utilized by the NCS which is the cornerstone of the fraud 
used in- Che Atlanta area will be discussed In detail later in this report. The 
success of the NCN is based upon their acceaslbillty to false identities (See 
Exhibit A). 

Nigeria was once a colony of Great Srlcain. Because of the British accent that 
Nigerians possess, thay often attempt to pass themselves off as American Virgin 
Islanders. This claim is saldom challenged by officials of financial and 
Insurance insticutioas. 


I 
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Th« Si 5 «riatx culcura carely uctiiaa* aitzh cateificacts. Back ia Nigeria, a 
pazTSoa aisply daciares chair aaaa and dace of birch and ara provided wlbh 
docutteseaclon co chac efface? Thera are oo conerols la Nigeria as to how oany 
declaracions aa ladividuai can euke. Thus it is possible for Individuals froo 
jllgerla co aacar eha 0aiead Scares wich passports based on chase declaracions. 
In Aclasca for axasple. Special Agencs arrasced 

, a deportabla rasidanc alien in possession of three Nigerian passports. Two 
of the three passoorts were la diifereac names, passport #1119917 was issued In 
the of Ayoco OSHISOVG and passport #0502232 was in che name of Abdulai 
Sheu KABATU, che third passport was in his real name. Ail 
three passports were Legally issued from Nigeria, all having his photograph. 
These passports enabled Mr. to re-enter che 0-S. without decection after 
having been deported. 


In che U.S. Nigerians accuauiata false identities by assuming che idenc:.t 7 or a 
real person and Chen, acauiring a driver's license in chac individuals’ s aana. Ir. 
April of 1939, Special .Agencs rrsn .Atlanta arrested . and 

in possession of si;: stolen credit cards and si:: Gee rtit 
driver’s licenses in che oases or the card holders. Nijeriar. %nit 2 Co--er’ 
crime in che .Atlanta area ironically has its’ origins ia aany ot c.ne ciner.cia. 
ir.stitucinns . Nigerian.^ hold jobs In financial Institucions and assist ••igerian 
'’customers" in detraudiag che oaae institucicos tnat t.ney ars employee in, m 
addition many Nigerians work in. che security or janitorial fields whitn a.._c'-s 
them acceds to personnel files, which in Cum is used to secure false idencities 
jnrf secutiM*e 7 edlc racings, la Atlanta for example, e Nigerian by the name of 

was employed by a local Janitoriai company. 
Mr. through aechods unknown co Investigacions. assumed the Idencicy 

C.S. lacemai Revenue Agent end was able Co accumulate approximately 124,000.00 
of credit before being apprehended. Mr. ^ is presenciy serving 24 months 
for Financial Transaction Card Fraud and 12 moachs foe Re-entry After 
Oeporcaclon. 


The 24 month senceace received by Mr. for Financial Transaction 

Fraud is the e.xeapeloa rather chan the rule ia che Federal, Scace and local 
Jurladlccions within che Aclanca Mecropolican area. FTC Fraud in che AClanca 
area will ba discussed at length lacer in this report. What should be noted here 
is that che overburdaned criminal Justice system appears to be che precursor 
rather chan the panacea to this problem. 


Even chough che criminal Justice system, (specifically the lenient sentences 
imposed on these perpetrators) appears to be the culprit, it would be a grave 
error to lay eocal blame or responsibility for solving this problem on the 
shoulders of government agencies. Financial instltutlona. Insurance companies, 
and credit card companies all share equally In the formation end ultimately in 
the resolve of this problem. Financial coBSunities, in their reluctance to 
divulge chetr liberal lending practices to their investors, are more likely co 
"writs'* the loss off co cbeir investors rather chan pursue criminal prosecution. 


2 
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Th« «csc-i:ic3 *rs frishcanisg. 0£ the 30,000 ^ S^^OPO Nlgarlana In eha gnitad 
S tacas, 1= Is aaci^cad chac a amfOTSTs^ ara mvolvad in crlalaai iS .Yley. Of 
ehosa, a acaocly lO * 15 parcant art pr ogactt cad ’for th^r ftaud ulanc acciviclas? 
Tn“dr3ar co "fuliy afpractata the axca&t of the '«laaa coniyrc'Eia'by Slglflaas Cwo 
undarlylsg causes; Che acaaoeic coodleioas In STigaria, and the mind-sac of 
Higariacs shculd be a:cpIorad. 

In dealing with the former aiaaanc first, a brief history of SSlgaria la in order. 
Slgeria is the nose populous country in .Ifrica vich a popuiacion of 80 - 100 
Billion oatole cor.stiruciag approxisacaly 250 tribes. These tribal groups 
include the' HAUSA and HTUNI in the North, TORUU in the South and 130 in the 
East. Manv of the problem 'Nigerians come froB the south, ouiinly BENDEL State, 
ONOO State, CYO State end U.C03 States. Many come from the TORTBA and ISO 
tribes. It should be noted chat Nigerians are vary tribal and thus organize 
their criminal activities in the Cnitad States along these tribal lines. Nigeria 
is about the sire of California, Aristna and Nevada com'oiaed, occupying 356,700 
square miles.- The prinary lang-aga of Nigeria is English, however each tribe 
speaks chair c’vn iialact. Iha religions are nuslins, primarily is the North and 
Christians in the South. 

The primary source of revenue for the Nigerian government is petroleum. In fact, 
eC' of tne revenues rateivec bv the gavernnenc cones from oil. Nigeria is second 
only to 5*uci Arabia 43 che nest intortanc supplier of oil to the United States. 

On the.|uciace it would appear that Nigeria is a very affluent country, 
unfortudarffly this is not che case. Greed and corruption at the upper echelons 
of society prevent any trickling down of revenue to the ouijoricy of Nigerians. 

Nigeria, like most third world countries, consist of cwo soclo-econoalc groups; 
che upper and lower class, che latter conscltuting the majority. Black Market is 
a way of life in Kigerie. Children are caught about Che intricacies of Che Black 
Market before they are caught about math, science or history. 

It is because of these econooic condiciona that many Nigerians opc to venture to 
more affluent countries to reap che rewards unobtainable in their country. 

In May of this year Special Agents from the O.S. ImDigratlon Service Atlanta 
Discriec Office, while on a deportation detail to iagos, obtained some useful 
information concemlr.g cha sdad-see of che eriainal Nigerians in the Ocited 
States. Nigerians see the Oclcad States as tbs most affluent country in the 
world. This is portrayed to them by Nigerians who have returned from the O.S. 
with the "bounty" of their erisinel endeevors. ligertans see Che D.S. through 
rose colored glasses, with serests lined with gold, there for the taking. It is 
becauso of this perception Chet meny unserupuloos orgenizetions prsy on 
IsBigrents and noniamigrants bound for the D.S. One orgenlaetion In pertieular, 
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Che Ceiesciel Church of Cod, wich affiliaces in «he 0.S. -recruit individuals to 
crave! co the 0.S. for the sol* purpose of coaitlccing criminal acts. This type 
or vencure is reainisceue of the indeacure servant era. It is unknown whether 
Che recruicmeac is prior co or after che issuance of the visa* hut what is known 
is chat Che sole purpose of this church is Co school individuals in the 
intricacies or "white eallar” crime in Che O.S. The exact specifics of each 
cransaccton between Che church and client are not known. What is known is that a 
"contract" is made between both parties whereby the church instructs che 
individual on 0.S. laws specifically laws dealing wlch "white collar" crime and 
ways CO circuavenc them. In some instances* the church aisc pays for passage co 
che O.S. and in rtcum Cor this service, the church demands lOX on everj/’Ching 
C.Hac che individual steals in che L'.S. Taese "contracts" are enforced through 
their affiliates in che 0.S. Host of che U.S. cities that are experiencing 
problems with Migeriaas have an affiliate or che Celestial Church of Coc 
scnewhera in their area. In che Atlanta aecropOAican area che church is locatec 
on Sylvan Street in Southwest Atlanta, actaapca co Infiltrate chis church have 
orovea unsuccessful. 


As stated earlier in chls report, Fraud Is che cornerstone of che Sigerian Crine 
Xecwor'<'$ criminal structure. 'The enact amount lost in dollars is an elusive 
figure, primarily due co che reluctance of financial insclcuctons releasing that 
Inzoraaclo-l^or fear of reprisals from Investors. But a conservative esclaaw 
would put the loss In che excess of millions of dollars per year. 


riNAaClAL TSA.NS ACTION CARD FRACP 

Financial Transaction Card (FTC) Fraud and theft is by far the most serious 
criminal activity encountered by Special Ageacs in che Aclanca Metropolitan area. 
Since inception of the Nigerian Task Force (STF) in Atlanta, 19 of che 39 cases 
opened have been FTC celaced. That equates to 4BZ. Almost half of ail che cases 
involving Nigerians have been associated with some type of credit card fraud. It 
should be noted that many of che cases opened by U.S. IN&S are eases In which the 
individuals have been convlcccd and have come to our atcencloa due to ehe-r 
deporcability ■ There are numerous cases still pending whereby Nigerian resident 
aliens have been arrested foe F.T.C. by federal, state and local jurisdictions 
and who have not been deported based on Section 24l(s)(4) of the Immigration and 
Nationality Act. Due to the lack of manpower in the Atlanta District Office, 
some individuals have avoided deportation based on the inability to "track every 
resident alien awaiting conviction. Imnlgracion holds cannot be placed on 
resident aliens until after sentencing. It should also be noted that a vast 
majority of the FTC cases involve resident sllens. One individual la 

, a resident alien was convicted in 1908 cor 
rre Fraud in Gwinnett County, Georgia. Ee was sentenced to 2 years U jail, but 
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served oxilv 3 a»BChs. Be »as brought to our stteacion la Sepceaber of 1989 efcer 
ic tfas itemed Chet Mr. was waoced by Scotiand Yard, for 

tnceraacionai conspiracy j,TavQlvC-ng credit cards stolen in the U.S. and then 
shipped CO England for use. 


The methods used by Slgeriaos Co obtain credit cards are extensive, but the 
comaon denominator la ail of the eases is the avaiiabilicv of false 
Idenciilcatlon cards. Some individuals obtained false I.D. cards to obtain the 
credit cards, while others obtained the false X.D.*s after they stole the cards. 
One individual apprehended -by IN&S, » vas found 
In possession of sixteen (16) different l.D.'s all in different names all bearing 
his picture. 


One of the most coccon ways Nigerians perpetrate FTC fraud is simply to assume 
Che iceacity of a respected citizen and Chen file credit applications la chat 
name. Ones the cards are received the subject has approximately thirty days to 
use the card before the next billing dace. 

Another tommen procedure which was asei by » a Migerian 
convicted in 1986. for FTC and deported by the Atlanta District Office in July 
1985, vas a little more complicates. Mr. - was employed by a local accouacaac 
firm as a csca processor, and had access to numerous credit cart nuneers. It was 
easy for • to cransacc business with credit card companies over the telephone 
with me?C4t' Che credit card number. Mr. . would simply telephone Che creiic 
card company and re<iuesc an "Add'-on" card. 

To avoid suspicion. Mr. would telephone the credit card company a few days 
later and request a change of address on Che new "Add-on” card. Mr. would 
give Che address as a "drop-box" known" "only to himself. Once the card(s} 
arrived, Mr. knowing the credit limit on the card, would then charge the 
card to the limit. Once the limit was reached, Mr. . would send the credit 
card company a "bogus" cheek printed in the card holder’s name. When Che credit 
card company received the check It would aucomadcally raise the credit limit to 
the amount of the "bogus" check. This procedure wes repeated two or three times, 
aceuculaclng as much ss <50,000.00 of credit before Mr. would stop using 
chat card. Mt. would then begin the whole process again. Mr. was 
convicted on li counts of FTC and sentenced to 3 years probation. 

Most of the other eases involving FTC la Atlanta Involve stealing credit cards 
from mail boxes. A couple of casts have involved Individuals working Inside the 
pose office stealing the cards and then selling them to friends. 

The methods used to perpetrate FTC fraud and theft is laexhaustive. Many 
Higerians chat are involved in this particular type of crime are college educated 
individuals majoring primarily in business. It is for this reason that they are 
adept in defrauding various financial Institucioos. ^ 
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BANK FRAtm 


According co F3I scncisclcs, Ch« l09s«s Cron bank fraud hava doublad «ach yaar 
for cha lasc chraa jraars. Tha loasas for bank fraud ia> 1988 coealad ovac 
$2,000,000»000.00. as cosparad to cha gross lossas accrlbucad co robbacy vhlch 
cocalad lass chan $47,000,000.00 naeionvida. ^ Thasa, of coursa, are figures 
eospilad froc cases accually reported and do not r<«prasc3C cocil Industry losses. 

Hlgerlan aliens have bean assoclaced vlch bank fraud since the early I970's. Ic 
vas Chen chac banks in Mav York uncovered a series of fraiululane loan 
applicnclcns being submicced by scudeacs from Sigerla. The loans vara In che 
naaes of lagicinace collage professors* whose names were obtained from college 
yearbcoks.^ In 1966. che }fev Tork League of Savings lascicutions uncovered an 
organized fraud vhlch they called che "Nigerian Crime Necvork'*l This ring 
defrauded stv:.r.gs and loans, banks, and ocher businesses in che Nev Tork ares. 
In 1968. sever. S 1 I's in Te^as vere defrauded by a group of Nigerians a 
very sinilar ncdus operacdl CJ chac vhlch vas used ay che Sigerian Crlne irecvcr.-: 
in Sev Tcrk. 

The activities of she Nigerian Crime Netvark are by no means lisieed co cha scats 
of Nev 'fork act Ter.as. the stapes of Georgia. Alabasa, North Carolina, and South 
Carolina nave also been cargtced by chis organizaclon. 

There are several thousand Nlgarlan aacionals living In che Aclanca Kecropollean 
area alone. There is also a large concentrecion of Nigerians living in che 
vlcialcy of Runcsville, Alabama. Since April 1989, Aclanca INS has arrasced 42 
Nigerian aacionals in boch proactive and reAcclve operations. Of chose 42 
Nigerians, roughly 2SZ had received or subse^encly received convlccions for benk 
fraud or forgary. Ic is believed Chac these figures only represent a drop in cha 
buckec as far as the cocal bank fraud accivicy in che Aclanca Dlscricc. Due co 
manpower restricclons, we have been unable Co ksep up vlch Che enormous Influx of 
Invcsclgacivc leads received from ouserous sources. 

The success of che Nigerian Crime Neroork is largely relaced co their sblllcy Co 
procure fraudulesc idenclflcaelon doeuaencs and thereby escabllsb aeeouncs under 
vireually any nose chac suies chair needs. The examples of Nigerians arrasced in 
cha Aclanca Oiscricc in possession of atulclplt Idsncicy docuoancs are coo 
numerous co maneion. Suffice ic co say chac dosens of eouocerfeic driver's 
lieaasea,* birch cereificaces and ecaea Issued driver's licenses obcalaed 
fraudulencly have been salted. Also seitad are blank birch and bapcismal 
cartificacas, a dry aaal scamp machine, and blank gold aeala. In addlelon. a 
fraud manual used by Che Nigerian Crime Network has been ebcaiaad. Ic dsscribes 
Cha scap by scap procedures necessary co obtain fraudulaoc idecclficacien. 
(E.xhibic A). 
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Ones chs false icenclcy Has been escabUsbed, Che cypieal scenario Is for Che 
Individual co open an account ac a bank or S 6 L. CeneraXly, a large check is 
Chen deposited Ic che account alaosc iaaedlately. The checks are often a payroll 
check or an insurance settlement check (insurance scams) . These checks are 
usually vricten on ficticious companies or non-cxlstenc people'. 


Due CO nev z^^'il&fLons which rescricc Che amount of time a bank can hold a 
deposited check, these individuals can etart drawing money from their accounts 
almost immediately- this ts almcsc always done before Che check is returned co 
che institution as being bogus. In addition to making large cash withdrawals, 
Che individuals will write checks co merchants for very e.\pensive items such as 
jewelry, clothing, stereo equipment, etc- 


The Mi 
er.trsprar,. 
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Mervor.v. 
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They 
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che crunk* 
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i^^his c 


in bar.k fraud are by no means novices or solicar;-’ 
are highly trained In their craft, either before leaving 
■ir.| ih che’w.S. They are often college graduates, many of 
;r3e3 i:i business or actouacing. ;^osc isportancly, chase 
ted and controlled by the ruthless itacershi? of the 
che leaders ia che Atlanta area have been identified by 
3. One such leader, a Migerian resident alien, has not yet 
crimes since he Is highly cautious and delegates casks to 
ding CO soertes, be is dangerous and keeps Kis troops in 
ioience. He is purported to carry an 021 submachine gun in 


Ic Is believed chat some of che proceeds earned from bank fraud, FTC fraud, and 
ocher frauds are cent co Nigeria ia exchange for drugs (heroin) and guns, which 
are then smuggled elsewhere. 


NASCOtlCS S:-.TGCI.i:?G 


Nigerian nationals .are playing an ever^lacreasing role la aarcocics trafficking 
worldwide. They are parciculaciy Involved with smuggling heroin. According co 
the Chicago, Illinois Office on National Drug Control POlicy (ONDC?) , Nigerians 
played an Inaignliicanc role In drug smuggling up until 1983. That year, only 1“ 
Nigerians were Ihtercepced ac airports in tba O.S.^ Since 19S3» however, there 
has been a rapid increase In Nigerian involveaeac in drug smuggling as evidenced 
by a steady increase in appreheasloos and seizures. The OHDCP escimaces that 
over 600 Nigerian heroin couriers were intercepted worldwide during 1988, with 
little effect on Migerlan smuggling orgaoizations.* INTERPOL statistics show that 
over 500 Nigerians were arrested for drug trafficking between September 1988 and 
March 1989 in different parts of Europe.^ 
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Here is ch« Aclasca Discrlcc* chis cread waa racenely evlda&cad by eha arrasc of 
four Sijariaa harois craffickars ac cat AcUnca EUrcafltXd lotanuiicionai Airport 
vichis a chrtt vtak ptriod in Hay and June 1989. All four of chase individuals 
vara heroin “svallovars” : it - chay packaged cha heroin in balloons or condoms 
and chan secured cha end vich dancal floss and suptrglua before swalloulsg. The 
record for this iacemal coacealaenc machod is H32 grams {227 packages) and is 
held by a :U;eriaa arrcsced ac JFK.^ The Individuals arrested in Aclanca this 
year had svalloved an average of about LOO packages. 

Anocher vorrisomc crend was also evidenced by the recent Aclanca arrescs. Of che 
four Nigerian individuals, cwo (2) were resident aliens (I-Sal's) and two (2) 
held work auchoriracion cards (J-6a8A’s). This corresponds co an ONDC? report 
dated 6/13/39 which scares chac '*Nlgeriac^ LPRs *ay be traveling co Nigeria co 
carry che drugs back co che Cnicec Staces'*."* A large percencage of che Nigerian 
L??.5 enccuncered by this office afcer ccnvlccion for CIliT's (la: credit card 
fraud'' 'nave alsc been shown co neve crnveled Co Nigeria rre^uant..:’ (2-c 
cines. year,- . 


The rii.scn for che ccinc ir. using Nigerians who are C.S. resldenc aliens co 
craffio/. 'nemn is prinarily due tc eh* increasing difficulcy in obcaininj l'.5. 
visas. ':.S. Enbasiy officials in Lagos. Nigeria advise chac approninaceLy 30.1- 
?0f of Nigerian visa apolitaucs are rejected due co fraud. A cruuduj.e?.c L’.S. 
visa Ceil.’ 3“ jocained ac Oiuvole/Oshofin, a sprawling slum In che heart of lagos, 
buc can cii^ over N13,000.00 (apprexlsacely $2,000.00 U.S.)> 

The factors concribucing co che growth of che Nigerian Heroin crafflcking 
organisacions are priaarily economic. Nigeria is che most populous aacion in 
Africa and has been suffering huge losses in revenue due co che worldwide drop in 
oil prices several years ago. As an illusczacion of che severity of chis crisis, 
che Nigerian govemaenc closed che Nigerian consulate in Aclanca chis spring. A 
consular officer scaced chis was due to financial difficulties and chac all 
consulates would be closed except for New York and the Embassy in Washington. 
Furthermore, a Nigerian can make che equlvaleac of cen years annual salary in one 
heroin smuggling crip co che O.S. Added co this is che fact that Nigerians are 
told chac there is licele or no chance of being deceeced wlch the use of the 
ingesciag (swallowing) cechniques. Furcberaore travel to the O.S. from Nigeria 
is facllitacsd by the Nigerian government, which subsidises air travel. A 
Nigerian can travel co che O.S. from Nigeria for about $400.00 as opposed to a 
fare of $3,000.00 if purchased In che U.S. 

Ic Is difficult CO profile Che NlgecUn drug trafficker. Couriers are tecmlted 
from all socUi lavels In Nigeria. Children as young as cen years old, at well 
as pregnane voman have been used to smuggle heroin. In 1987, Capcaln John Billy 
EKO, a former top pilot of Nigeria Airways, was arrested for smuggling cocaine ec 
JFK and was seneenced co seven years conflnemenc.^ In April of this year, a 
former seoacor from Nigeria, Ademola ADEGOKE was also arrescad ac JfK with 
luggage concaining 3,300 kilos of heroin valued ac $2,000,000.00. Ic is easy co 
saa chac drug crafflcking parmeaces every echelon of Nigerian society. 
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d;sliu.^c; scahs 

Of all Che fraud being conducted by Nigerians in che Atiaaca Districts the area 
of insurance fraud seess Co be the fastass growing. Our office has been besieged 
with re<;uescs for help fron nuserous insurance companies ioolcing for Quic;'C 
solutions CO the huge economic losses they are suffering due to the fraud 
activities of the Nigerian community. The prevalent insurance fraud accivicias 
are property damage (vehicular) > bodily injury, home-owner theft, business theft, 
and life insurance. Insurance industry investigators in the Atlanta area clain 
that as much as 50* of the fraudulent claims being filed can be attributed to 
Nigerians. 

In one local scenario, an insurance company has identified a "prapetty dacuise 
ring'* involving a number of Nigerians. Beginning in 198/, this .\c>.ar.ta insurer 
paid out 30 claims to two Nigerian individuals, with an average pay out cf 
Sj.OOO.QQ per claim. C£ course, these individuals went chrrugh numerrus icentity 
changes in an attempt to evade detacticn. These individuals voula stage numerals 
accidents with tne same vehicle and file claims on che same insuranca ctmpany. 
often rapcrtins the same damage. The Nigerians are so adapt at insurance franc 
that thev often are tcmiliar vit.n the companies enough to know whicn ctmpanies ct 
net have a local fraud investixatcr. Thev then prey upon these tnat den c, anc 
are otter, giver, a check on the spec at c.he drive— up claim vindovs. 

In a va^tation of the property damage scams, Nigerians often purchase an 
expensive car (ie - and insure the vehicle with oumerous agencies. The* 
then stage an accident, often with the help of Nigerian accomplices in another, 
vehicle, and then file claims with all the companies. Many companies pay off 
such claims imnediately, with average settlcjuncs eround $3,000.00. It is easy 
to see how quickly a sum of $15,000.00 + can be made in one day in this manner. 

Another popular fraud involves feigning bodily Injury after « automobile 
accident is staged. . Nigerians will load up 3-4 people in one car and drive down 
the interstate, according to a local insurance investigator. The driver will get 
in front of an unsuspecting motorist and then slam-on the brakes, causing a 
collision. These individuals have no concern for the safety of the other 
aocorlst nor che extent of damage chat results. Ail of the Nigerians wiil then 
claim bodily injuries and will file against their own insurer as well as against 
the victim ootorisc's insurer. This is because Georgia is a ao-fauit state in 
which che insured’s own carrier pays for injuries. The everege pay*of: is 
$7,500.00 per person, or $30,000.00 per accident. The claims are most often 
handled by mail, which makes detection of fraud difficult. The Nigerian usually 
cakes Che policy out under an allaa, which he substantiates with a driver s 
license (fraudulently obtained). The accident normally takas place before the 
policy goes to the underwriter for clearance. 
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Another popular aoa ver 7 lucrative insurance fraud Involves lire Insurance 
policies. Recently a Nigerian tourist case to Che Atlanta area to visit his 
vtfe, ifho resides here. While here, be cook oue a S200. 000.00 life insurance 
policy. Be then allegedly vesc back Co Nigeria and died shortly thereafter. His 
vldov Chen filed for her claia. and as proof of his death, she subaicted a 
photocopy of her husband’s Nigerian daach eertificata (without official seal) and 
a photo of the deceased laying in a casket. Obviously, the potential for fraud 
of this nature Is great, since any docuaentaclon originacics in Nigeria is 
suspect . 

Ocher frauds include hose-owners insurance and business cheft Insurance. Some 
Nigerian business owners, according to one insurance company, have beer, found 
submitting fraudulent stock invoices following an alleged burglary. Home 
burglaries are also staged, with large quantities of Jevelr^^, audio equipment, 
etc. being reportedly stolen. 

Unfortunately, nose insursnea fraud is net reported co law enfortenent oificiils. 
Most inturince conranies pav-off the claims and count then as business losses. 
One insurance company puts their losses at 53,000,000.00/year nationvide in these 
types of frauds, and adds chat this is -use the “tip of the iceberg". Due to th«i 
lack ci criminal prosecution for insurance fraud, many Nigerian IPR's fine c.his 
CO be easy and risk-free aonev. la additloa, many Nigerian stacus-vioLacors (3- 
Z’s, F-I'a) are able to conduct these frauds without the risk of being Jailed by 
Iaisigra*yi«n authorities, since District or Regional policy Is to detain only 
aliens convicted of crises. 

There have been several instances la the Atlanta District where such aliens have 
been repeatedly arrested and released due. to lack of a crinlnal conviction. 
Those aliens subsequently go beck Inca tSe community and continue to file 
fraudulent Insurance claims co support themselves. The only lesson they learn is 
that insurance fraud is a very easy, lucrative business and chat there is no 
effective system la place to deal with such violations. They also discover chat 
as long as they avoid being convicted, the tamigration and Hacurallzatlon Ser/ice 
will be very limited in its ability co act effectively against them. 


ADMINISTRATiyS 7IQLATI0KS 


In addition co tha aforenencloDad criminal aetlvlcias, many Nigerian nationals 
also ace found co be in violation of the adainlstraclve codas and ragulacions of 
Cha Unicad Seacas. This is aspacially true when speaking of laBeigretloo 
violations, since many Nigerians come co Che United Stataa not for leglcimace 
pursuits but instead coma here co pursue lass chan legal accivleias. The 
following is a breakdown of the most often encountered admlaiscracive violations 
as experienced In the Atlanta District. Theca figures art compiled from data 
raiatlag to arrests made by tha Nigerian Task Force of the lamigration and 
Nacuralizaclon Sar/icc in AcJLanca, Oaorgia since April 1969. 
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OVERSTAYS 

As "ovftrseay" Is yh«c Imigratios oificsrs csubbodIv call an Individual ^ho 2.3 
legally idmxzz&a inco Che United Scaces but vho then rer^lns in cne cou-^ry 
longer chan he is percilcced. EKaapIes are visicors for pleasure (3-2's}, who are 
generally adaicced for a period of six oonchs and vislcors for business (3-l's) 
who are adaicred for up co one year. Of che 42 Algerians arrested la Atlanta 
since April 1989, 2r (59S> are classified as being overstays. The anouac of tire 
overstayed varies greatly, but is generally over one year. 

Of these overstays, three individuals had been able to obtain a visitors visa and 
re-enter the country even though they had bees previously deported from che C.S. 
They accomplished this by first obtaining a nev Nigerian passport under a 
difiarsac- name - an easy task by all accounts. The Nlgeriar. govermenc repurtsi 
CO U.S. authorities chat over 50,000 blank Sigerian passports have been strle;: 
since 1980.' With nev passports, these individuals can c.hen go to the ■.‘. 2 , 
Ensassy in lagcs and obtain a visitors visa. Cr. sen* octasirns, a Nisiriun 
enters th« I'.S. using a passport and visa belonging zz another Nigerian. Tha 
paaepert is altered prior co arriving in t.he U.S. by naking a phett subscitutirn. 
the individual t.hen claims che identity cn che passport. 


STUDENTS OF ST.ATU5 

An out of status student is simply a foreign student (F-I) who falls co comply 
with the regulations necessar:^ to maintain their status, this is most often a 
student vho quits school and then remains in the United Scaces, or a studehc who 
has already graduated from school and fails to depart che country. Of che 
Nigerians arrested in che above mentioned operation. 3IZ were classified as being 
out of status students. Some of these individuals had actually never attended 
any college or approved school. Host had attended for a while and then dropped 
out. Many of these claimed financial difficulties kept them from graduating. Ic 
is. however, incumbent upon all foreign students co prove financial solvency 
prior to coming to study tn che U.S. and financial hardship Is not a defense 
against this adainiscraeive charge. 

tc eater che U.S.. many Nigerian students obtain fraudulent Imsigracioc ferns 
such as che 1-20, which indicates che foreign student has been accepted at a U.S. 
college or university. The cose for such forms is usually between IO0-2C0 U.S-. 
dollars. These forms are either couacerfelecd. obtained from unscrupulous 
college adminlscraecrs or from ocher Nigerians. After obtaining che 1-20, the 
Nigerian takes che document co the US E^assy in Nigeria and is usually given a 
visa CO eater the U.S. 
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SPECIAL AGRICin.rUIUL ^'CRKSR PROGRAM FRALT) 

In 1986, Che Congress passed Che Ismlgracion Recora and Concrol Acc In an actesoc 
Co address and alievlace the probletas asaociacad with an enomcus and ever- 
increasing illegal alien populaclon within cbe U.S. As pare of che soluclon. che 
Congress passed che Special Agriculcural Worker Program (SAW) , which made ic 
possible for many illegal aliens who had worked in cerrain agriculcural jobs co 
become legal residencs of che U.S. ebeough a gradual process. This process 
included che presentacion by the alien of proof chac he/she had performed such 
agriculcural work (such as picking crops) In che form of decumencacion. 

This documencacion usually consiscs of a notarized lecrar from a farcer scacir.g 
chac che alien performed such work on his farm during a specified cine pericc. 
As has been encountered in ocher areas or fraud, Nigerians have shewn cherselves 
CO be e:;tert3 ir. cour.cerfeicinr and otherwise procuring fraudulanc dccunenci. 
The area of a.-,'.' fraud seems ro be no encapeion. 

luring che operation of cne Nigerian Task Force, a SAW fraud ring involving ’-v’est 
.-.fricans was discovered in che Atlanta Discricc. Three Liberian fenaies were 
arrasced on separata cctasioss; all in che possession of SAW carts (l-oSS.-Zs). 
Al_ chrae ^ave scacenencs chac they had obtained the cards fraudulencly. One o: 
che cesa.'veeL is currencly being charged crloiinally and has given acaceser.es co che 
effect chaf*there are a loc of people who obtained- similar documencacion through 
a Liberian national in che Aclanta area. 


CHIVIES INVCLVI.NC MORAL TURPITUDE (CIMT) 

If an alien is convicced of a crloie Involving moral turpitude (le: chefc, 
murder, forgery, etc), he/she is subject co separate adminlscracive vlolacioas in 
addition co any criminal peualcies. For example, a lawful permanent resident 
alien who is convicted of a CIXT can be charged adaialscracively and deported 
from che U.S., depending on che circumstances. 

Of che Nigerians included in this report, over 60Z had been convicted of CIMT's 
or were convicted subsequent to their arrest by this office. Of chose, a 
majority had multiple convictions. Some of chose arrested are in custody and are 
pending trial. Of course, a large number of Nigerians in this study have been 
implicated in crimes but never stood trial due to a lack of evidence In their 
cases. On occasion, prosecution Is declined because local, state, or federal 
prosecutors opt for deportation of che alien from che U.S. instead of criminal 
conviction. 

The reason for this undesirable situaelon can be attributed co the overburdened 
crioinal justice system In che U.S. Until this problem is addressed, Nigerians 
and ocher aliens can come to this country and perpetrate crimes with little risk 
of serving time in che country's penal inscituCions. When they are caught, they 
are merely deported and can be back in business within weeks. 


12 




92 


CQ^iCLUSION 


The solution to this foraidable problem is not e siarpllstlc one. There has been 
consideraoXe confusion and llCCXe agreement as to »hae the answer is At one end 
of Che spectrum there ace individuals advocating more proactive law enforcement 
techniques, while at the ocher end there ere Chose who advocate a more reactive 
approach. In Che financial coamnanlcy there are chose who favor stricter controls 
on lending practices and then there are those who favor less. Within the legal 
arenas there are law ataicecs who propose tougher sentences and then there are 
chose who argue chat building more prisons just isn't feasible. Some will 
propose chat if we just stopped Migerians from entering our country then the 
problen would be alleviated, but chen you have the problem of politics and oil. 

As one car. see, there is no single solution to this financial nightmare. If the 
criminal Rustics system is to play a role in the solution, chen detsrrenca aust 
be paranrur.t. Deterrence however. Is based on three fundamental factors; 
oartninty t.-ot the punishment will be laposec, the severity of the punis.hsenc , 
and the surar.ess that c.He punishment will be imposed fairly every time. This Is 
somet.'.ini that has yet been a factor in any crime especially '‘white collar” 


If ch« financial and business* communities are going to contribute anything to 
tnis dile^a t.hen they must address the problem for what it is and accept their 
responsibx^cy in the problem’s origins. They must actively pursue crimiBaJ^ 
prosecutions on these individuals and not merely acquiesce. 

The legal arenas must reallre that the short range cost of building more 
correctional Institutions will be outweighed iry the long*>range goal of reducing 
the exorbitant cost of "white collar” crime. ” 

Finally and possibly the most important element in solving this multi-faceted 
problem is oil. As long as Nigeria remains one of this country’s leading oil 
producers, chen politics will mandate the 15X approval race of visas from 
Nigeria, With approxiaacely 300 Individuals applying for visas on a daily basis 
chen approximately 45 individuals a day, are receiving visas to enter Che U.S. 
Many of these Individuals become involved In fraud once they arrive in Che V.S. 

One more Interesting fact. Recently, Che Atlanta Dlacriec Office of INS began a 
liaison with Scotland Yard. According to Scotland Yard officials, approximately 
25Z of ell bank fraud la Great Britain is being conducted by Nigerians. There is 
direct evidence that many of the Nigerians in Great Britain travel to end from 
Che I’niced States eomaitcing the same eriacs in both countries. 
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Mr. Gbindley. One other thing I forgot that I had here, I got a 
copy from Popular Science, it is the January 1997 issue, it is 
“Internet Spying: What They Know About You.” And it goes into 

E eat detail about what sites are out there, what someone can 
low, and that currently all 50 States currently sell their driver’s 
license information, which I was shocked to find out. But it is a 
very in-depth article. 

Mr. McIntosh. I would like to also ask unanimous consent that 
that be put in the record. Thank you very much. 

[The prepared statement of Mr. Grindley and the information re- 
ferred to follows:] 
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Mr. Chairman and members of the subcommittee, I want to take this opportunity to 
thank ymi for inviting me to here today to testify about a very important issue affecting 
every American citizen. My name is Gieorge Grindley and I am member of the Georgia 
House of Representatives. Over the last several years I have been focusing on concerns 
about privacy. In addition, 1 recently pushed through the Georgia House legislation to 
prevent Social Security numbers from being placed on the state's driver licenses. 

In a nutshell, Mr. Chairman, I introduced this legislation, because I and millions of 
Americans realize the use of the information superhighway has continued to expand 
and a new type of fraud has suddenly emerged. With just a few pieces of criticai 
information, a clever crook can order fraudulent credit cards, issue money order 
transfers from your personal account to theirs, or just generally snoop through your 
business. 

Hie key to unlock all of those doors is your social security number, birth date, and 
address. However, the sodal security number works like a skeleton key. The nine digit 
number can open numerous doors to a person’s private life. In Georgia, I did a little 
research and found those three pieces of information currently sell on the street for 
about fifty dollars. For fifty dollars, a person’s identity can be taken from them. 

Mr. Chairman, last year, I pushed throu^ the in Georgia State General Assembly 
legislation which specifically required that social security numbers be removed from 
driver licenses in the ^te. Prior to this law being passed, the state of Georgia placed 
Social Security numbers on driver licenses unless an individual specifically asked to do 
otherwise. 

During the consideration of this legislation by the Governor, the Georgia State Police 
requested that the bill be vetoed. Their only reason was by the year 2000, they were 
g«dng to require soda^ security information on each individual’s driver’s license. I have 
found their argument very contradictive — that file agency who is sworn to protect the 
rights of the citizens was so willing to readily give those rights away. 

On June 17, 1998, the National Highway Transportation Safety Administration issued 
regulatians to establi^ a national identification system that will mandate a National 
Idmtillcation Card no later than October 2000. The provisions of the law will require 
each and every Anierican to produce a state driver’s license that conforms to 
spedflcations established by the federal government ~ and based on the Social Security 
number - to be eligible for virtually every government or commercial service. 


I believe these proposed rules are a travesty. It is a travesty based on how easy it is to 
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get this information on the Internet and how readily this infonnation is used in today’s 
society. For example, I am required to give ttie last four di^ts of my social security 
number to transfer money from my account, to verify a credit card, or to do most other 
sensitive types of financial business. 

If someone illegally obtains this information and this number, they basically have access 
and control to do as much damage as possible to a person’s life. Currently, there are 
many sites on the Internet where you can get this information, one of them is 
IQDATA.com. Mr. Chairman for as little as $12.50 1 can pull your social security 
number off of the Internet. There needs to be some restraint on the use of the social 
security number. We do not need to go the other way, making a person’s social security 
number more publicly available. 

Credit card fraud and bank fraud are rampant. This type of fraud stems from the 
illegal possession of an individual’s social security number. I would request that this 
subcommittee take whatever steps necessary to stop to National Highway Safety 
Administration from implementing this rule. 

Mr. Chairman, I would also like to touch upon how this proposed rule violates the 
principles of the Tenth Amendment to the Constitution. As the members of this 
committee are aware, states have all authority other than those specifically authorized 
and delegated to the federal government by the Constitution. I ask that this 
subcommittee and this Congress remember that the NHTSA proposed rule is an 
unfunded mandate. We in the General Assembly are getting tired of being told what we 
have to do - while not being provided the money to do it. 

As a member of the Georgia State House, my constituents repeatedly tell me to protect 
their privacy. They feel the federal government has gotten way too big and way too 
intrusive in our lives. Every day they come to me and say — keep them out of our 
private business. 

Mr. Chairman, I would like to ask you and the members of this subcommittee take 
every necessary step to stop the establishment of a national identification card. The 
federal government has a duty to protect the privacy of its citizens. 
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Welcome to a small town called the Internet, 


By 


Chris 0*M 


ORDINARILY, I'm hanfly what you’d call 
a nosy neighbor— ^ch to his own is my 
credo. Yet, widiout moving from my desk, 
I’ve learned what my nei|d*t»” fo' 
their houses, whether they've refinanced, 
how many bathrooms dicy have, and what 
•their median income is. t know 
* ^ their birth dales, social security 


numbers, and driving records. And with a 
to more digging, 1 could unearth many of 
thdr legal and business dealinp. 

Do sou Rod this unwtdinar ^ nidit M 

None of ttiis infamstte is e awi de ied wivilc. 

Al al it. end much more, it awUle odinc Id anyone 

wWi a cooputcr and o medcflL 


•iQev 


nNOrO-iUUSTRATIOR lY |OMM t. CAIHETT 
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where everyone knows your business. 


What does the online world know about yaitl neAty-> 
whether you're online or not Using a pseudonym (htn^ 
i 0 ine#aerWee.eem) won't help, either. 'Thet's because 
noit the information about ^ isn't connng hum you. 
at least not directly. It's cominc from rayhad f m ram c nt 
records and business transactions, whkh aic bdnf di^ 
tiaed. linked, pacfcaged. soU. and re-wld. Al of this is ie> 
fil. or at least it ia not clearly 

In one sense, the availability «r ’public nanii* online 
is merely an electronic eitensxm of how thoigi have al* 
ways worked. Wth a few diAan arid a trip to Ae richt city, 
county, or state agency, you can get copies of onny ptA- 
lidy filed records, such as real estate transaettau or birth 
certificates. But a funny thing happened on the way lo 
city had in the 1990s. .ActuaBy, it's a conflueace of four 
factors: PCs art everywhere, the Internet is coBweting 
miBioru of them, bushms and gove n u n en t rteosds are now 
routinely stored oo computos, and goverruncat agcncica 
(especially at the state and local leveb) are de^entely 
seeking new smrees of revenue. In short, the aarket* 
place for online information, and the ability or deske to 


deliver it, arc gelling at roughly the tame moment in time. 

Who wants this penooal infoemationf Private investi- 
gaton performing background checks or searching for 
deadbeat parents want it. Lawyers want it to track down 
court records and personal assets. So do prospective em- 
ployers and bndlordt. to |h« you » eiectionic onec-ewer 
before reOrng out the w dcw iw mat And before you fed 
toe afficnte<L it's worth nntiag that you might want it, 
too, whether H's to Rod a awing branch in the family 
tree or to check out a childcare worker. 

NaturaBy, marketen waot it as wdl— pteferably in 
targe quantities— to tiy to do what they always do: sefl 
you stuff. They are using cyberspace to sup up e nuLl 
Ksts and demographia databases to send soiictUtions 
to your onscreen in-beot, a wcQ as your postal tiuilbox. 
And at shopping by co w rpu t er takes off, they'B want to 
know moe about your edfaf buying habits as well. One 
eompioniise in the rmcks; CemmeiceNet artd the Elec- 
tronic Frontier FoundatiOB «c testing a system called 
elVust that ditplays standanl tynbols informing you 
prior to buying anything outbe whether information 


MQQtrr 
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ibout the trinurtion mS be mooytaout, emteawr to- 
aieidiafit eriy, w tlured wrth c^n. 

lb be rare, the en&ne iieni it BOf tfae otly ^Mc 
wtwre your pendiul infimatiaa it bdnf collected tad 
petted ebnc.&iucte«nlfaadbarco(leiaiebeaictaerf 
to bars Bwra alMtiit you in i^ecet it dhene «t TOUT itatc 


D«U \ 
Shopping \ 
WhltoYou \ 
PoodShiq* 

IKVEIt MIND nn *»«« « pluie' 


■ *’Z2 


cltrkauytooRbeartingyoHqucftfeniBB \ 
ttteTtr.KwwiiM.tbecMpiifrtyyraey- \ . 

w%biiyTWMtiB« 4 MitCfllNeRMd«i^ \ 

ywhwpltthHir \ 

yt net vwy hr-htdud. to het — y lupemig- \ 

hits «t onbf one Aep ««qr ftoa ludi p tw u Bad 
teivfee. et they tee it Ikttt ■ptiiratib ete bar cede ^ 
tcanmn. wbkh net anlii ifni ep a price bat alM track 
a^<Mn8 5MU(afld«hn)sethb]lBraiCMc»- 
plenhli their bnontarin ia dwbr hdrioa. Roia they 
abe wait to know abe's Mng the boytap. 

Tbe toeb to Uintffy yea «• abaady ia pba ia raqr 
MipmariatL Many ttans icC yau m hr year puchasat 
ifcctiewiallyaithoeditcaidi or debit qih,fcreraa- .1 
pie. arMtechedKaiMn|«hipBent*tbepptrfa(di«Mi . 
bar cadet erae in eti c ttiipUMMMi ti iy a iie yaw at. 
Sene are arpt rt a ent lrn aitb electionit «aat awb. 

Sy autchbif the praduet iCMiiini dMa abb Utntitici. 
stores eatioaitiCuttoacrprarBa and am firaiy tv- 
fid theb aarbetiag dlfccttr at yea. 

Som of the wperaabat efforts te fit to faMa yea 
batter ate tmUiouity appeadiif. Nary fte^ent-thoppar ! 
cards ertMayeutDdbcaunts«rectiaCMpDat.Om 
Stan ctiafft aff«nceiiponaibrflncbiftliday<alasiaa^‘ 
chante tar iataraattatt. Anottae aafts ada (tea ‘Vaae- 
ietetr* (with ads) to Ks bast oaeatwert. CuaduaBp this 
tort of 'oustoaMT intinaqs' as sene bi the letiU but!- 
neu (etar to tt, catdd lead to msw r aariati priatinf 
outpersoMUod shapptfiftbti tar yM« you enter 
the Store, or mfllni you oMStoimad cDopo* i^as. 

Som orwhion this diti bebif toed ondna, too. per- 
heps to mahe ontbic f rocety shoppinf am convenient 
And whfte taw if any fiecety chains m yet diartaf 
the Intartnatlon they father, the taapteebn to do sa 
h dearty p r osan t A Uwuty earwatar aah m Netedei 
er laon aaidd no deubt ieve to Inov bha's beytaf 
fownect coffea and nacadviia nuts at ttt awcnmlat 

Of ceune, you can ttU pay ash aid aeabi anany 
anus— at kest tar now.— ca 


foianuaeataed yon toed sap aftoi t fc atOlhto.feer 
afl sham tin kBoatadfe tihey father endh others. But 
aeahiat it tpecadbif dteiafcaBatton, or hidbif the 
denaad tar i, iulv Brat aoUae coniieeboRs. 

11atdtaMBd,coapMwiBiaikfim]richicfeofuD- 
pmwieetod rfficigKy tad teach caBed the Intcniet, has 

HHiuYNd a Ww— ^ 1 — Nt^farnifif flJtariinteKNjp 

you fad owl neK Aeot oAb peofde (or thra dnut you). 
Deamd Im dn Rewind a oiUDltor «d new jKhaey fioupt 
hod m curtinc at at lead heepind ciote tabs on. tfa ois- 
tiae iafa ' iuatMi foi safc nduiby. Many of these poups 
arejIhesBadvs reeled flefae; and, tanewhat iionkally. are 
popidded by the aor boad af free thoiittn who leufady 
oppoae aar dtenpti to icfdato cyhenpecc or »uor Ae' 
eketnnkeschaDfrof ndboadaon. Bid for many; the safe 
'afpestend iBfaBatfaBhibalittktoecioaetohoRie. 

1 think puUd nformtian dnuld be widbdy disaeiBiM 
netad on the letatoet, but the difficult quotioo is, what 
dndd be pubfic ielennttiaa and what thouU be prrvdeT 
asb Marc Boleabeii. dweetor of the Ebectrecuc Phney 
Inforsaatna Coitac a wafeefadof group bated in Uhdiinc- 
tsei, D.C *Wia people bepn ittmiig public recre^ in 
towe hafa no one «— r— d that you’d be able to at down 
at a oooiputer and access U aL* 

Ihaic are oagoaif cAbfti to establish torae pcivacy 
diedtm aaMhl fa infetmboa hurricane. At the esngres- 
sieoal kvd, which hu not tem any msior rcfereis once 
the EDectrenk Connunkatiatii ^«acy Act of lOSi (le- 
qutrwif a court erics to *wnctap* your e-mtil}, sciuril biBi 

State and local 

are finding 

to sell informa 

hare tMCB int ro duced (0 liniit the sale of penonai infor- 
mation. One proposed bill for example, would ban the 
sale of secid security numben, which often are the keys 
that open other leeoris. Mote cecentty, the Senate Com- 
nwaree Comauttee hat asked fa Fedcnl IVade Commit- 
rioo toconduct e tludyoa fa brasder iuue of teUing 
personal data, and perhaps lecomreend lefubtire action. 

Many state psv wn reeoti are takmg a hard look at fa 
free flow of infermstion, Me.^innesota't lefitlature, for 
orampie. hat been dfatiRg an online privacy biB. whidi 

MQn 



101 



ht9'y/mntqtti:er^i;pSf 
Qadmrfc tadCtcr taiaittfM 


tOf://>nmJbunj.am 
Mtomuttw AMfki 


^iMayater 

wyoui Wtb larfing} 
M^/WvwanaayiKtecaM^ 


Bsetrack frfocy lafin aa ticw Cwrty 

U^/9k.eii/ 

INrORMATION SCRVICM: 
Awia r tciii lirfwii Mt fa ii IN<w>i t 
l^://wim eumi.cam 


UMi Warii CMHMHrftf CamtiSH 

tapy/wmUadHimcm (o-iMfl rwMflan} 

IMlMalUcMwABMa 

rn^/mmiuMt/ho^ MmatMlWItaMftii 

(Mayptfaf t-aolQ 


wduM malw that state the first ia the nitian to bnaifiy ref- 
late the use of *penonafly identifiabk iatfonnaboa* via 
online lervkes. But nastty. state and local gwe fn a wen tsaie 
finding new ways to sell kifenaatwn about )Oii» not pro- 
tect it Revenue ftomooboe services is opccted to top 
$)0 bSion by 2000 , according to a study by Sinba Infor- 
nalioo, and moie than 88 petceat of that OHacy wiB cone 
from research services, not acm genetal lervicca such as 
America Online. Cash- iti^tp e d state and local g wtuiui na 

governments 

new ways 

tion about you. 

tfist are being forced to do more with ko Metal fiuKiini 
arc laoUng for ways to tap into this revenue pipr^ae, not 
sinit it off. And it is a perserivc trend A 1 SOstrAa sell 
driver's Icense leoordi Id i trf on na tMO lemlei^ fa instance. 

'nwn arc a few prrvecy taboos, even oiifae. Few, if an^ 
services wd sup^- mother's maiden noans fa far of as- 
sisting in fraud. (Many banb «d credit-c a rd cempanifs 
usethii infematjonaianauthenticetatfaiHp^ynnin- 
for m ation over the phone.) Medical l e ca ed «e tipwaSy 
n^ available online, though some tehCed secardt. such at 


worhmeit't coapeiu^wn claims, are. And arguably the 
neat revealing piece of la fa tMtion about )our financial 
health, ymv aedd repack h offhmiii wilfaut a *perBuai- 
Me purpose* as defined by the Fair Cicrlit Repoti^ AcL 
These purposes iodude not osily ratesukea of endit, but 

For these btta tm icasonA pirntaniy, cieifit repo r ts ate 
widely avadrtle esdine, but geiwiBly requae tome proof or 
pfomise ofirgilitimi. Some stats abo tcquiic that the con- 
sumer grant ha censeiit firiA or be notified of the inquoy. 

But for now, at least, that's whse your prhacy enrh 
and the free flow trf inf on aa tion onSoe facgiia. And the 
flow is definitely getting freer and casiet fcceatly. a 
land of pcagnatie wsll hae oifled b et w een the pidlie and 
sncaOed pubhc lecoidL The data aes tvafliUe ordine, 
but iniy thnu|d> profasional s kgd ordiae lench acr- 
vies like CDB tnfbtck. D a tabas e America, Infamatwa 
Aflwfica, Lcaa-Neaii, and W fcs t la w. far Um case. *ptafiea- 

fa members only, lypicaly; anyoBie can join, but sigiung 
up alone roay coat you )$0 to $ 200 , and dwre are ofico 
monthly service fea of $ 2 $ to $ 7 $ and siifr ps-miisuie 
connection chargs— al tfaa before you even begin the 
wtnwtim s bbyrintliiiK {iioccas of conductaig ■ search fa 
friformatioii, which incun additiond chaifs. 

Thse servies arc rill bcBig widely uaedl bill the deep 
wefl of mfbnaaticai they offa is ttkiling down to much 
mere cormaner-friesidh Stories on Ibe Weh. Seme of them 
are faily mnocuous. Rfrb atos such m Fburll and Swttch- 
boaid, for cmasple^ caaUe you to SCOOT their oofinr nation- 
wide dfrecteris fa people, addimma. photse numbm, or 
e-mail addRSNs— far frto. {Seven! digitri (fiicctsis are 
abeavailafakoaCD-ROM.)Theyetaheicaichiaifain- 
famatioo Mich fafa biri they piey by paps Phonebook 
ndec ftivato rea^ew do not appear in these di ie c toris. 

But tAfrb purveyor! of moee indrpth person^ data ate 


•iQQpy 


n 
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AUtens#\. 
to Pry? 

itfrurcMSiif 
pPvcUHming 0it4>wn 
of 'bMrt' etactienkcardi fsrywr 
MiQettfwfirfta«dCoJKtuai(f9«tthet» 

My be nathiag as flMftinflUNf « 1 (Rfitiit 
caslicaRior«oiinngus<saiwtiBMCIO<vA ^ 
Rai^. itMybcaMip(iMii«fsoMth«9|ati'it \ 
Qwywgat nw d y yMRttvw^sthawsa. ' 

ver't liceRM. flew JcTMy is stutytog M aafeWM M 
'imvt^rivM'ftkaRM'wthMciMMdriytfMtiMU 
ii»tawty$o»nsaMP itt <iy<r-p w efttoe Mi t»<*<»iK 
aMd>weMdfc*i h ctWBk^«<atJii|, w lidi Iwpwt fa w 
4M>, mf hui anR Mr fac. the carf ni|M *0 

iKUMdfbreladnHfcpayMraslaraiitDaRriMRicattaup- 
aaot amt fer eMafaiMf atfMT cttti IfcaMHi. avA a a fb*> 
aim iperarft Tlw cart aittt alM be ind RveiKM^ 
lwalte t»au*ia ,adiaai tf iwa l l»ad<w»|i^^ 
Initial^ Naw Janay Inpad ta bafta InaCag mA tb- 
oaraet by nU'lMl. but the tv^ ybaiai af tti deni' 
apnaot havt baan dalayad— parllr by dibata oMi At 
bmad acopa al oadi a Ooena— aa H any ba Iffb ar 
(atar bafM any totn af «M(t OoMMiaipnc, 

Utah is dia an tin nad tBawd nuMbKtfaaalsanit 
(IcaRBaL StJti affUaH tay tin cndi «* bM a bar 
cadi aa the ftaac and a cMp anbaddad aa te badk and 
aauld ba Msad far a wMa fWfa af flnaadal appttatfaM. 
Wab li actfMbf laahiAt earparaea ipanaon ta ba^ aff' 
int the caat af dawatepMflt tbui oaatiai a dab to a 


Inai end taMvytwnla hn« abaady baftoi Indni 
nort nadeat vtnlam af the difital dcanL la linaa. a 
nan ctocsianic Ifeaminmston optuM a vartily af 
pacaawat t i d brna tl ew. tncbidim sljnatiinfc dw pMp r ttoa, 
Md dl|ieat paitraiis. nntfcaawltoatfiwianaptl c 
nitp that ftana a Mna> aanant af perianal data and 
tan ba nrfpad ilrai|b itonMd caid nadna and cMb 
npittan fw varilytog ManCf^ 

htvacy admcatoa narry that statai at atoniai into 
diaperaui tarntery. Eiac* 
trankafty andanad ^ 
eamaa, thaymni. andd 
ipilltlnander«nny 



i^KSy catdsifiJVwdhthepnfcauiialH^tplicn— -and 
S 9 many caaeabuyBiitofurtutMairam them tpiapaclate 
fv a brtndea audnsnei itanakan Infenoilna Network 
{A 0 if)L»hid>p(OuJrP>ticbiinB on site that ii»- 
I 0 »db to ‘p(d dn pntdn Indt mte ptddic lacocds.* nun 
what d prabaUy the wwt nvitiac and kut iiUunidatiitc 
of these leaich ntea. Tfaece is BO opn-ito piocesf or con* 
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Mr. McIntosh. I turn to Mr. Davis to introduce Mr. Holcomb. 

Mr. Davis. Thank vou very much. Let me say it is a pleasure to 
have Rick Holcomb nere. He is our commissioner of the Depart- 
ment of Motor Vehicles in Virginia. This is a State agency that 
serves approximately 37,000 customers a day in its 73 customer 
service centers across the State. In addition, he oversees the collec- 
tion of approximately $1.4 billion in revenue annually for the Com- 
monwealth. 

While he served at DMV, he has implemented a number of 
projects that have increased agency efficiency and produced posi- 
tive results for customers: for example, inst^ation of the Knowl- 
edge Automated Testing System; transformed DMVs driver testing 
by replacing the paper and pencil test with computerized testing. 
My son flunked this last year when he went up for the first time. 
But he flunked right away. I mean, he knew it very quickly. He 
p^sed it the second time; straight A student. It was a tough test, 
fee system enables DMV to provide effective testing and faster 
service for customers. 

Under Mr. Holcomb’s guidance, motor carrier functions were con- 
solidated at DMV providing, for the first time, one-stop shopping 
for Virginia’s truckers. Motor carriers can now obtain all operating 
credentials and permits at a single location. Plus his plan has re- 
duced duplication of functions such as auditing and accovuiting be- 
tween different State agencies. One of his major initiatives cut the 
process for driver's license applicants from two steps to one, and 
annually reduced agency transactions for original driver’s licenses 
by almost half. 

By processing licenses for new drivers at the headquarters site, 
Holcomb has reduced traffic in DMV offices by at least 4,000 trans- 
actions per month. That is saving money for the Commonwealth 
and malang speedier service for the customers. 

I just note that prior to coming to DMV and putting such an out- 
standing record there, he had a distinguished career on Capitol 
Hill. He was chief of staff to John Linder, to French Slaughter who 
was from Culpeper, VA, and to Craig James from the Da^na area 
in Florida. He gained legislative experience when he served as gen- 
eral counsel of the Senate Judiciary Subcommittee on Security and 
Terrorism from 1983 to 1987, where he assisted Senator Jeremiah 
Denton in drafting legislation ranging from bills on nuclear ter- 
rorism to child abuse and child support. 

Before that, he practiced law in Charlottesville and he was also 
a member of the Virginia and D.C. Supreme Court bars, numerous 
bars. He is also a native Richmonder and in 1976 graduated from 
Hampden-Sydney College, in 1979 from T.C. Williams School of 
Law at the University of Richmond. 

We are pleased to have you here today, Rick. Go ahead. 

Mr. McIntosh. Thank you, Tom. I appreciate Mr. Holcomb com- 
ing by today. And I can tell you that Mr. Davis does a great job 
of representing your State and your district. 

Mr. Holcomb, please share with us a summary of your testimony. 

Mr. Holcomb. Thank you, Mr. Chairmem. And thank you, Con- 
gressman Davis, for that very generous introduction. 

I would like to take my few moments to talk about the impact 
that this legislation and the proposed rulemaking will have on Vir- 
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ginia’s ability to deliver driver’s licenses to our customer in a 
quick and efficient manner. 

Over the past 5 years, we worked very hard and I think have 
been successful in achieving a national reputation as well as an 
international reputation for service delivery that rivals and even 
exceeds service delivery in the private sector. We have raised the 
bar for delivery of government services, emphasizing service that is 
fast, convenient, and efficient. And neither our Governor, Jim Gil- 
more, nor I, would daresay that any of our 5 million drivers would 
like to see this reputation damaged or diminished as a result of 
this unfunded Federal mandate. 

First, in regards to Social Security numbers, I am pleased, Mr. 
Chairman, that our State is 1 of those progressive States that you 
referenced in your opening statement. Back in 1995, under the 
leadership of then-Govemor George Allen, Virginia legislation was 
offered and approved, removing the Social Security number from 
the licenses. It is now optional; and since that time, 9 percent of 
our drivers have selected that option and have had their Social Se- 
curity numbers removed. 

Obviously, to comply with this Federal mandate — because we 
will resist any mandate that will put that niimber back onto our 
license — but to comply with it, we will capture it in the bar code; 
which still means it will be accessible to anyone who has a scanner 
that can read a bar code, and we will verify it with the Social Secu- 
rity Administration. 

And, Mr. Chairman, that is where the nightmare will begin. 
Using state-of-the-art twhnology, we ciurrently are able to issue our 
driver’s license in 1 of our 73 customer centers or even our 3 mobile 
units. With an average wait time of 9 minutes, we are able to pro- 
vide om* license service in phenomenally fast order. During this 
last fiscal year, we issued over 1.4 million original, renewal, or du- 
plicate driver’s licenses. 

Under this proposed regulation, at best we would add several 
minutes to that process, and at worst we would have to revolu- 
tionize our process and centralize it so that no one would be able 
to leave one of our offices with a driver’s hcense. 

Certainly if you look at the speed with which that can be done, 
that is a tremendous concern. There are other national programs 
that have commitments to on-line checking time of 7 seconds or 3 
seconds. 

We also are concerned that the Social Security Administration 
has seven potential responses, only one of which would be viewed 
as a positive verification. And our question is: What do we do to 
these Virginia citizens who, because of some bureaucratic snafu, 
cannot have that number verified? Does it mean that they cannot 
have their license issued or even renewed? 

The other concern that we have got is trying to get our current 
databank verified by Social Security. We have been trying to do 
that for the last several years, to no avail, and would hope that cer- 
tainly Social Security would be more willing to assist the States in 
looking at the current databank and getting that in order before 
this mandate would go into place. 

We also think that the Social Security Administration would 
need to be more user friendly and have a more comprehensive list 
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of data fields. For instance, instead of only verifying on full name 
and Social Security number, we would hope that maybe they would 
be flexible enough to accept such variables as last name ana Social 
Security number, or match on a first name, last name, with a mid- 
dle initial and having that matched with one that has the middle 
name spelled out. 

We also have some concerns about the concept of legal presence. 
While in Virginia we require identity and Virginia residency, we do 
not require legal presence, and that will certainly change the way 
we approach things in Virginia. But even so, if you look at what 
appears on their appendix D, for instance, someone who only pos- 
sesses a B2 tourist visa under the proposed rulemaking would be 
allowed to get a Virginia license; while, on the other hand, someone 
who may be a lawful refugee or a person lawfully seeking asylum 
in this country may not be able to. So, we think at a minimum that 
list needs to be looked at. 

In conclusion, our major concern, however, is that this is an un- 
funded Federal mandate. We note that the proposed rule states 
that the President has included a measly $325,000 in the 1999 
budget for the grants to assist the States. But, Mr. Chairman, I 
will tell you that our cost to implement this unfimded Federal 
mandate will exceed $1 million, and that includes what we antici- 
pate to be $60,000 to $90,000 that will be paid to the Social Secu- 
rity Administration to verify our existing file, as well as $18,000 a 
year to continue to verify. 

Mr. Chairman, this burden does become si^ficant when taken 
in coinunction with the weight of another unfunded Federal man- 
date that the DMVs have, and that is the National Voter Registra- 
tion Act, or the Motor Voter Act. 

So in conclusion, Mr. Chairman, I do appreciate the leadership 
that this subcommittee has taken in looking at an area and do ap- 
preciate being given the raportunity to tell you what impact this 
would have on our State. Tnank you. 

[The prepared statement of Mr. Holcomb follows:} 
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And Regulatory AHairs Subcommittee 
September 17, 1998 


Good morning, Members of the subcommittee. I appreciate the opportunity 
to comment on the topic of a national ID card. 

While Virginia does not take a position on a national standardized ID, we 
are concerned that proposed rule making from the National Highway Traffic 
Safety Administration will seriously impact Virginia’s ability to deliver driver’s 
licenses to our customers in a quick and efficient manner. During the past five 
years, Virginia has earned a national and international reputation for service 
delivery standards that rival and even exceed service delivery in the private sector. 
Within our own state and across the nation, we have raised the bar for delivery of 
government services, emphasizing service that’s fast, convenient and efficient. 
Neither we nor our customers would care to see this reputation diminished at the 
cost of an unfunded federal mandate. 

1 would like to respond today to the Illegal Immigration Reform and 
Immigrant Responsibility Act of 1996 as well as the National Highway Traffic 
Safety Administration’s proposed rule making. 


Virginia already meets many requirements 

Regarding the statutory requirements of Section 656(b),' Virginia already 
complies with the application process and the format of the license itself, 
including features to limit tampering and counterfeiting. 


' All Sections referenced in this document are Sections of the illegal Immigration Reform and Immigrant 
Responsibility Act of 1996. 


I 
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Virginia, however, does not require that the social security number appear 
on the license. Customers may opt for a randomly selected control number 
instead. We do require proof of a social security number before we issue a driver's 
license or photo identification card (assuming the customer has a social security 
number). We retain the social security number of each customer on his or her 
customer record. 

Virginia lawmakers first offered customers this choice in 1995 in response 
to a national public outcry over stalkings and murders made possible by 
unrestricted access to individuals’ social security numbers and street addresses. 
Since 1995, nine percent of driver’s license applicants have chosen not to display 
their social security number on their driver’s license. 

Indeed, Virginia’s privacy laws rank among the strictest in the country and 
even exceed federal requirements. 


NHTSA's proposals to verify SSNs and Virginia's concerns 

NHTSA proposes that, begicming October 1, 2000, every state will verify 
each application for a new, duplicate, or renewal driver's license or identification 
document electronically with the Social Security Administration, unless 
previously validated. Technologically, electronic verification with SSA poses no 
problem to Virginia’s DMV. Instead, our concerns center around three issues. 
First, we are concerned about the speed of verification with SSA; second, we 
question what will happen when the system is down at SSA or when, for some 
other reason, Virginia is unable to receive an immediate response from SSA; and 
third, how will we handle social security number non-matches with SSA. 

Additionally, we are concerned about the concept of lawful presence, 
wording in Section 1 33 1 .6 of the procedures, and Virginia's implementation costs. 


Speed of Verification 

Virginia uses state-of-the-art technology to issue driver's licenses to 
customers during their visit to one of our 72 customer service centers or three 
mobile customer service centers. With an average wait time of only nine minutes 
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per customer, Virginia’s driver's license issuance process is phenomenally fast. 
During fiscal years 1997 and 1998, Virginia issued approximately 1.4 million 
original, renewal and duplicate driver’s licenses. 

With implementation of Q-Matic,^ our automated queuing system, we 
established an average service goal of 15 minutes; however, our employees 
routinely beat this average by several minutes. Our first full month of Q-Matic 
statistics showed an average wait time of 13 minutes. The same month a year 
later, wait time had plummeted to an average of eight minutes. 

The proposed rules could add significant delays to issuing driver's licenses. 
We calculate that verifying with SSA will add an extra minute of processing time 
for each driver’s license transaction. As a result, to maintain our current customer 
service time, DMV will need to add additional employees to handle the processing 
volume. 

The proposed rules could also require centralization of our driver's license 
issuance process, thereby increasing costs, decreasing customer service, and 
destroying our mission of offering customers one-stop shopping at any one of our 
72 customer service centers and three mobile customer service centers. 

We understand the response time in the National Motor Vehicle Titling 
Information System pilot is seven seconds per transaction. Even faster, the current 
response time for the National Driver Register averages approximately three 
seconds. Virginia believes that the response time from SSA should certainly be as 
fast or faster than either of these two system. 

Therefore, we respectfully request that the proposed rules provide for a 
guaranteed minimum response time from SSA. If SSA’s system does not respond 


^ Q-Matic first appeared in DMV customer service centers in 1996 and made standing in line a thing of the past. 
When entering a CSC, all customer? are issued a numbered ticket within a designated service category, based on the 
transaction. Customers then sit comfortably in lobby chairs and listen for their number to be called to a service 
window or watch the eiecdonic message board which flashes dteir ticket number and alerts them to proceed to the 
af^ropiiate service window. Categories are set up by the complexity and amount of time required to process the 
transaction. One of the key benefits of the queuing system is Ore capability it gives managers to prioritize certain 
service categories at specific teller windows during peak times (e.g., lunch times and the beginning and end of the 
month). We often give priority to the simple transactions, such as vehicle registration renewals, during peak times. 
This ^pioach is similar to an express line in a grocery store. Ih-ioritizing the quicker mmsactions moves these 
customers through the office more efficiently and reduces the overall waiting times in offices. 
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within that time frame, then states should be allowed to issue a driver's license 
without verification of social security number. Alternatively, we request that the 
states be allowed to issue a temporary document when the SSA system is down or 
falls below the guaranteed response time. 


Non-matches with SSA 

With regard to matches of social security numbers, we understand SSA 
provides seven responses, only one of which is a positive verification of the social 
security number. Does this mean then, that this agency would be unable to issue a 
license in the case of the remaining six non-match responses? Or, will the rules 
allow us to issue a temporary document in some of these cases. 

Virginia wholeheartedly supports the concept of social security number 
verification and we recognize the advantageousness of not issuing driver’s 
licenses to customers with potentially fraudulent documents. However, in order 
for this proposal to work successfully for the states and our individual citizens, it 
is critical that we validate social security numbers for existing records well in 
advance of the October 1, 2000 deadline. Furthermore, it is essential that SSA 
provide us with some sort of remedy for customers who visit one of our customer 
service centers but whose valid social security number somehow turns up as a 
non-match. 

In order to keep non-matches to an absolute minimum, we request that SSA 
select a comprehensive range of data fields. For example, we believe that it will 
not be adequate to simply compare the full name and social security number. The 
SSA system should be flexible enough to accept variables, such as last name and 
social security number, or a match on first and last names with the middle initial in 
one record and the middle name spelled out in full in the other record. SSA’s 
system should also be able to use other fields such as birth date, city and state of 
residence. 

Further, we believe that SSA should be ready to receive our files as soon as 
possible in order for us to compare social security numbers in existing records by 
means of batch transmissions. We suggest that this happen long before October 1 , 
2000. In Virginia, customers will soon be able to renew their driver's license by 
mail and by telephone. Therefore, it is critical that our current records match with 
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SSA records to avoid unnecessary delays in our mail and telephone renewal 
processes as well as for our walk-in customers. 

Pre-validation of our existing records is the key to successful 
implementation of social security number validation. On the other hand, DMV’s 
system and, I suspect, SSA’s system will grind to a halt if we must validate every 
customer’s social security number when they come in to conduct a driver’s license 
transaction. Finally, the idea of turning away a customer and not completing his 
or her transaction because we cannot validate the social security number or even 
make contact with SSA is unacceptable. 

Lawful Presence 


Virginia is also troubled by the concept of lawful presence in the proposed 
rules. Presently, we require applicants to prove identity and residency in Virginia. 
The proposed requirement that citizens prove legal presence in the United States 
or U.S. citizenship in order to obtain a driver's license or a photo identification 
card is a radical departure from current Virginia law. 

We understand the purpose of the Immigration Reform Act is to deter 
illegal immigration into the U.S.; however, this should not be unduly burdensome 
on legal residents, many of whom have held their driver's license all their adult 
lives. We suggest that the rules clearly define eligibility requirements for a social 
security number. 

The rules should define what documents a person may provide to show 
eligibility for a social security number, such as a U.S. birth certificate or a U.S. 
passport. Once the rules clearly identify who is eligible, it will be the states’ 
responsibility to obtain proof of lawful presence from individuals who are not 
eligible to obtain a social security number. 

In addition, we respectfully suggest a further examination of the list of 
lawful presence documents in Appendix D. In our opinion, this list is overly 
inclusive in some areas. 

For example, a B2 tourist (visitor for pleasure) in the U.S. could obtain a 
driver's license by showing; a primary document such as an arrival-departure 
record in a valid foreign passport; a secondary document such as a foreign 
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passport, and proof of lawful presence, which again may be the arrival-departure 
record (1-94) with a B2 visa. We do not believe that a temporary visitor to the 
U.S. should receive a state-issued driver's license. 

There are also areas where the list is not sufficiently inclusive. For 
example, we believe a lawful refugee or a person lawfully seeking asylum in the 
U.S. should be able to obtain a driver's license if they can produce the appropriate 
primary and secondary documents. 


Wording in Section 1331.6 

We also have questions with regard to Section 1331.6 of the procedures. 
Section 1 33 1 .6 (a) states that "before issuing a license or document each state 
shall: require the submission of the social security number by every applicant for a 
license or document." We assume that this is not true when the applicant does not 
have a social security number and signs a certifying statement to that effect, 
pursuant to Section 1 33 1 .6 (2) (d). If this is correct, then Section 1 33 1 .6 (a) ( 1 ) 
should state "unless the applicant does not have a social security number and signs 
a certifying statement to that effect, pursuant to Section 1331.6 (2) (d).” 

Further, the procedures are unclear as to the process that states should 
follow after the applicant signs the certifying statement. We assume that after the 
applicant signs the certifying statement, states are to issue a license without a 
social security number. If this is true, this should be specified in the procedures. 

We do not believe it is reasonable that states be familiar with the numerous 
INS documents listed in the appendices. We suggest, therefore, that the rules 
provide for INS to train states on an on-going basis at federal expense. The 
training should instruct states to identify recent and current INS documents, as 
well as possible forgeries. 

In addition, INS should provide states with a current version of each INS 
document mentioned. Lastly, INS should supply the states with a new version 
whenever they modify their documents. 
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Im plementation Costs 

Virginia notes that the proposed rules state that the President included a 
request for $325,000 in his fiscal year 1999 budget for grants to assist the states. 
Virginia is certainly interested in participating in any grant program; however, we 
calculate our costs for the new driver's license to be in excess of $1 million. This 
includes the cost to add a bar code to the driver's license, as well as bar code 
readers and personal computers to support the bar code readers. 

We estimate that it will cost Virginia approximately $60,000 to $90,000 to 
match all existing records with SSA. In addition, there will be further continuing 
on-line costs of approximately $18,000 per year to match applications for new 
driver's licenses. These costs are significant, especially when you consider that we 
are shouldering the weight of another unfunded federal mandate — the National 
Voter Registration Act, also known as motor-voter.’ 

I appreciate the opportunity to comment on the proposed rules. I am 
confident that the proposals can work with prompt and guaranteed response time 
from SSA, variable matching criteria, an established remedy for customers whose 
social security number comes up as a non-match, pre-validation of existing social 
security numbers through batch transmissions, clarification of the requirements for 
lawful presence as well as language in Section 1331.6 along with adequate 
funding for the states. At both the state and federal levels, we are working toward 
the same goals — protection of our citizens’ interests and the prompt, convenient 
and efficient delivery of government services. 

Again, thank you. 


* DMV is very proud of the record of success in implementing the National Voter Registration Act (NVRA). Since 
implementing this program in March 1996, DMV has assisted in the voter registration of 449,058 persons and 
handled the name and address changes for 106,4 1 6 persons. The costs of this successful record of achievement has 
been absorbed by DMV. 


7 
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Mr. McIntosh. Thank you. I appreciate your coming and your 
testimony. Let me make sure I understood. Your preference would 
be to repeal the requirement. But if we leave it there, those are the 
changes that you think need to be made. 

Mr. Holcomb. Yes, sir. 

Mr. McIntosh. Have you submitted those comments to NHTSA? 

Mr. Holcomb. Yes, sir. We have filed our comments as part of 
the proposed rulemaking, and I can provide those for the record 
should you so desire. 

Mr. McIntosh. That would be CTeat. Thank you. 

[The information referred to follows:] 
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Sicilian O. HokcNnb 
C«iMBi*t«awr 



COMMONWEALTH of VIRGINIA 

Depvtment of Motor Vehicles 
2300 West Broad Street 


Pon Office ftnlNil 
RicIlBrflri, VA 
<aM) 


July M. 1991 


Docket Mwiaficqaent, Roewn PL'401 

Nattonal Ht^wmy Ttalfic Safety AdmislstnUiOD 

NassifBuildiog 

400 Seventh Street. S.W. 

Washidgton D.C. 20S90 

Dew Sin: 

Re: Docket No. NKTS A-9I-394S 

Stafe-bsued Driver*! Uoeasec end Companble Idestifieation Doctaneats 

We write whh Virgifue't eoinaeots response to the proposed rules 
ioiplerneitftag the IHegal lounigntiQfi Refbca and immigrtnl Re^nsibUiOf Actof 1996. 
whfeh ai^earod in (be FedenU Regisfer, Volume d3» Number i 16. oa Wedoesday liuc 
17,1998. We appreciate the ^ipertunhy to reapoiMl. 

VirginU afaeady oempUes with fee statu^ay raquiiemcnts of Sectioo 6S6 (b), with 
regard to the i^ieatitei proooaa, and the form of (he lioe&se Hself. including feasm to 
limit tampering and couBlerfaitiiig. >!inth regard to social security number. Viigiaia 
does not require that the social security number appear OQ the Ucense, but we do requite 
that proof of the social security number be subminsd by eveiy applicant for a driver's 
iicenae and photo ldetili6cation card (assuming the applkaat has a social security 
number). The ai^licant may ^ to urea control number that sppearsoo the fece of the 
Ucense, but the social aecurity number is retained oti the penoo’s record. 

We note that NHTSA proposes that, beginniiig October 1 , 2000, each State shall 
veri^ each ^iplicatioo for a oaw. digrUcate or icoewal driver’s Ucense or idealiRcatioe 
document dectromoaUy with the Social Security Admioiatratioo (SSA), unless previousty 
validated. Wa are sure thte Virguiii will have the technical capabtUty to verify 
electronically; however, we are ooooemed with the foliowiog: (i) the ^ecd of verificahoa 
by SSA; (iQ hownon- malrhca will be handled; and (iii) what h iype as when the syteca is 
down It the SSA. or when for sotne ofoer reason, wa are usable to bblaia aa immediate 
reeponae to a verification fiom SSA. 


wa SrtB: 


FAX: (1W)MT.<«S1 TOO: MOO-an sjat frlCAO.; t* 



116 


NtuoiMd Highwty S«ftcy AdaUustrmtion 
DodcctNo NHTSA-9t>394S 
July 31, 19^ 

Page 2 


Wi& legaini to ooo-auMches, have been aJviaad tlutf there will be seven 
possible leapoasot than SSA on a noB'msteh. la ii iatefided that all ttOD>matcb responawa 
at to retaUt in no lietmae being issued, a will the rules allow for a temporary docuraeot 
to be issued to the customer in some inatancas? 

Anotoer concern in relation to ibe wrificatioQ fitMn SSA is the ret^nse is 
Virgmia, we issue driver*s lieenses directly to the customer during his ot her visit to ooe 
ofourtnutmnar service centm. Our system is state of the art and has been built to 
provide the uhunaic in customer service. The Virginia driver's iKensf- process 

is almost i nstaot a ne ous, with an avenge wait time of only twenty minutes per customer. 
In FY 1994 and 1995, DMV issued over I .S million driver's licenses per year. We are 
coiKemed that these rules will add agniiicanl additional delays to the driver's licmise 
issuance process and may require ccntnilizatiofi of driver's Uceose issuance, toeie^ 
destroying DMVs missian of de<entnluaiion throi^ T2 customer service centen 
statewide. Fuithcr, we wish to make sure that the rules ne not written in such a way as to 
effectively pvevon over the counter wmapfe of a pennaoent driver's license, thereby 
dramatkally iocseasiiig costs and decroasmg customer service. 

We request thoefbee, that the rules provide for a mimwium guaranteed responae 
time ffom SSA and toot If the system it not retooodtng within that tuna frame, then toe 
states be at liberty to issue a driver's liceosa without verification of toe social security 
number. Altomatively, tost the states be permitted to issue a temporary document when 
the SSA system is down ot tolls below toe guaranteed resptmse tuna. We believe that toe 
guaranteed reqxmse time should oertiunly be no less thsn toe euirent tapoaae time for 
the National Driver Registry (NDR). We uodeistand that the response time in the 
NMVnS pilot was seven aeconds per transaction aod we propose that tlus should be toe 
guaranteed mioUnum response time for the SSA system. 

Futtber. we believe it is esaentiai toat SSA is ready to receive our files as socm as 
possible in order tor tut to compae soct^ aceurity numbers in existing records by means 
ofbatch traosmissioBs. We re^iecttolly euggeri that this should be done long before 
October 1, 2000. bi Vlrgu^ customers wifi be able to renew toelr driver's licenses by 
mail and by teiepb^c and it is crucial toat our cuirent records be matched with SSA 
roeordi in order to avoid u n n ecessa ry delays in our nail and telephona renewal process. 
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NatHMid Ibi^wiy Ti^fie AdsumstratioB 
Docket No NHTSA>9S.394S 
July 3t. I99S 
Page 3 


We believe tfiat SSA auot be coraprehenaive is the dam fieldi dtat the agency 
iclecu Is ordo’ to keq> **00 matches*’ to an abeolute nunliDum. We suggest that it will 
lUX be adequate to (dfl^yooffipereAe full name and social secuH^moeber. HttsSSA 
syum must be Oexibte enou^ to except vanid>!es» for example, ttte la^oavne a»i 

^ social securii^ nuiDber match, or that the names match excqit s middle initial m 
cKie record and the middle name spelled out in foil m the odierrecottS. Otho^fields 
jdiould aiw be entered to obtain a nuueh, auch as birth date, and city and state of 
restdenoe. 

Wave also troubled by die concept of lawful presence in the {proposed reies. The 
requiraaciit tb^ eitiscns pra^ legal presence is the United States, or US dtizeiuhip. In 
order to obtain a driver’s license or a photo idenliiEcation cvd is a ladkal departure &<»n 
current Vi^iaia law. Presently, apjriicants an requited U> prove ideotity and residency in 
Virginia. We un de r s ta n d the putpcne of the Immigration Reform Act it to previde 
dMmeooe to illegal immigration utfo the US: bovuever. it should not be unduly 
burdensome on lawfol resideiits, many of whom have Imld their driver’s liocase all their 
adult lives. We sog^. therefore, that (be rules clearly define who is eligible, and who is 
not digihle. to oNain a somal security number (see Appendix D). 

Hie rules shootd define what documeotation is lequiitd to fitowaperson ia 
eligible for a social security number, bm bas not obtained one; exsnples of such 
documenu may be a US birth certificate or a US passpoit. Once the eligible grot^ has 
been clearly identified, diea the smtea will know which individuals do not have a social 
security wimbar and are ineUgibls to obtain one. The slates will then be required to 
obtain proof of lawfoj presence decumeotadon from these individuals who are not 
eligible to obtain a social security number. 

We rcspectfoUy suggest that foe list of lawfol presence documents In Appendix D 
should be examinod foilher. There are areas in which foe list is overly inclusive, for 
example, a B2 (visitor for pleasure) tourist ia the US could obuin a driver’s license by 
showing: (t) a primary document such sa an smval^epaiture reemd in a valid foreign 
passport; (U) a secoodaiy documeot such as a forelgB passport; end (ai) proof of lawfol 

preoci^whicbstaiii»aybcthearriv4l«dqafiiirei«cofd(7-W)withaB2v{sa. Wedo 

not t h i n k that a temporvy visitor to foe US should be grvcD a state-issued driver's 

liomuM. There are also areas where the list may not be suTBcteotlymelusive. for example, 

we believe a lawfol refugee or a person lawfully leektog asylum in the US should be able 
to ofatmn a driver’s ticease if they are able to produce the appropriate psimaiy md 
secondary documeuts. 
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Naboful Highway Tnffie Saftty Admuuitra&<m 
Oodost No NirrSA-98*3^S 
Myn, 1998 
f9gt 4 


Wes!K»tuivcquestk»uwithregafdtofl33l 6oflhapioocdurm. §l33l6(a) 
stitei that‘*be<^tsniiiigabcenMordocusMcteiK)hfttteiliaU (Oreqoirathe 
mbmuita 9$ tiie lootal aeeunQr numbar by wary r^Ucant for a IkwuMi cnt documaiit’' 
W« aammac foat ^ above stRlemeRt ia not boa y/iimi foa tpplkaiA doea oc^ bave a 

secitfi^ Boxidier tad sigoa a certifying statement to that efibet, punmaor lo §133 1 .6 (2) 
(d). If this is eonect* foen }!331 .6 (a) (t) sboukl Mate **im]ess the applioa&t does not have 
a social security number uid signs a certifymg statement to that effect, {lursuant lo 

51331.6 ( 2 ) (*!)■** 

Furdm. foe procedwes are uackar as to foe process to be fbUon^ alter foe 
igipUcaot tigBS foe eeitifyiag Maiemect. Weias«nalheiDientlstoaUowthe umwoceof 

a iioeasc without a social aecurify number oaoe foe eeitifying sUBeneot is ihsoed; 
however, tius should be qiecified in foe procedures. 

While there are variations between VugfoU'i prasent list of acceptable 

documentation aod the proposed lists of docuoMits in Appendices A Uvough D of foe 

rules, we <b seefoat foM is merit in a ualfoon, natitroa! list accepoUe doewaents to 

prove identify Bd tesideacy. We would, howevm',icfer foe reader to ororeariiv 
comments legaiUiigAppe^D. {^»foaiDO{e,wcdono(b6!M:veitisrBa5oeableto 
impose upon tte stMet a tequhtmeiir (hat they be foaliier w^ ail of foe numeroua INS 
documents Hated hi the appoidioes. Wctuggceufocrefore, that ft) the roles provide for 
training for foe Mates on an OD’gc^ basis Mfo^ral expense, to be given by INS. The 
training should, at a minimum, indlude instniction co tSie cunod veraion as well as reccal 
verskms of each document, and ittstnictioii mt reeognuang a gewane doeument Si well as 

possible ^geriesi (11) foe IMS be responslbie for providiBg foe staUe with a eumot 
versioa of each INS document mentioned; end (uQ foe INS be fvqponiible for supplying 
foe steles wifo e new vemoa whenever duoiges ere mede lo a particular document. 

We note that foe propoaad rules stole foet foe Pieeidest indnded a request for 
S325.000 in his firoal year 1999 budget for grssu to astiftite stales. Virgiiuawould 
cotaiiUy be interested ia participatiiig in any grant program; however, we r«l«;lar» our 
coetsforfoenewdiTvcr'slieeasatobeaejiceMofSl nuUioB. Tina cost indudse foe 
coat to add a ber code to foe driver's tiorasc, as well as bar code ineden and personal 
coapadan to expert foabm code readara. biadditiee,wccaliiiiBSefoaiitwiIlecat 
Vizgifua appratirareely 160,000 to $90,000 to match all eatistii^ icooide wifo 8SA «n 1 
foeie wifi be fimhar coatim^ online costs of ^^roahnamiy $ 1 8,000 per year to match 
gpplicattaiis for aewfolver*s ficcasei. 
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NraoDAi Highvmy Traffic Safety AdmtouamUoo 
Docket No. NHrSA-98-3945 
Juiy31.l998 
Page S 


We afjpceeiate (tua <^ipcntuiuty to commeiU on the prop oee d nilei end you 
wi!l incocponte our si^geationa into the flnel rule. 

WiOk kindest ragards. 

Sincerely^ 

Richard D. Holcomb 

RDH'qs 
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Mr. McIntosh. Mr. Grindley, you mentioned that all 50 States 
sell their driver’s license information. And apparently there was a 
statute that Congress passed that has been struck down by the 
courts as being in violation of the 10th amendment that prohibited 
that. 

What is your e:^erience in Georgia — and I was going to ask Mr. 
Holcomb also in Vii^nia — can the States be prevailed upon to limit 
that themselves, or what is the dynamic in your State for the deci- 
sion to do that? 

Mr. Grindley. It needs to be a State issue, but it seems to be 
driven from a Federed guideline. I got that information again out 
of this Popular Science that said all 50 States. 

In Georgia, we are in the minority party, unfortunately, but until 
that changes we do not have a lot of — that is just the way it has 
always been, and that is the way it will always be until something 
changes in that regard. 

Mr. McIntosh. Is it a fiscal benefit? I mean, presumably if they 
are selling the information, there are some receipts. 

Mr. Grindley. They are kind of tight-lipped on that, I guess is 
what I am saying without sa^ng it. They are not anxious to share 
that. And now I have a little controversial relationship with the 
head of the State Patrol since I blasted him on TV for trying to 
veto it after he promised me it was no problem. So, we are not on 
talking terms. 

Mr. McIntosh. Been there, done that with different officials. 
Well, if you find out anything more when you return, let us know. 

Mr. Grindley. Sure. 

Mr. McIntosh. Mr. Holcomb, how about in Virginia? 

Mr. Holcomb. Mr. Chairman, this may suiT)rise you, but you 
should not believe everything you read. Virmnia does not make 
their private information commercially aveiilable. We have certain 
limited circumstances; for instance, someone who is verifying for 
employment or insurance companies. There are certain ways that 
you can get that information, but it is not commercially available. 
It cannot be used for marketing. 

Virginia’s privacy statutes are probably stronger than even the 
Federal statutes, and we will fight to continue to protect the pri- 
vacy of our individual drivers. 

Mr. McIntosh. So, let me make sure I understand how that will 
work. If an insurance company wanted that information, would 
they contact you, or have you transferred it to a private company 
that provides it on a limited basis for that use? 

Mr. Holcomb. Mr. Chairman, the insurance companies would 
have a use agreement with us. In Virginia, the same as Indiana, 
we have a vendor or a third party. Ours is called VIPnet. I am not 
sure what it is called in Indiana. I think it is Indiana Interactive. 
But there is a use agreement which they sign and they are told 
what restrictions are on the use and the redistribution of that in- 
formation, and should they violate that, they lose their right to get 
that information. 

But they get that information to determine insurability. Pri- 
marily, they look at the person’s driving record, determine if this 
person should be insured or not; as well as law enforcement, obvi- 
ously, has access to these records. 
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Mr. McIntosh. Now, what woiild happen if someone like Ms. 
Cross came back — ^and they probably do not even know that is hap- 
pening— but suppose one did, and said, “Can you guarantee that 
my driver’s license information has not been misused?” Would you 
investigate? 

Mr. Holcomb. Yes, sir, Mr. Chairman. And we have had those 
occasions where the information that has been made available law- 
fully has then been redistributed and we do a thorough investiga- 
tion. And there have been occasions where some of our users have 
been removed from the list because they were not protective 
enough of the information. 

Mr. McIntosh. I am, unfortunately, going to have to go vote. But 
one last question, Mr. Flaherty. Has your committee, with the Na- 
tional Council of State Lemslatures, taken a look at, say, a uniform 
State bill on privacy ri^ts like the Virginia one, or is that a 
project that you all might want to take up? 

Mr. Flaherty. It is something I am not aware that we have done 
at this point. But our committees are all somewhat patterned on 
the committees in Congress, and the times that we meet, three 
times a year probably, it may be something that one of them may 
be going into. I am not aware that we have done that just at this 
point. 

Mr. McIntosh. Mr. Holcomb, I wanted to also ask, the Vice 
President has said that he agrees with us that the national medical 
ID should not go forward until there are adequate privacy protec- 
tions. Is that possible, to have adequate privacy protections, or 
should we just drop that entire idea of a national medical ID? Any 
views on that? Including Mr. Nojeim, if you have anything you 
want to say on that. I understand Ms. Bitol was the one who ad- 
dressed that, but if the ACLU has any comments on that, let me 
know. 

Mr. Nojeim. In our experience, and this is unfortunate, when 
privacy protections are built in, over the years, sometimes over the 
months, they are taken away one at a time because somebody 
comes up with a new use for the data that has been gathered. So 
I rather doubt that there would be a way to put in place privacy 
protections that would actually work for good. 

The problem is that there needs to be a way, though, when a per- 
son is, for example, unconscious and somebody wants to do some- 
thing, they need to know what medicine that they are taking, that 
kind of thing. There are going to be emergencies where that infor- 
mation is going to be needed. So the problem is to respond to the 
emergencies but without setting up this whole data base system 
that has been proposed and is now on hold. 

Mr. McIntosh. So it does not need to be centralized. 

Mr. Nojeim. It does not need to be centralized. 

Mr. McIntosh. Any comments from any of the other panel mem- 
bers on whether privacy protections are adequate, so at the Federal 
level we should go ahead with some of these data bases? 

Mr. Flaherty. I would only point out, it is interesting to note 
the juxtaposition of when there has been debate on the national — 
the medical ID card, it has centered around the debate, should we 
do this, this is a good thing to do, yes or no. In contrast to what 
we have been talking about, with the driver’s licenses, where it just 
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more or less happened, there was not a debate on the Federal level 
at all. 

As far as the privacy, I think people have raised (»ncems that, 
you know, you may already be able to obtain, quite easily. Social 
Security numbers. I would think that overarching it may be some- 
thing more for Congress to look into. Certainly something we are 
concerned with in the States and in Connecticut, we are consid- 
ering whether or not we may privatize the State technology. Pri- 
vacy has become a main part of that debate. 

Mr. Grindley. Mr. Chairman, I would simply bring to you the 
fact that 17-year-olds are bre^ng into our Pentagon systems, into 
their data bases. If they have this capability, if there is a pool of 
knowledge that has a moneta^ benefit in any way, shape, form, 
or fashion, it will be compromised. And I think that is tcm impor- 
tant. There are some vahd points, that if someone is unconscious 
and you need to know what they are allergic to. It is a slippery 
slope. How far are we going to go? 

Mr. McIntosh. Ths^ you aU for coming. I appreciate it. This 
has been of tremendous beneHt to us, and we will make this avail- 
able to the committees of jurisdiction in these areas. The committee 
stands in adjournment. 

[The prepared statement of NHTSA follows:] 
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statement by the 

National Highway Traffic Safety Administration 
to the 

Subcommittee on National Economic Growth, Natural Resources, and 
Regulatory Affairs 
of the 

Conunittee on Government Reform and Oversight 
September 17, 1998 

Mr. Chairman and Members of the Subcommittee: 

We are pleased to respond to your request to testify on the 
National Highway Traffic Safety Administration's (NHTSA) proposed 
rule on "State-Issued Driver's Licenses and Comparable 
Identification Documents." You have asked that we address the 
proposed rule and provide an overview of the comments that we 
have received. 

Our proposed rule is Intended to implement one subsection of 
the Illegal Immigration Reform and Immigrant Responsibility Act 
of 1996, P.L. 104-208, legislation intended by Congress to 
provide mote effective measures to prevent illegal immigration to 
the United States and to detect and return persons who have 
entered the country Illegally. Subsection 656(b) of the Act is 
intended to prevent the use of State driver's licenses and other 
identification documents by illegal immigrants seeking to obtain 
benefits under federal programs. 

Subsection 6S6 (b) seeks to ensure that Federal agencies 
verify that persons applying for benefits under Federal or 
Federally funded programs are lawful residents of the United 
States. State-issued documents such as driver's licenses are 
among the means by which an applicant's status can be verified. 
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The Act reflects Congress's concern that these documents are 
often falsified. The subsection accordingly prohibits Federal 
agencies from accepting, for any identification-related purpose, 
a driver's license or other comparable Identification document 
issued by a State unless the license or document satisfies 
certain requirements. 

Subsection 656 (b) establishes three requirements that State- 

issued driver's licenses or other comparable identification 

documents must meet before Federal agencies can accept them as 

proof of identity. We will address each requirement in turn and 

explain how our notice proposes to implement the requirement. 

The first requirement concerns the application process for 

these documents. S656 (b) (1) (A) provides thati 

(1) APPLICATION PROCESS.-- The application process for the 
driver's license or identification document shall include 
the presentation of such evidence of identity as is required 
by regulations promulgated by the Secretary of 
Transportation, after consultation with the American 
Association of Motor Vehicle Administrators. 

The notice accordingly proposes a process under which 

applicants for a new or duplicate license or document would be 

required to submit two identification documents. Applicants for a 

renewal would be required only to submit their current license or 

document. The notice proposes a list of primary and secondary 

documents from which the State could select two documents for 

identification purposes. The primary document list consists of 

24 documents, including such documents as a State or Canadian 

photo driver's license that has been expired for less than a 
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year. The secondary document list includes an additional 22 
documents that serve to confirm the applicant's identity, 
including a photo driver's license that has been expired for more 
than one year. Together the documents would establish the 
applicant's identity, as required by S656{b). 

The second requirement concerns the use of social security 
numbers, either on the documents or as part of the application 
process. $£Se (b) (l) (A) provides that 

(ii) SOCIAL SECURITY HUMBER.-- Except as provided in 
subparagraph (B) , the license or document shall contain a 
social security account number that can be read visually or 
by electronic means. 


(B) EXCEPTION.-- The requirement in subparagraph 
(A) (ii) shall not apply with respect to a driver's 
license or other comparable identification document 
issued by a State, if the State- 

(i) does not require the license or document to 
contain a social security account number and 

(ii) requires- 

(I) every applicant for a driver's license, 
or other comparable identification document, to 
submit the applicant's social security account 
number; and 

(II) an agency of the State to verify with 
the Social Security Administration that such 
account number is valid. 

The proposal would not require a State to place the social 
security number on driver's licenses and identification 
documents. A State may do so, but need not. The notice proposes 
that a State shall require an applicant to submit a social 
security number and that the State shall verify that nusOier with 
the Social Security Administration. The verification requirement 
would apply to States that use the social security numlwr on 
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their licenses and documents as well as to States that do not 
The proposal also provides that aliens lawfully in the country 
but not able to obtain a social security number may Instead 
present documentation showing their lawful presence. 

The third requirement in Se56(b)(l)(A) concerns the form of 
the documents, and provides that: 

(iii) FORM.-- The license or document otherwise shall 
be in a form consistent with requirements set forth in 
regulations promulgated by the Secretary of Transportation 
after consultation with the American Association of Motor 
Vehicle Administrators. The form shall contain security 
features designed to limit tampering, counterfeiting, 
photocopying, or otherwise duplicating, the license or 
document for fraudulent purposes and to limit use of the 
license or document by impostors. 

The notice correspondingly proposes that the license or 
identification document contain such information as the 
jurisdiction of issuance; the full name of the applicant; the 
applicant's date of birth; the applicant's signature; and a 
physical description of the applicant, which may include sex, 
height, weight, and eye and hair color. The document would be 
required to have one or more security features drawn from a list 
of 19 such features, including ghost images, ghost graphics, 
holograms, optical variable devices, and so on. 

The agency reviewed the potential costs of this regulation, 
using estimates it received from five States, and estimated that 
the total national cost associated with the regulation would be 
between $24.8 million and $72.6 million in the first year and 
between $7.7 million and $51.7 million in each subsequent year. 
Our purpose in quoting at length from the Act and the 
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corresponding portions of the propossl is to emphasize that the 
notice follows the requirements set forth in the Act. 

To ensure that the rule would be compatible with State 
systems, Congress directed the agency to develop the rule in 
consultation with the American Association of Motor Vehicle 
Administrators (AAMVA) , the organization representing the State 
driver's licensing agencies. In developing its proposal to 
Implement these requirements, the agency consulted with AAMVA at 
every step of the way. The appendices to the proposal, in which 
the agency lists a variety of documents for use in identifying 
applicants, are derived from a model program developed by AAMVA. 

The agency is now receiving comments on the proposal, having 
reopened the comment period in response to a request from 
Representative Barr. As of this date, the agency has received 
more than 2,000 comments, and anticipates receiving many more. 
Since we are still receiving comments on the proposal, we will 
not be able to address the agency’s response in this statement. 
However, we can give you a brief description of the comments we 
have received to date. The AAMVA, with whom we developed the 
proposal, affirms in its comment that the proposal reflects the 
recommendations AAMVA made at the various stages of the 
proposal's development and that the proposal accords with the 
needs of State driver licensing agencies. 

He received comments from individual State agencies. State 
legislative organizations, and other organizations familiar with 
the driver licensing process, as well as organizations with an 
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interest in issues of privacy. Some suggested changes to various 
details of the proposal. Four States objected to the proposal 
that all States must verify social security numbers, not just 
those States that do not use the number on their licenses and 
documents, on the grounds that this would exceed the agency's 
authority under the Act. Several comments objected to the entire 
proposal because of its coats, which they believe greatly exceed 
the agency's estimates, and because these costs, without Federal 
reimbursement, could represent an unfunded mandate. Other 
comments objected to the process on privacy grounds, fearing that 
more widespread use of the social security number could lead to 
easier access to personal information and to identity fraud. 

The great majority of comments from the general public were 
extremely negative. Almost all of these comments object to the 
proposal in the strongest terms. The thrust of their objection 
is that they oppose the use of the social security number and 
what they uniformly regard as a proposal for a "national 
identification card." 

The Administration had itself expressed concerns along these 
lines during the consideration of the Act, at a point where the 
legislation would have required the social security number to be 
placed on the license. The Department of Justice, in commenting 
for the Administration, expressed its strong reservations about 
this requirement, which it believed could lead to licenses 
becoming "tantamount to a universal identification card." It 
also suggested that the Act could create an unfunded mandate. 



129 


7 

As we have stated earlier, stibsection SSS(b}, as enacted, 
provides that the social security number need not appear on the 
license. The proposal accordingly does not propose that the 
social security number must appear on State driver's licenses and 
documents. It would appear that, for many coiranenters , any 
proposed use of the social security number raises the prospect of 
a national identification card, even if a State uses the number 
only to verify the identity of an applicant and does not use the 
social security number on State documents. 

It is not our purpose to address the merits of Section 
6S6<b), but only to state that in executing its requirements we 
sought to be faithful to the provisions of the Act, 

The publication of the proposal gives the public the ability 
to see whether they agree with the underlying law. Insofar as 
all the provisions that have provoked public opposition are in 
fact requited by the law, the Subcommittee has an opportunity ' to 
assess the public reaction directly. If it is the view of the 
Subcommittee that Subsection 656 (b) has potential consequences 
that were not intended, we would be glad to work with the 
Subcommittee to devise alternative legislative means of 
addressing the purposes of the Act while ensuring the integrity 
of driver's licenses. 

He want to state clearly that we have no programmatic 
Interest in whether a final rule is issued. He issued the 
proposal because we were directed by the Act to do so. The use 



of the social security number, which has proven highly 
controversial, has little bearing on the safety mission of the 
agency. Whatever the outcome of the rulemaking, the effect on 
our safety programs will be marginal. Yet we do not have the 
authority to amend the controversial aspects of the proposal or 
to terminate rulemaking. 

To the extent that the controversy over the proposal is 
requiring us to address thousands of comments from angry members 
of the public, we would welcome the Congress's reassessment of 
subsection 656(b). Whether you choose to reaffirm its current 
requirements, amend it to achieve its purpose more precisely, or 
repeal it, we will execute your decision accordingly. 

This concludes our statement. Thank you for the opportunity 
to submit our views. 
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[Whereupon, at 11:38 a.m., the subcommittee was adjourned.] 
[Additional information submitted for the hearing record follows:] 
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I would like to thank the subcommittee for holding today’s hearings on the 
establishment of a national identification card. 1 believe today’s hearing will 
sharply focus the American people’s attention on an issue which may have major 
consequences for each and every citizen now and for many decades to come. 

in 1996, the House of Representatives had a lengthy debate on the Illegal 
Immigration Reform and Immigrant Responsibility Act of 1996 (IIRIRA). As 
passed by the House of Representatives and sent to the U.S. Senate, the IIRIRA 
did not contain any provision for federal mandates to implement a National 
identification Card. 

The Senate added a provision to the immigration legislation — Section 656 - in 
the Conference Committee that very explicitly provides for National ID Card 
Program to begin moving forward and to be completed in October 2000. This 
provision was never debated in the Senate or the House, in fact, it was never 
discussed publicly. The House never voted on this provision with full debate on 
the constitutional and other legal implications of developing a national 
identification card. 

Eventually, the Immigration Bill, including Section 656, was placed in the 
Omnibus Consolidate Appropriation Bill for Fiscal Year 1997, which was passed 
just prior to adjournment in the fall of 1996. 

The National Highway Traffic Safety Administration (NHTSA) of the 
Department of Transportation proposed rules that were published in the Federal 
Register on June 17, 1998. These proposed regulations explicitly set forth a plan, 
now underway, directing that only identification cards with the data in the form 
and substance specified will not be acceptable for any federal programs and 
benefits. 

The process of developing this national identification card is predicted not only 
on what will be necessary for a “federal benefit cards,” but also tells the states 
they must also, for their driver’s licenses or similar identification cards, include 
a list of specific information and a form acceptable to the federal regulators. 
The heart of this identification system will be Social Security numbers. 

Recently, the Department of Transportation has promulgated a rule to provide 
the basis for a national identification card. It does this in part by directing that 
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all federal agencies may accept as proof of identity only a driver's license or 
identification document that conforms strictly to certain, specific and uniform 
requirements; and that if a state driver’s license issued by any state fails in any 
respect to conform to such requirements, it shall not be acceptable for any 
federal purpose or by any federal agency. The proposed rule also requires that 
all driver’s licenses or identification cards contain a Social Security number. 
Individuals applying for driver's licenses will be required to provide a Social 
Security number which will be verified with the Social Security Administration. 
The number will be placed on the driver’s license. 

The extended use of Social Security numbers in this manner could then justify 
state and federal proposals to link even more private information, such as 
health, education, banking, travel or firearm purchase records. While this 
apparently was not the intention of that provision in the 1996 law, it will be its 
result 

Mr. Chairman, 1 want to take a moment to specifically state the proposed rule 
by the NHTSA violates the basic principles of the Tenth Amendment of the 
Constitution. Every state in this nation follows basic rules of the road when it 
comes to qualifying for the privilege of driving. A stop sign in Georgia looks like 
a stop sign in Indiana. However, driver’s test are administered by each state, and 
the license is issued by that state. Driver’s licenses are documents issued by the 
stales under their own purview, and their regulation has never been placed in 
the hands of the federal government. The majority in Congress have taken 
numerous steps to stop the encroachment of federal agencies on the rights of the 
states. These NHTSA proposed rules are a clear example of the federal 
government mandating to the states how to deliver basic needs to its citizens. 

In addition, there is the belief the NHTSA has underestimated the cost of this 
proposed rule which prevents it from coming under the provisions of the 
Unfunded Mandates Reform Act of 1996 (P.L. 104-4). Documents show the 
NHTSA’s estimates are drawn from only five states which are not a 
representative sample of the United States. Information demonstrates that the 
cost for one state could be as high as S2S million. In turn, the cost for all SO 
states to comply will far exceed the SlOO million cap established under the 
Unfunded Mandates Act. Mr. Chairman, you and I, both support the Unfunded 
Mandates Act because we were both sent to Washington with the message “Let 
the states govern themselves, without the heavy hand of the federal government 
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shoeing them the way.” 

Mr. Chairman, I want to take a moment to discuss the Citizen’s Protection Act 
of 1998, H.R. 4197. When I first learned about the proposed rule by NHTSA, I 
introduced legislation which would revoke Section 656 of the Illegal Immigration 
Reform and Immigrant Responsibility Act of 1996. H.R. 4197 would provide 
general prohibitory language that no federal agency may construe any law as 
authorizing, directly or indirectly, the issuance or use of a National Identification 
Card. 

I and many others, including millions of citizens, do not favor a national 
identification card and are very concerned with the moves in this direction, as 
well as with the method whereby this provision of law was implemented. When 
I introduced my legislation, I held a press conference in my home state of 
Georgia. Joining me at that event, where grassroots organizations as diverse as 
the Christian Coalition and the American Civil Liberties Union (ACLU). They 
pledged their support for this legislation, and stressed their opposition to a 
national identification card. Since that press conference, groups such as Eagle 
Forum, Americans for Tax Reform, the CATO Institute, the Coalition for 
Constitutional Liberties, and others have raised their opposition to NHTSA 
about the proposed rule and their support for individual constitutional liberties. 

The Illegal Immigration Reform and Immigrant Responsibility Act was written 
to assist in dealing with the increase in illegal immigration in the United States. 
I believe the United States needs to take steps to protect our borders and provide 
the necessary resources to stop the spread of illegal immigration throughout this 
nation. Some have argued Section 656 does just that. 

These individuals say Section 656 was written to help employers identify illegal 
aliens. However, each one of us here today knows that illegal aliens will be able 
to obtain inexpensive fraudulent documents, which some businesses will use as 
a way to justify that the individuals in question are legal while knowing there is 
high probability the person is an illegal alien. These sweeping and far-reaching 
proposed rules place the burden of compliance with a national identification 
system on law-abiding citizens, and no real obstacle for an illegal worker to 
obtain a fraudulent document. 

The Clinton Administration recently proposed the establishment of a health 
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idciitiHcation card. As each of us are aware, that proposal was almost 
immediately withdrawn by Vice President Al Gore because of the far reaching 
consequences of the proposal. 

Mr. Chairman, the NHTSA proposed rule could lead the federal government to 
obtain information and develop a database which can include medical, 
economic, and personal information on each and every citizen. This ty'pe of 
database clearly poses a threat to the liberties embodied in the Constitution. 

The NHTSA has extended the period of public comment but only to October 2, 
1998. I appreciate this, but it is not sufficient. It does not allow us to fairly 
address this issue. I urge the NHTSA to rescind these proposed rules so Congress 
can debate this important issue, and then provide an informed response to illegal 
alien identification fraud. 

Once again, I thank you for holding today's hearing and look forward to hearing 
the testimony of today’s witness. 
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Hearing on Nation^ Identifiers 
9-17-98 


Mr. Cbainnan, I iqipredate the opportunity to present my views regarding the Federal 
Govenunect’s plan to create a national ID card, assign every American a uniform health identifier, 
as well as the trend toward transforming the Social Security number into a uniform numeric 
identifier. Tlw creation of these identifiers represent perhaps the greatest threat to liberty facing 
Americans today When one closely examines the details of these schemes it becomes clear that 
the proponents of Big Covemmoit wish to forbid Americans from going to work, getting a job. 
boarding a plane, seeing a doaor or conducting any other major life activity without their 
federally-approved identifier. 

Such a system is incompatible with American lib^ty. [f history teaches us anything, it Is that when 
government grins the power to monitor the actions of the people, it eventually uses that power to 
impose totalitarian controls on the populace American could very well come to resemble Nazi 
Germany or Soviet Rusria, where state officials could aihitrarily punish innocent citizens for 
failure to produce the correct ‘'piperst” 

However, Congress does not need to look at this century’s totalitarian societies for a clear view 
of the dangers of national identifiers. Just consider the numerous cases of IRS atmses that have 
beoi brmi^ before Congress in the past few months, the history of abuse of FBI files and the 
case of a Medicaid clerk in Maryland vkdio a c cessed a computerized data base and sold patients’ 
names to an HMO 

1 have introduced three pieca of le^slation to protect the American people: the Freedom and 
Privacy Restoration Act (HR 4217) which repeals those sections of the 1996 Immijpiition Act 
that established federal standards for state drivers' licenses; the Patient Privacy Act (HR 4281) 
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which repeals those sections of the HealOi Insurance Portability and Accountability Act of ! 996 
that require the Department of Health and Human Services to establishes a uniform standard 
health identifier; and the Privacy Protection Act (HR 3261), which forbids the federal and state 
governments from using the Social Security number fiar purposes unrelated to Social Security. HR 
3261 and HR 421 7 are currently pending before theOovemment Reform Committee. 

Mr. Chairman, while 1 do not question the sincerity of those members who sugg«t that Congress 
can ensure dtizens’ ri^ts are protected through l^islation restricting access to personal 
information, the &ct is the only solution to the threat to liberty created by the national drivers’ 
licenses and the medical ID proposal is simply to repeal the provisions oflaw ^thorizli^ those 
idemifiars. Legislative “privacy protections” are inadequate to protect the liberty of Americans for 
several reasons First, fedt^’il laws have not stopped unscrupulous government olfreiais from 
arxessing {^rsonal information. Did laws stop the permanent violation of privacy by the IRS, or 
the FBI abuses by the Clinton and Nixon administrations? 

Secondly, the federal government has been creating property interests in private infortnafion for 
certain state-fovored third parties. For example, a little-noticed provision in the Patiem Protection 
Act esU^lished a property right for insurance con^anies u> access personal (lealth care 
information. Congress also authorized private individuals to receive personal information from 
go>^niment data bases in the recimt copyright bill. The Clinton Administration has even ^idorsed 
blowing law enforconent officials’ access to ^alth care information, in complete disregard of the 
fifrh amendm^t Ob\iou3ly, “privacy protection” laws are inadequate to protect personal 
information when the gov^nment is the one providing the information! 

The primary reason why actions short of the r^ieal of laws autboriziDg privacy protection is 
insufficient is because the federal government lades constitutional authority to force citizens to 
adopt a universal identifier for health care, employmmit, or any reason. Any federal action that 
ove^^s comoitutiMial limitations violates liberty for it ratifies the principle that the federal 
government, not the Coostitutioa. is the ultimate judge ofits own jurisdiction over the people. 

The only effective protection of the rights of citizens is for Congress to follow Thomas Jefferson's 
advice and “bind (the federal govemment) down with the chains of the Constitution.” 

Mr. Chairman, those members who are unpersuaded by foe moral and constitutional reasons for 
embracing my privacy package should consider the overwhelming opposition of foe American 
people toward national ID cards and medical CDs. My office has bera imindated with calls from 
around the country protesting the movement toward a national ID card and encouraging my 
efforts to thwart this scheme. Imagine the public reaction if we do nothing and Americans are 
forced to accept a federal ID and a unifonn health identifier. 

I need not remind the members of the Committee of the public outcry over the foderally-approved 
drivers’ lic^ises and uniform healfo identifier. All defenders of liberty must be heartened by the 
public outcry i^ainst these plans. I am also pleased that many other members of Congress, 
particularly Mr Bair, have been working to reverse this schecne. Mr. Chainnan, ! hope to 
continue working with the members of this SubCmnmittee and all menfoers of Congress to stop 
implementation of the fodoidly-approved drivers’ license and the uniform health identifier. 
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{however, I aJso hope t}us Committee, and other members of Congress who are conc<»7ied about 
pnvacy, wd! join my effoits to stop the use of the Social Security number as an idratiher While it 
has not gocttm as much attention as the attempt to nationalize drivers' licoues or assigning each 
American a uiuque heahh identifier, the abuse of the Soda] Security number may p03« an even 
more immediate threat to American liberty For a!) intents and purposes, the Social Security 
mimbo^ is already a national identification number. Today, in the majority of states, no American 
can a job, open a buik account, get a drivei^’ license, or even receive a binh certificate 

one’s child vritl^t presetting thdr Social Security nuodier. So vridespread has the use of the 
Social Security oumbe beconw that a meodier of my staff recently had to produce a Social 
Seeirity nuodier in orde to ge a fishing license! 

Pehaps the most tfisturbing abuse of the Social Security number is the congreuionaliy>uithorized 
rule forcii^ parents to get a Social Security number for their newborn diildren in orde to claim 
them as dependents. For^ig peetts to r^pster their childrei with the state is more like 
tomething mit of the nightmare of George Orwell than the dreams of a free rqniblic that inspired 
the nation’s founders 

Since the eeaiion of the Sodal Security taunbe in 193S, there have been aipxist 40 
congressionaliy'authorized uses of the Sociai Seci,uity number as an identification number for 
iton-Social Security programsi Many of these uses, such as the requirement that employers report 
the Social Security mindier of new eo^doyees to the '"new hires dau base” have been enacted in 
the past few years. In foct, just last spring, 210 of members of Ctmgress voted to allow states to 
require citizens to idlow states to force citizens to produce a Social Security number before they 
could exocise their ri^ to vote. 

In conclusion, Mr Chairman, I once again thank the members of the subcommittee for their 
interest in this vital issue. I hope that the menfoers will work with me to pass the Freedom and 
Privacy Restoration Act (HR 4217) and the Patient Privacy Act (HR 4281). It is also my tincere 
hope that after Congress has indeed stopped the national ID card and the medical ID we are not 
fooled into thinking that we have addressed aO threats to the privacy of the American people 
Only wh«i Congress riops the use of the Soda! Security mimber as a de fheto national ID number 
by passing my Privacy Protection Act (HR 3261), will Coi^ess have done its constitutional and 
moral duty to protect the privacy of the American people. 
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September 30. 1M6. the Omnibus 
Consolidated Approprtatlora Act for 
Fiscal Year 1987. PX. 104-208. ww 
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Omnibus Act were the provistom of the 
niepl Immlgraitan Reform and 
bn^^ant ResponsfUIlQr Act of 1998 
OwrelnaRar. the '‘Inunl^atlon Rifom 
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Section 856M of the Act entitled 
Suia-baued (Mser'a Ltcenaas and 
Conr^anriile tdentlflcatlon Doc yny its. 
providii that, after October 1. 2000. 
Federal a ge n cies may not accept as 
proof of identity driver's licenses or 
other comparable idcrMtncatkm 
documents. Issued by a Stale, unless the 
driver's license or IdcruincaUon 
document conforms to ccruin 
requirements. 

A. Suiutory Rcqalremenls 

Section ^9“) establishes dtree 
requirements thk Staie-liaued driver's 
Ikerwes or other c ewyarable 
IdentlflcaOen documenu muM meet to 
be aoccpiable as pro^ of Identity: 

1. Appffcadonfto cws s T he 
sppIleatiMt process for the driver's 
license or Mentlftceiton document shall 
Include the presenuUon of such 
evidence of Identity as Is required by 
regulations promuIgMed by ihe 
Smeury of Transportation, after 
consultation with the American 
AssocUllon of Motor Vehicle 
Administrators (AAMVA). 

2. Arm— The driver’s license or 
tdcrttlftcstion document shsli be in s 
form consistent with requirements set 
forth In regulations {H-omulgatcd by (he 
Secretary ^Transportation, after 
consultation with AAMVA. The form 
shall cont^n security features designed 
to limit tampering. countcrfelUr^ 
photocopying, or otherwise duplicating, 
the driver's liceiueor IdenUfkmlon 
document for fraudulent purposes and 
to limit the use of the driver's llcciwe or 
identification document by impyers. 

3. Social Saewity 

driver's Hcertte or identification 
document shall tmwain a social security 
number that cm be reed vlsuslly or by 
electronic meaiw, unless the Stale 
issuing such driver's license or 
identlflcaiion document mecu ceruin 
cortdlUens. 

To meet the cotailiions. the State 
must not require the driver’s Hcensc or 
identification dectimenc to contain a 
social security number and the State 
must require the st^mlsskwt of the 
social security number by every 
a^licant for • driver's license or 
Identification document The State must 
abo require thM a State agency terify 
the validity of the social security 
fwmber with the Social Securl^ 
Admlnistrstlon (SSA). 
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Cwwultattoo WUi AAMVA 

The Immifoilan Reform Act r eq uires 
that the Secretary of TranaporuN ton 
Issue refuiatlem governing Siate'isaued 
driver’s Itoenaes ^ ca mpaf e b to 
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provides, however, that the Department 
must first consuh with lha Amerfewt 
Assoclatltm of Motor Vehicle 
Admlntotietors. 

AAMVA is a voturnwy. nonprrrflt, 
m embership onaniution that 
reprtsentt the &atc amt provincial 
olhclals (generally, referred to aa motor 
vehtcle admlnistrstori^ In the United 
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Immliyatlon Reform Act. NHTSA 
consulted with AAMVA priv to Issuing 
this Notice of Proposed Rulemaking and 
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the working group's model program. 
Although net directed to by the 
legislation. NHTSA also eortsulied with 
o&lato of intersied Federal agenctes. 
Including the Social Security 
AdmInisvaUon and the Immigration 
and Naturalization Servtn (D^. 

C. Requirements In Propoacd 
Regulation 

This Notice of Proposed Rulemaking 
(NPRM) pfopoaea a regulation that 
would Implement the requirements of 
Section 8»fo) of the ImmlgrMlon 
Reform Act. Ihe requirements being 
proposed arc dlscui^ below. 

;. Evidence efkSanttty 

As eaptalned above. Sealon 65604 
provides that driver's Itcefwss or oihw 
comparable IderMiflcatlon documeras 
bsu^by I Slaia wlli not aftoe October 
1.2000. be accepted by a Federal agency 
lor wqr UcnUfloMtoes-ntosed puffose 
uBitoBS the appllcetlon proceea for die 
driw'a ilceme er tdcMlftcetlon 
document shall include the pmaentatton 
of such evidence of Identity aa to 
requited by regultoioni promulgated by 
the Sacretocy M Thuieportatlon. 

Consistent with the working group's 
model pragiam. NHTSA prepeacs that 
Idenilcal Idemincaden standards be 
followad for both drfw’s Itoenscs and 
ktomiflcaiton decumerus. The pr op osed 
rule provides that an ajqstlcam would 
be required to submit one primary and 
one aecandary document for a new er 
du^caie driver's Heense er 
Idmlfleailen deeumeni. Rencimd 
Bppncanis would be required to shew 
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only their current tiriver't license or 
idenliAceilon document If the current 
iriver's Hcenee or tderMlRceUett 
document is unevalUble. the sf^tkanc 
would tie rei^fred to submit inMesde 
primecy and secostdtty document 

Tlw putpOM of theprimssy docum«ic 
lauiteeiabllsh identity. As p r a poe ed tn 
this Nraht the prfanery doeument 
would need u> conuin the ippliesnt's 
iiill fe|sl neme (Includirtg middle nam^ 
and dale of Mrth, and It would need to 
be verlASMe. Itie purpose of the 
secondary document U to aaslst In 
conArmlnf Identity. As proposed tn this 
NPIM, the secondary deeumem %vould 
need to conuin the ^pplleeat's name, 
plus sufRclent substa^latJn| 
Mformation for ell or pirt of the 
information cemtalned on the primary 
document, to confirm the Idmtity of (he 
individual. 

The apency proposes (o list aceqxable 
prtfMiy and secondly documents In 
appendices to the flrwl rule. As needed. 

me ncy would publish nibsequent 
documenu in the Federal iU|lstef. 
updating these appendices. P roposed 
lists of acceptable primary and 
aacondaiy documents are aiiached to 
today’s NPRM as Appendix A and 
Appendix B to pan 1331. The proposed 
rule provides that exceptions to the 
published Hstt ot aoeeptebk documerus 
could be made by Sutas. prov i ded (he 
exeepttone ere made in accordance wMh 
catabitshed procedures and on an 
Infrequent bab and only In extreme 
clreumstarwes. such es a fire or natural 
diaester. 

i. Fona and Security Feafunes 

To be acceptable after October 1. 

2000. driver’s licenses or Iderxincuion 
docunents shell also be In a fbrm 
cortsbiene with requiremena set forth In 
rcfutettone pramutgated by (he 
Seoetary of Traneportatlon. The statute 
requires that tha form shall eonuin 
eacurliy iaatures designed to ilmli 
tampering with, ceurttarfeiilng. 
phatocof^ftng. or otherwise du^lcatlng. 
ihe driver’s license or Identincei Ion 
doctiment for fraudulent purposes and 
to limit (he tnc of the driver's Hcense or 
identlfkcallen document by bnpesiers. 

Combeent wMi the wotting gratqi's 
model p rogr am . NKTSA prop os e s that, 
aia mMnaim. certain fr^ain diall be 
mcluded on both driver’s licenses and 
tdenttftemlon documenta. The p r op ose d 
Hit of feotwas Is Included Indw 
prapoaad regufation. The agency 
believes that aotno of (ha Isasures 
mcluded on tha prapoaad Nat wiH help 
to MiBliiIie use of the drivor's neenae or 
tdenUfleeeiao doc um ent by Impo ster s, 
suehas (he tmP*lcant.’s deseef Wrth and 


s^naturc. and a color phote^sph or 
Imsge. 

’’Security features” b alia Included u 
an item on (he proposed Ibt The 
Incorporetlen ^security features true a 
driver’s license and Ideralfleation 
document %viti make H mom difficult for 
persons to tamper with. cAinterielt. 
fi^totocopy. or otherwise duplicate, a 
driver’s license or Idemlfkaiion 
document for fraudulent purposes. 
Various techniques tnd technologies arc 
currersly avilUble to State Ilccrwlng 
agenctai that are effective et dctenrhig 
these practices. The proposed rule 
requires Sutes to Inciu^ one or more 
security feMurei on driver’s ilcenscs 
srtd Id^lftcatien doeutneiKi. The 
agency urges SCMet, however, to adopt 
as many su^ features es b practkable, 
becauM the more feansres a State 
trKludes on iU driver’s licenses and 
Mcntiflraitmt documenu. the mot* 
dtfnculi It would be for individuals to 
counterfeit or otherwise misuse these 
documenu. 

The ^ncy proposes to provide a Its 
of suggested security featuras In an 
appendix to the fln^ rub. As needed, 
the agency would ptmileh Mbsequent 
docuAMNU In the Federal Regitler. 
updating thb appendix. A proposed list 
of such features b sneched as Appendix 
C to pan 1331 In today’s NPRM. 

3. Soclet Security Mrmber 

The bnmigrstlon Reform Act provides 
that, to be acceptable after Oct^wr I . 
2000. driver’s iloenses or identification 
documents shdt contain a social 
security rRunbar that can be read 
vbuaUy or by eleetronk means, esreept 
In States that meet certain conditions. 

As stated prevtousiy. Sutes meet the 
conditions Vt (hey require the 
submission of (he social security 
number by every applicant for a driver’s 
license or Menuftcation document, but 
do not require that the soclel security 
number be Included on the driver's 
license or tdenUflcailon document. The 
State imut ofso require thei an agency 
of Che State verify the validity of the 
social scoxRy number wkh the Seebi 
Security Adminbtrailon. The NPRM 
impkmenb thb provision by Indhatlng 
(hot States mqr Inchidc social security 
numben on driver’s Bccnaes and 
bbMiricstlen decumants, but sftuai 
raqube aQ apphCHWi (a substk their 
social seoahy number and mub vcHiy 
each s p pUc i nt’s serial scovlty number 
at described below. 
a.Valldulan 

Tha prapesad ragu t atfen ipaciflaa 
that. wMh one eaeapden described 
babw. aR Statai shaft verify the velidfty 
of each epptlcani’s aactal s ecu ri ty 


nunber with tha SoctatSecuriqr 
AdndnbtnRion. whedur or not the 
socbl security number b to be included 
on dw drivoFs lloanse cr tdmiiA(«hm 
d o c um ent, unless previously validaud. 

Tha working groiqi's program 

raatmmcndcd diri ‘luy” Information, 
such as aodai society numbers, should 
be vcrlAad for tsuh tfwisaetlen. The 
medal program, whkh woi ptbibhed In 
May 1996. suied, ’’Ebctrenb 
vcrtflculon with the SecM Securliy 
AdndnbuiMibin tahnowpoMibb.'’ and 
tha modri program orgad ril States to 
‘take advantage of dw ebrirenlc aeeeu 
and vartiy taocbl seewl^ number*] 
with the SSA." 

Per (hose Stabs (hat vrete net eapabb 
at that time ofperionnlng riectranic 
veriftcstlon. the model program stated 
ihri ’’manual veriftaskm thould be 
roqulrad.” It was ra co mow nd ed (hat 
certrin documenb ouid be used to 
verify socisi securiiy numbers 
manually, such as soebi securi^ ewds 
fout not metal cardd. biters frtnn the 
SoclsI Seci^Qr Admlnlsvatlon. BRS/ 
Sute tax forms fota net a W-Z forn^. 
flnsndal staicmcna containing socbl 
securiiy tuunbera. peyiofi «tte 
coniainliw social securi^ numbers or 
military lu's eorualning social security 
numben. 

The agency hopn that, by October I. 
2000. each Stau will be ca^b ^ 
verifying aocbl aecurtiy numbers 
ebcuonbally. rather than mmually. 
Therefore, the agency hm propeaed In 
the NPRM that, heginidng October 1. 
20001 each State ehall va^ eadi 
appllcatlan far a new. difScaia ar 
renewal drivar’a Ucanae ar MaotAcatlan 
document ^ectrankaUy with dw Social 
Security Administration, unbaa 
pnrvloualy vatidaied. 

The agency requests c omments on 
dlls proposed nquinment. In 
penicubr. the agency seeks c o rame nts 
ngarding whadicr Stans do not expect 
to be eapdrte of veriiybig (he wdof 
securiqr numbers for aB drtrar’s lloeiwe 
and IdtntincatlondDcument applic an ts 
by October 1 . ZOOa tf K b 090^ dwi 
any Stab may net have such a 
earthy by thM dab. the agency 
requests that commena inefudaa 
prediaion Ihe dab by which such 
State may have thb c^Mbltl^. 
b. IndMduate Unabb b Obtain Socbl 
Secwl^ Numben 

The Immlgredeo Rsfam Acs icquhes 
all Stabs to requari tha aaebl aecixity 
number from evety appttcM for a 
driver’s license ar (denmcatlan 
documeni. 

k has been brought b the igency’a 
aoantion. hewerar. dm aatna 
Indlvlduab who may wtsh M apply far 
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a Mccnac or tdcniUkttlen 

doevonent may net have a eecial 
security nunAcr. nanlnunlgrant 
aitcf» (widi at fer^pi atudene^ *• 
lawfully pnaastf in the United Stataa 
long enoi^ u» need to otaain a State 
tsauMi driwer'a lleenae, but may net 
have INS work authorbcatlon or any 
nther remon to be eligible M obtain a 
social aecurlQr number. Some States 
have soittht guidance from the agency 
on how ti^ am conmiy with the 
InmUgration Reform Act without havfatg 
to dtm a tbrlvcr's license to **}cfBl 

iem^ who are prevented hy theb 
ttatmfoHnc^lningaaecial security 
maiAtr. 

The ImndgrMlon Reform Act was km 
cneacd Into law to prevmc IndMduala 
who an legally In the Untied Statee 
hxmt holding valid drtver'aUceneaor 
IdemifiaMton docume ma . Rather, the 
staARe was wvacted to detar lilegtf 
immigration imo the United Sietca. 

The agency prepoeea to permK Stataa 
to conttnue precc^ng applieallone for 
drtvcr'a tteenses and tdenttflcadon 
documeMa tor in dividuala legally bi the 
IMlad Siatea. At the time of applkatlon 
foe a new or dt^llcatc drtvcr'a Ucenae 
or IderMIflcaiton document, sudt 
individuala would be requited under 
the propoeed rule to aubmit (In addition 
to prtmary and sceortdary Ateumenn) a 
docionawt d tm onat r aHtw their hwfal 
prcjcnct in tfw UnUed Steles. Thia 
"proof of lawhil prcaeiKe" documem 
wouM need to be verified by confirming 
Am the doc um ent cceaenably eppeera 
on Ha face to be ge n u in e as k tewaa to 
the ^tplieant. 

The agrnry prepoaes to list acceptable 
“proof Mla«^i preatftee" documents 
In an qipendix to the fbtei mic. As 
need e d, the agengr would publish 
subsequent documenu in the Federal 
Bcftater. updMirqi this af^iendlx. A 
propoeed list of ecoeptable "proof of 
lawful presence*' documents la attached 
to leda/a NPRM at Apperrdu D to part 
1331. 

States that indiade an tndhidual'a 
social security number on driver's 
llccnaaasnd UcncincatJen doctsnents 
may chooae to Include Inaiead on 
doe u menta far IndMdueb who do not 

akemadve mmiarlc Mendflar. An 
ahenmdv numeric Manttflarti a 
unique Wentlfkadan number tmued by 
a Stale Alvir llenaiag aganqr to an 
Individual who dots nai hevt a aedal 
ae t.uilty nt u nb ar . The a hem eth o 
numarfe tdemlfter ahetdd not contain 
the aama number aaquence as a social 
security tHonber to protect agalnar 
eonhaiisn wMi or duplication of a aoeU 
aecitfity number. biaddRlon. tfw a g en cy 
propoecs that Sutca must reqube 


applicants who claim rwi to hold social 
security numbers to sign cartltying 
stetemenu eo thM ^eet 

4. CmnneaUen ofCotnplloneo 

The propoeed rule provki ea that 

States must damenatrate eomplianea 
wlA tha requimnanM of dw icgutaclon 
by stAmltting a eertiflcuion to the 
National Hlghmn Traffic Safety 
Admintsiratlon. the certUlcailon shall 
conuin a atatemem by an appropriata 
State offlclal, thM the State’s driver's 
llcanaes and idcnilfleatlen docesnenta 
cortftxm to dw requirtmenu contained 
In die regulation. 

Thc^encyse^commeras regardby 
whether States expect to be able to meet 
all requirements of dw rcfulaUen by 
OctobM 1. 2000. If It h expected thM 
any State may not be able to meet all 
requirements by thM date, the agency 
requeau comments about whether the 
re^lMlon should contain a provision 
setting forth a procedure to allow States 
to request sn extension of time to 
comply with dw requiremerMs of the 
rqgulMlwi. If such e provision should be 
included, the a g enQr seeks commenu 
about whM criteria should be used to 
determine when an extension should be 
grartted. 

5. Cnnu 

Sactlen 6S6^)(2) requires dw 
Secretary oTTrmwportatlon to make 
grants available to the States to assist 
them in Issuing driver's licenses and 
comparable idemincMion documents 
thM sMisfy the requi r ement s trf dw law. 
The President bwluded a request Cor 
S32S.OOOInhlsftsealycar 1999 budget 
Car dwse grants. The Dep ar tmerw of 
TiMBportMion Is still developli^ its 
fiscal year 2000 budget. 

Written CeounefUt 

Interested persoru are Invited to 
conwnem on Als Notice of Proposed 
Rulemaking, k la requested, but not 
required, thM two coptes be submitted. 

All commenu must be Ibniicd to 15 
pages In length. Necessary Miachnwnu 
may be ap p gi d ed to those submissions 
without r^prd to the 15 page limit. (49 
CFR 553.21 .) Thh ItmHMien la Intended 

to encourage c o m mente ra to deteiltheu 
primary argumenu in a conclaa faihlon. 

Written comm en u to the public 
docket mtiM be recohwd by AuguM Si. 
1999. All commenu rocetved b efo r e the 
ckoe of busliieos on the comment 
doomg due will be ceiwlderod end win 
be evaileUa for camifiMlen In the 
dodwt M the obovt oddrass befero ond 
eftcr Dim dase.Todw cMcmpooaMe. 
co mm t nu received after dwcloali^ 
dew will dm be ofwldared. However, 
the rutemekim aeden may procesd u 


any Uma after thM dsu. NHTSA wilt 
continue n> (lie rolevaat mMertal In dw 
dedwt as they become svMlable after 
the ckolng date, and Rts recommended 
diM Interested penuis cominue tt> 
examine the dockM lor new msterlals. 

expedhe stAmlssion of com m ents , 
simultaneous whh the Inuanoe d Ais 
rwtlee NHTSA will mMi copies to sli 
Covemor'i RqpreacmMlvcs (br Highway 
Safe^ eid to dw motiw vehicle 
admlnlstraion fbr eoch Sum. 

Thoea pcr«ms dedrlr« to be noUfled 
upon receipt of their commenu In dw 

dodet should endoee. In the envelope 
wl A their commenu, a self-addressed 
tumped poMcaid. l^xm reecivfrg the 
commenu. dw docket supervisor will 
return the poatesrd by msli 

Copies of ell documenu will be 
pieced A Docket No. NHTSA-S9>3MS; 
In Docket Mafwgement. Room PL-fOl, 
Nasslf Buildlr^ 400 Seventh Sueet. 

SW. Woshbtgten, DC 20^0. 

Regulslory Analyees and Noihw 
Execut/ve Order 12/78 (Cl^ljuake 
R^onnt 

This proposed rule would not hswt 
any preemptive or retnwalve effect. The 
enabling imisiation does not esubilsh a 
procedure for Judicial review of rules 
promwigaied uiMier lu provUtmw. There 
is no requirement that IndlvktuBb 
submU a petition for reemsiduMion or 
odwr admljnlstrMive procecdiiqp before 
they may (He suit A court. 

Cxeoir/vr Order 1286$ (Regufsioo' 
PtMating »nd Revit*^ and DOT 
RegulMoy RotMet and Proeeduna 

The agency has examined the impact 
of the propoeed eaten and has 
dcteim Acd ihei the proposed Mdon tt 
not slgrUflcani under Executive Order 
12868 and the Department of 
TransportMion's Regulatory Policies and 
Procedures. 

'Dw oaion will not hove en aimui4 
e(roa on the econon^ of SlOO mlllhm 
or more or odveraefy afitet A a mucriBi 
way a seder of the econeiny. 
compeUtlen. Jobs, dw envlromMsib 
pubik heel A or satHy, or Suu. lecsl or 
uibal govemmenu or comimjrrities. h 
will net ertuo 0 serious tncondsisncy 
or odwrwlio Interfere wHh Ml sdkn 
uken or planned by aneUwr agency. Mxf 

** ^ -T-TTfelV ehtir Ihr halgrfMj 
imna of cMklemenu. gnmu. ueer Ims. 

or loon progroiiw or the tfghu and 
obHgulena of rociptenu thereof. Ner 
does II roue novel iegsl or polky 

To cstImMe dw coott and bmOu of 
the proposad actlMV NHTSA prepared a 
PreltmAaiy Rcgulatery EvatusUen 
ra). aaaaning As eoau and baneflu. 

It hat been placed In Ae deeku fiordris 
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|Koceedir4;«ndl Is avsil^s br jmAIIc 
‘T spscUnft. Bss tdonthssnsIyrts 
iMslMd In the MfTSA 


tlw costs wilt Im iMsectaMd SMI 

MdsIhMa^^ 

esayMisr jwnysmiwint chiiwpas. 
ssrtMni sMMd ssciBiQr msaMm. 
re wm ttmtWM wnd w i i Hn|s« e p i ey>s». 
BbmmI m sMlsMMss thsi ftfscsli^ leoM 
> » nSi«lst |P ^w s w. iB^I4cwritsns. 

tsid Wiscsetfal. As Mcy 
satteMMs the Mid cistionst nm ysir 
etts assoctsied wtih th> fpeulstlon is 


R IswoK* impMOM OspsrtintntBt 
iticlec: father k Is Mng Hspessd ia 


pnMWmconisiiM bi FuMfe Lew 

iM-aot. 

ftRpifswo'fhurfhfley Act 
hi eempitswos wkh the hMuleory 
PMilKr Act (Pub. L S U5£. 

the stwicy im evshiated tht 
effects of tMs prepesed set Isfi an smsti 
cMMas. ffessd sfi dw avabisUen. we 
eenih dak ffilB actleA Witt net hews e 
e^tdfam l kipk a aweeii N is f M U l 
nuktberaf saiell enddes. Aeoardtngly. 
theprcpanklonafe heguhsary 
FMMfky Analyffs k unneee M sry. 
ftyenw s tAffetfuatewAcr 
This fMke conulns mfbnnetlan 
coBeeUen requiiemcnu that have been 
submitted t» the OfTke ofMana^ment 
end ffudiSt far re els ar under the 
prastslamaf the PipenraA heduetfan 
Act. The tide, dee ar^lQO. end 
leepeeidifH deece^pdeiiaf tfM 


Diteef^s Uosnees and CsespersMe 


ceetsffieie after ranks &emtTjffW Jilts 
SSUliJItL Theatbnaty beneftt orihe 
pi<qMked rule is M kwfU hc^i IfaRk 
tkwikrtnt wttts. ceuntertriUnff 
pheaeoemdnt. nr adkfwlBc du^cattni. 
drtwar*s ItoaeM or IdNktAeailen 

wfBI abm fielp Mmli the uaroffaHar^ 
jkaneesarldsntlltcatlendecumanuhy 

bnneesrL 

the pwpas id ectisfi is net s%Btflewc 
under the OepartkiaM's IhfulsMry 


OsecrffMlonfl^cfte need Arche 
mfarnieffan and prcyined ussaf Iht 


biArmsclen: In order ee eikure that 
Ststee comply with the Act and 
refulatloik, MfTSA tsprapeatafia 
require each State m c«tl(y to 
co^tenoe. Once the Slate has ifiede 
toe Mcessery modlftcations *e to 

preceduras end tyecetm and hm btoM 
ae eany out toe requireiMtas adtbe Act 

h would submit to NHTSA a IctMr 
certHyinf torn R complice with ths 
rcgulstlork. 

Omerlpdafi of JUsb' raspondsMs 

ofrmpontm tojuaLaian 
of ftifafmaiiaidrThe raepo n den tt era cha 
Saato drtvar Uecruity ^andaa. All 
raapendants would eubmit to MITSA a 
kicareanifyini Constance wlto the 

rriiileflmk one Uwe enly. 

fiklinaie efiacel annual rqporfbtt and 
rarerrf l ae pl qf burdanrasuMgeAene 
toeoeliacrlaA of Infannedan.' mClSA 
catlmaica that each radpondam will 
Ineur i S nUnmea In preparini and 
sUbmlttlnd the eertlAcatton lecter for a 
total ollSJhaure (IS intnutcBRS4 
reapondentff a 13AM per hour 
emplayee caac. for a tote) ceaiif 
tsisoo. 

bidtvtduete end orfe n lea d snt may 
submk comments on tha Inreraiat Ion 
eoHsctlen rsqulremcnts by August 3. 
list, and should dkact thani is too 
doebet far this p rocee d i ng and dm 
Offles of Management and Budgk. New 
Esaeutive Omor Build tng. Beeas lOIOt. 
Washlnaian D.a 1003. taemhn: Dato 
Oflioer far OQTA)ST. tonons are net 
remdiad to taapend tee ealtacttmef 
Infannatlan ufdeei K dlaplaye a 
currently valid 0MB control nuiBber. 
MarJaruf finvOorvnsntel AsBcy Aci 

The a g ency has analysed this 

propeesd onion for the purpeae ef tot 
National Cnvirenineniil Policy Act of 
IMS (41 UJ.C <311 « asqj has 

deMrmlnad toat It wouM not have any 
slgntfkant latpect an the quallQr toe 
human cnvIranmanL 

Tto (Mftmdad Mkidarm Jefarm Act 

The Unfunded Mendaiac Rcfarm Act 
of IWS (public Uw l(M-4) r eq uii a i 
agendec to prepare a written eeaanmem 
of toe eoau. beneftu and ether Mbma ef 
mapoeed Anal rales likt ineludc a 
Peder^ m a n da te Ubety te reauh bi toe 
satpendRure by State, ieeat or trfbat 
gewmaama. m the eopageia. or by the 
priv a te aacier. efaHMa torn tIflB 
odOtan annual^, thk propoaed rale 
deee not meet toe diOnItfen of a todaml 

ktende iB. b a ca ue a toareeuklngaanuel 
capan^oee wIB net tMoaed 3» 1100 
adBien thtas h oM. 


fanMtou totbr f itif (Rsderattsm 

Aieeermend 

Thbi propeeed aotoi baa bean 
snafyasd In aecorduiea with tha 
prtac^ and ortorle canttoMd hi 
Eaeom Order Ifta and it IM bmai 


hi cansldataaon of dk leregidiH. a 
new Pert 1331 k addM le chuem m af 
Tkk 33 of tha Cede af Mmf 
Baffdadana to toad as hffo«w: 

PaffWl •tffiliiiiiUhhttrh 


Sac. 

I3II.4 Appilmtmpieckt. 
miA torm md seeerty ikluMS. 
ISI J Sseto amara a^tor. 
tadi.TnbcnMrdsm 
ISfACanMenlon. 


a A- M osnidm 
BB-4acaed^d 


Appandk 1^-ProerdhMuipaamma 
dscurae ius . 

Aw b id y Nb. L iOOtol. tiOStai. 
SOOi-NI ff Ud.C. toll ddgetlaA ef 
auUkn^kMOntlto 


• mi .1 icapa. 

This pan provides procedures for 
Scacas te comply wRhdk provlslora ef 
section tSi inwravamams la 
ttonuncadon— RalatM Docui^^ 
TRk VI (Mlacrilansttk prevlsiai^ af 
the OwnAua Cnnawitfaiad 
Apprepriatleni Aafar Fkeai Yew 1M7 
ff^ie law l04Mff laiitfng te the 
aoccptance by PbdanI agsndee far 
MenUfteaUan purpeasefe drhor's 
Bcense. at ether cewpkabla 
ld an t U l ea Ueode c w mH i.kauedb¥a 
State. 

ItWJ Ptapeae. 

The piHpoae eftok part b te 
impkirant toe prevMana afaactlen 
OSABI af to* Bhgri toadgratten tofarm 


W Aat* meant dl toy States and toe 
Dktnetaf CMwrMa. toano ttlee. 
Guam, and toe Vbgbi bknda 
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follewlnt^ 

0) Aa CMCuUva •t'B'Ky deflnNt In 

SU^.C. 105). 

{2) A military depanimnt (as defined 
In 5 U5.C. 109. 

(9 An afency In the i^IslBtlvc branch 
of the Gmwrnment of the lAifted Siatta. 

(4) An afency In the Judicial branch 
of the Govern m ent of the United States. 

(c) Orlver'a Ifoeme means a licmse 
issued by a Stase to mny IndIviduaJ that 
audMrtMS the tndtvlduat to operate a 
motor vrtdclc on hlghw^ 

(4 Other oonywflibfe fdantiAcation 
docutiMMK meaiw a paraend 
iOcntiflcaiion card laatad by a State to 
n ofirdr t wefa for IdemtncMkm purposes. 

M MasarydocaimaMmeanaa 
verlAable document used to provide 
evidcfKc of identity which eenulns an 
applicant’s foil kfil name (iiteludlnf 
middle name) and date of birth. 

0) Sscondeiy document means a 
do cum ent used to provide additional 
evidence of identlQr which conuira an 
af^lkam’s luune p^ stdncicra 
subatantlatlf^ trrfonnailan for all or part 
of the Information etmtalnod on die 
primary document. 

%) mat of JawAt/ presence document 
means a vcrlfMIe document used to 
estaUish the Identity end lawful 
presence of sn individual who does not 
have and Is biellglblc to obtain a social 
security rwmber. 

(h) va/kfaoclafaecurtry number 
meana a unique tdcntlllcatlen number 
issued by the Social SccurIQr 
Admtnteackm to every individual who 
meca the Afcncy’s requirements to 
receive a number. 

{!) A/ierruMive numeric kknti/kr 
mearu a unique Identification number 
issued ^ a drlMT llceraing afiency to an 
tndivMuil who does not have a aoclai 
security riumbcr. 


fiailA AppUcBMoe preceea. 

A Pedant agency mqt not accept for 
any klentlflcetion retail purpoee a 
driver’s license or other comparable 
IderMificatlon document lasu^ by a 
Suie, unlesa the license or document 
aailtincs the feilowtr^ requ lr emen a . 

(■)(!) The afqdicaUon proceM for an 
original or dupUcalc llcenia or 
do cum ent shall Include prase ntarlon of 
one prlmmy and one secon da ry 
doewne n t. lists of ecceptrtic p ri mar y 
and s eco n dny documents are attadwd 
to this part as Appendix A and 
Appendix 8. rsqiccltvely. 

(2) Suttes may accept documents that 
are not Bated In ^p^lx A or 
Appendix B of thla part at ihdr 
dtscretlen in cases whne sn epplicam 


onnet submit the required 
docwneniis}. Such escepuons shall be 
Bwde only In aceardance with 
eataUlahed procodureaandonan 
Infrequent bmls and wily in extreme 
circumaiancee, cuch as a Are or natural 
dlaaatcr. 

04 The ^plication p ro c e ss for a 
renewal ficeiue or dommerM shall 
iTKlude preaeniation of an appi Icani'a 
current (locrtM or document. If ihe 
currerx HcwMordocumere is 
untvalloMa the appileant would bt 
raquired to atAmIt tnatead a primary 
and secondary doewnenL 

•IMU Fami aadaaeaHlytsdurea. 

’The Hoense or document shall contain 
the folfowlng faaturaa: 

a JwtsdkUon of issuance: 

Indicator that the document ii a 
Elver’s Ucense or Merutncatlen card, 
whichever iaapplicahle: 

(c) Driver lleenae/ID card number 

(d) Full name of the appllcarw; 

(e) Date of birth; 

(I) The license clautfkailen. 
rcairlciionM> or enderacmereU) (If a 
driver Ucense}: 

(c) Coler photoersph or Image; 
m) Expiration we: 

(t) Slartature: 

0) Awlms (mailing or realdemlal. as 
determined by the issuing egency): 
lb) Issuance date: 

0) Physical description, which may 
Include sex. height, weight, eye end hair 
color, and 

(m) One or more sccuriQr features — A 
Hat of suggeaied sectnl^ features Is 
Inclined In Appendix C of this pan. 
fISStd SeeM aacurtly wmber. 

M Before Issuing a license or 
document each State shell: 

(1) Require the submission of the 
socle! security number by every 
^pllcerx for a lleertae or documertt. 

W Verify eicctmnuslly the validity of 
each applicant’s social security number 
with Ute Social Security Adrnminrailon. 

(b) Stales may require Ikcnacs and 
documeras to cortlain eeclal sccurhy 
nwmben thK can be md visually or by 
electronic means. 

(c) Before Issuing a liccrae or 
documcrx to an alien individual who 
docs not possess and la Ineligible to 
obtain a social aeeurlty number, each 
Swedtall: 

(0 Require the applicant to proeni. 
in addition to the deeumwxa raquired to 
be presented under $ 1331.4 (i4 and M. 
a documerx demonatrating lawfol 
p re s e n ca In (he United States m a status 
In which tha appileant may be Ineligible 
to obuin a sodal security nunter. A Hit 
of acceptable "proof of lawful presence" 
documents is attached to this pwt ae 
Appendix D. 


(9 Verily (hevelidlQrofeach 

Sj^lcam’B "pioitf of lawful praaerre" 
document by cerdlnnlnt that dia 
document reasonat^ appan on lit fan 
u> be pnulne as R relates to the 
appilcaiR. 

W States shall rcqidn! eadi appHcam 
who claims not to hold a soaal aecurity 
nun^ m sign a ccrtuyirqi Msiemcnc to 
thateffeoL 

((4 States may retpibe ilcensas and 
documents taa^ to Indivlduais who 
do not possess social seeurl^ numbers 
to cwMatn sn skcrratlve numeric 
Identifier thel can be raMl vteusUy or by 
electronic fflceni. 

|ta>l.r WertKefoli 

Sccsions 1331.4 dreugh 1331.fshaU 
t^ effect beglnrdng on October I. 

2000, but shall ipply oitiy to lltamaes or 
documents Issued to «n trKlivhlwiI for 
the first time and to rcplawmerH or 
renewal licenses or documents issued 
accerdiiy to Sate law. 

1 1391 J CardfieettoB. 

(a) To demonstrate ctxnplIeiKe with 
thu pat a State shell cert^ thM iu 
llcertscs and documciMs c on fa n n to the 
requirements coiMatnad in this 
regulation. The certification should be 
siAmltied by September 30. 2000. to the 
National Highway Traffic SafuQr 
Admlnisintion. 400 Sevemh S.W. 
Washing D.C. 20S«a 

(b) Ine cenifleation shall cotwaln a 
suiemem by an ^pr^rUte Sata 
otTkial. that the Saa's licenses and 
documerss conform a the requlrcmenu 
of this pert 

Appendices lo Pan 1331 
Appendix A^Prlaary DoctimenU 

A prtirary dnewniM rawi ewain the fiiO 
nam and «lHeef birth of the indtviduai. me 
itKatbewinablt. iA.thsSaarmatheaM* 

w eonaci ihe taviig ifmcy a drntmilne 
ihe auihmncliy ol ihi dBcwncni. Mwary 
documma innwde; 

(1) Saee keuMi or CiHwdtan fOwadrtvw » 
lIccnM dm hee not ban wplntf fer mees 
(hen am yea. 

giSuwiWMedaC— dtenlayedphWB 
idenrtflcatai eerd dm ha net bean mplrcd 
fa men dun am yar. 

0) Mlciafilmfeapy of ■ Sate taMiad a 
Canadian drlva'i Hcamea UcrtlficBitan 
caH tha ha na bean eapliad farneta (hen 
ana yaa dm Is cartdM by the hawing 

a asOfiad earn ef a U>iMd 
Satea a Camdhm hMi onmeara lha 
caniflaia mwi ham ■ lahad sad aul be 
h ewed by an aw th o rtia d gavanmant ig a i ry 
such a the buraaa <f VMd Suihila a State 
Beard ef HaddL Hoqpiid haued cat ifkaea 
end bayeiiaul I'wtWiauaianaecapwbia 

(S) Ilia iaBawtng baatirM ton and 
NataaiiiatlanSafVira OW danananis XK 
aba accafnabSe. a langa daqr aaarfglflai 
and aMXFlnd: 
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W CwitfkMa fli NMurrilaita 0*4Sa N- 

51«.m-N-S7«. 

M Cwtllkm «f CUiamfHp (N>5«0. N- 

fe|NM«wn MariMs Cafd. 

M AfmrfOMi IndtanCardL 
M UnlMdi StMi Clllun IdMMineaHM 
OiMl9-l7f«rl-i«7}- 
A ItaMM AHki C«d w PemimM 
- - - 


f|l Tmaeraiy . 
M Aurtvid-OM 


dQnivtiU 


AViild l iw rt( |niMii^»oweanttl «ti nt>nl- 
«ll mmf. 

• IteHBMy Pwmtt a-37n. 

M rntittm TnvMl Oocwmni 9-ai). 
AtwdifayiiwBdAtelicrteetlanCifdler 
Ewiatewei* A^rfhortnOan Docwnt 8 - 

tmt Aw*wd PtpiftiiK R>canl s««mp«d 

l-M'« wUI iM likdy 

Im in e •>■•••* pMp^. 

W Cemdlan imniMkM KiMrd m4 VIm 
wlnecndof Undiff (BhfU 1001. 

(niNmrtofBwn Abmed^eCmjwof 
' * dbyeUnli 




dStH«B 


M CeuR ordir wMck nun* oonotn the 
MhddMl'e fyti n«M. ttatt of Wrih end 
eoMt mmL S«m* tnaraida Inehidi «a 
•daptlan daewnem. ■ nan* 
dBCiMHM. atntdar cheni* dacuiMM. etc. It 
dM» fiat Indtid* «n ebatract of crlmln*l or 
cMl fleewlctlan. 

ffl Aettv* duty, ratine or neervM mtlUary 
khMlAailonevd. 

(Idl Vdid U.S. *r Canadian paMp att 

(1 1) S ew* M i ue d ^tw*a laarnar pamti 
with a ptaaapnpti that haa not baan aaptrad 



II) AUprlmanrdac 
QB Bmim of Indian Affiein card or an 
bidlaATtaaqrcard. ATrdM tdanOflcaUan 
Old It aai aoeeptaM*. INoar. Sana THM 


d«A Baeaau of Indian AOili* caada. 
Peyett wi anofMaaRVahlclaAtanaaa 
ahaaM laalt* a daienalnaHon about arheihar 
In aeeapt a card baoad on dMir a«w I 
ofwhaaiaarla 


EN Drtvar't Ileana* or an idnttficaiion card 
dw Im» axpbad tor mer* dun ana year. 

(4) Ctant ordw dw dear mn taniain the 
apdleam'* dot* of birdv 

in Phctoiraphie employor identlfleatlen 
card. 

n Fet*l|n Mrth cartlfkata. It nw« be 
inntlaiad ^ an a p proad tranaUtor. 

fn Fonelsk aaeanort. 

OQ Maalih inaurmce card. La.. Blue Croea/ 
Btua Shield. Katear. or a hcalih malntettmt 
ornnUatlen BIMO). 

m Iniartwi Rananua Sarvlce OKS) or State 
lu torm. A W-2 la not aaccpobt*. 

(IC| HitTlaie eenincata ar ilcan*. 

(1 1) Indiwidual'a medical lacordi Imn a 


09 MUKary deparedar* tdemiflatlon. 
09 MilUaiy diaciMrie or eeparatlon 


To-r. 


(14) I'araca or fuotdian dlldaeli. Tht 
porart t or fuordtan imot appaar m paraon 
and Mf* ihilr idantUy and aubmli a 
carUOad or nourlaad anMarb ragardlng lha 
chUd‘a MantHy. Thia policy la only 
mlloaUo to minora. 

(15) Cun pcrralL 

(19 root's IlGorm 

(IT) Ccniriad tcheel record or irananipi. 

(Id) Social aaevrtiy card. A naial card b 
not accaptab)a. 

(Id) ntotographlc studert tderuilkailon 
card. 

(2C) Vehicla ttt)t. A wMcle Kplnraiien la 
not occapubta. 

(ZOWalteacafd. 

QZt Prison ratesae doc uw an i . 

Appendlji C— Security Featurta 

Staias muit uaa or« ar moR lacurity 
fiaiurat on iliab drtea r 'e Ilcan, lai and 
Mantincailon cards to pravani dierailon and 
tamparlnoaflhalrdoeamerMa. SuBesMd 
aanirMy Aaturoi induda. but are not llmliad 
to. the tallowInB: 

(1) Cluot bnapa. 

(2) Chaoi granite. 

(3) Hotoiram. 

(4) Optical variable dnrko- 

(5) MlcrolIncprtMlr^ 

(9 Sum aoel or o aignaiura svhich overlape 
(ho IndtvUhiMd't phoupreph or infomurtan. 

(1) SoGurliy limlmw- 

00 Background conulning color, peiiem. 
Ilna or dasipn. 

0) Rambow prlMUip 

(IQ OulUedhe poncm ar desipv 

01) Opacity mad. 

09 Ouioffamtn colon (l.e. pattcl prim). 

09 Optical variable iHira-hI|^-rcsolirtkat 

(14) Block gr^lca. 

0 9 Socuilty ferns and inphlea with 


(IQ Card sioek. layer with esiars. 

07) Mleropraphl^ 

09 Retraflact he security lepoe. 

09 kladtine raedelde i^nak^es such es 
mignetle ur^ a ID ber code or a 20 bar 
coda. 

Ai^iaadli f>— Pidaroriawftd pm ai se e 


Sutaa nuot taqulra individuals who do not 
haveand arami allgIMt teobudn, social 
sacurUy nutifeers le submit. In addtildn *o 
prlmaiyanl secondary doaimams, a ‘’proof 
oflauM prosonea” document when 

identiflcoiian doc u ment. AeeeptoMe "proaf 
ofUwftd preMnea” documants Indude (he 
feDowlng documanit ea lor^ ■ dHor are 
original end uneapirad. 

The INS documentB Ibmd In Appendix A 
am net eccepukle aonpt Per OBreein Fdrma 
l-M m descri b ed b elow. Nou that AppandU 
D indudea doewmema (euch es l-tl* 
Nenrasidant Allan Maxtcsai Border (^ouing 
Card) that ncrnwUy ar* lauted to ihort-torm 
mwaaldafll vislion. Sums should continue 
u apply their extatlng law* and poltctat 
rapidlng requiramenu and proof of SbUe 
rastdcftea. 

(I) Arrival-Ocpatlurc Racord 0-M) (Claes 
A-l. A-2, A-S. B-1. D-2. C~l. C^C-S. E~ 

1. E-2. F-l. F-2. C>1.C-2.C-3.C-4.C-S. 
H-4. 1. J-2. K-^. U2. M-1. M-2. NATO 1- 
7. 0-3. P-4. R-2. S-5. S-«. S-7. TC. TO. 
Cuban/Hattlen Cntram. Panda*. 

lha form 1-94 cannet staM 'Emp to ymeft 
Authorised.'' Ife foreign paaapon md Form 
I-M hav* bean presented as primary or 
secondary arldeneo. that Form I-B4 Is also an 
acnpubla Appendix D documaru. but only 
If It fes the AppandlB D description. 

(9 Visa tffeivcr Anlval-Dapartuif Record 
a-MW) (Clam WB, WT). 

(9 Crewman's Landing hrndt fl-MA). 

(4) Allan (Newman Landing Permti and 
MenidkaiMn Card 0-1*4). 

(5) Nonnaldtni Allen Canadian Border 
Croaair^Cwdfl-ltQ. 

(9 Nenrtaident Allan Mesloat Border 
CioasiniCwdR-IBQ. 

(7) NoMtsldent Allan Border Cresslng 
Card (1-519 

m B-l/B-2 Vlea/BCC (DSF-tSQ 

Issued on: >wolMtM. 
nidlpB.Racht 

Deputy AdmlnlHrotor. Afottona/ HQfevay 

TrttTk. Sm^ Mmlniftnthit. 

int Dac. BB-ISOU Fllad C-12-**: I «» pm) 
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(ID whose birth is registered in the United 

States; and 
(B)that— 

(i) is a copy, issued by a State or local authorized 
custodian of record, of an original certificate of birth 
issued by such custi^ian of record; or 

(ii) was issued by a State or local authorized custo- 
dian of record and was produced from birth records 
maintained bv such custo^an of record. 


(b) State-Issued Brt^rs Licenses and comparable IoentI' 
/fication DtXtuMRhrrs 


(1) Standards for acceptance by federal agencies.— 

(A) In general. — A Federal agency may not accept 
for any identiiication-related purpose a driver's license, 
or other comparable identification document, issued by a 
State, unless the license or document satisfies the following 
requirements: 

<i) Applicatio.n process. — ^Thc application process 
for the license or document shall include the presen- 
tation of such evidence of identity as is required by 
regulations promulgated by the Secretary of 'Transpor- 
tation after consultation with the American Association 
of Motor Vehicle Ariministratnrs 

fiiHSociAt. SFCITRITY Ni^nFRL-F.Tccnt as provided I 
in subparagraph (B). thelicense or document shall I 
contain a sociu security account number that can be j 
read visually or by electronic means. -J 

(iii) Form. — ^T he license or document otherwise 
shall be in a form consistent with requirements set 
forth in reg^ations promulgated by the Secretary of 
. Transportation after consultation with the American 
Association of Motor Vehicle Administrators. The form 
shall contain security features designed to limit 
tamperi^, counterfeiting, photocopying, or otherwise 
duplicating, the license or document for fraudulent 
purposes and to limit use of the license or document 

by impoatora- .. 

(B) roxCEPTlON I— The requirement in subparagraph 
(AXii) shall not apply with respect to a driver’s license 
or other, comparable identification document issued by a 
State, if the State — 

(i) does not require the license or document to 
contain a social security account number, and 

(ii) requires — 

(I) every applicant for a driver's license, or 
other comparable identification document, to sub- 
mit the applicant’s social security account number; 
and 

(II) an agency of the State to verify with the 
Social Security Administration that such account 
number is valid. 

• (C) Deadline. — The Secretary of Transportation shall 
promtUgate the regulations referred to in clauses (i) and 
(ui) of subparagraph (A) not later than 1 year after the , 
date of the enactment of this Act —J 

(2) Grants to states. — Beginning on the date final regula- 
Uons are promulgated under paragraph (1), the Secretary of 
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Transportation shall make grants to States to assist them 
in issuing driver's licenses and other comparable identification 
documents that satisfy the requirements under such paragraph. 
(3) Effective dates.— 

(A) In general. — E xcept as otherwise provided in this 
paragraph, this subsection shall take effect on the date 
of the enactment of this Act. 

(B) Prohibition on federal agencies.— Subpara- 
graphs (A) and (B) of paragraph (1) shall take effect begin- 
ning on October 1. 2000, but shall apply only to licenses 
or documents issued to an individual for the first time 
and to replacement or renewal licenses or documents issued 
according to State law. 

(c) Report. — ^Not later than 1 year after the date of the enact- 
ment of this Act. the Secretary of Health and Human Services 
shall submit a report to the Congress on ways to reduce the fraudu- 
lent obtaining and the fraudulent use of birth certificates, including 
any such use to obtain a social security account number or a 
State or Federal document related to identification or immigratioo. 

(d) Federal Agency Defined, — For purposes of this section, 
the term “Federal agency" means any of the following: 

(1) An Executive agency (as defined in section 105 of title 
5. United States Code). 

(2) A military department (as defined in section 102 of 
such title). 

(3) An agency in the legislative branch of the Government 
of the United States. 

(4) An agency in the judicial branch of the Government 

of the United Slates. ^ 



149 


PUBLIC LAW 104-191-AUG. 21, 1996 110 STAT. 2025 

“(1) In general. — The Secretary shall adopt standards for 
transactions, and data elements for such transactions, to enable 
health information to be exchanged electronically, that are 
appropriate for — 

“(A) the flnancial and administrative transactions 
described in paragraph (2); and 

“(B) other financial and administrative transactions 
determined appropriate bv the Secretary, consistent with 
the goals of improving the operation of the health care 
system and reducing administrative costs. 

“(2) Transactions. — The transactions referred to in para- 
graph (IKA) are transactions with respect to the following: 

“(A) Health claims or equivalent encounter informa- 
tion. 

“(B) Health claims attachments. 

"(C) Enrollment and disenrollment in a health plan. 

“(D) Eligibility for a health plan. 

“(E) Health care payment and remittance advice. 

“(F) Health plan premium payments. 

“(G) First report of injury. 

“(H) Health claim status. 

“(I) Referral certification and authorization. 

“(3) Accom.modation or specific providers.— The 
standards adopted by the Secretary under paragraph (1) sMl 
accommodate the needs of different types of health care provid- 


“(b) Unique Health Iuentikiers.— 

“(1) Ln general. — The Secretary shall adopt standards 
providing for a standard unique health identifier for each 
[IndividuaTl employer, health plan, and health care provider 
lor use in the health care system. In canning out the preceding 
sentence for each health plan and health care provider, the 
Secretary shall take into account multiple uses lor identifiers 
and multiple locations and specialty classifications for health 
care providers. 

“(2) Use of identifiers.— T he standards adopted under 
paragraph (1) shall specify the purposes for which a unique 
nealtn identifier may be used. 

■^CcTCoBeSeYS.— 

“(1) L\ GE.NERAL. — The Secretary shall adopt standards 
that — 

“(A) select code sets for appropriate data elements 
for the transactions referred to m subsection (aXD from 
among the code sets that have been developed by private 
and public entities; or 

‘(B) establish code sets for such data elements if no 
code sets for the data elements have been developed. 

“(2) Distribution. — ^The Secretary shall establish efficient 
and low-cost procedures for distribution (including electronic 
distribution) of code sets and modifications made to such code 

r sets under section 1174(b). 

“(d) Security Standards for Health Information.— 

“(1) Security standards. — The Secretary shall adopt secu- 
rity standards that — 

“(A) take into account — 

“(i) the technical capabilities of record systems 
used to maintaun health information; 



I 
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"(ii) the costs of security measures; 

“(iii) the need for training persons who have access 
to health information; 

“(iv) the value of audit trails in computerized 
record systems; and 

“(v) the needs and capabilities of small health care 
providers and rural hedth care providers (as such 
providers are defined by the Secretary); and 
‘(B) ensure that a health care clearinghouse, if it is 
part of a larger organization, has policies and security 
procedures which isolate the activities of the health care 
clearinghouse with respect to processing information in 
a manner that prevents unauthorized access to such 
information by such larger organization. 

“(2) Safeguards. — Each person described in section 
1172(a) who maintains or transmits health information shall 
maintain reasonable and appropriate administrative, technical, 
and physical safeguards — 

“(A) to ensure the integrity and confidentiality of the 
information; 

“(B) to protect against any reasonably anticipated — 

“(i) threats or hazards to the security or integrity 
of the information; and 

“(ii) unauthorized uses or disclosures of the 
information; and 

“(C) otherwise to ensure compliance with this part 
by the officers and employees of such person. 

“(e) Ei.ectronjc Signature.— 

“(1) Sta.s'Dards. — The Secretary, in coordination with the 
Secretary of Commerce, shall adopt standards specifying proce- 
dures for the electronic transmission and authentication of 
signatures with respect to the transactions referred to in sub- 
section (aXD. 

“(2) Effect of complia.nce. — Compliance with the stand- 
ards adopted under paragraph (1) shall be deemed to satisfy 
Federal and State statutory requirements for written signatures 
with respect to the transactions referred to in subsection (aXl). 

“(0 Transfer of Infor.mation Among Health Plans.— The 
Secretary shall adopt standards for transferring among health plans 
appropriate standard data elements needed for the coordination 
of benefits, the sequential processing of claims, and other data , 
elements for individuals who have more than one health pl an. j 

“timetables for adoption of standards 

4! use ]320d-3. “Sec. 1174. (a) INITIAL STANDARDS.— The Secretary shall carry 

out section 1173 not later than 18 months alter the date of the 
enactment of the Health Insurance Portability and Accountability 
Act of 1996, except that standards relating to claims attachments 
shall be adopted not later than 30 months aJier such date. 

“(b) Additions and Modifications to Standards.— 

“(1) In general. — Except as provided in paragraph (2), 
the Secretary shall review the standards adopted under section 
1173, and shall adopt modifications to the sUmdards (including 
additions to the standards), as determined appropriate, but 
not more (r^uently than once every 12 months. Any addition 
or modification to a standard shall be completed in a manner 
which minimizes the disruption and cost of compliance. 
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HuBik you ^ Uie c^^XM^imty to presoit the testunony of the Dt^Murtment of Health and Humas 
Services (^QiS) on the topic oftbeUai<{ue Health Id«stifier(UHI)^isd^vidu8lB. Hie 
.Mnuais&atioQ believes that a UHi tor indxviduals is ioiportant to the iin|»oviitg tl^ tjtudity of 
care palienbi receive by leduciog medical errors tad improving toe efficiency ami effectivaiess 
of the healto care system by standardiziog toe exchange of adnunistialive and foumciai data soit 
electronicaliy. The UHI also has potential for improving the privacy of health caie records. 
Today, any health record bearing an individual's name makes it “open” to anyone who 
deliberately or accidtmtaUy sees the record. A health recmd using only a unique healto itoadi to, 
would tospiay no such *id«itifying’ infonnation and theseftMe would be anonymous. Since 
1993, tois AthninistratiQO has emftoasized to need to ensure indivtihsals have greater prQtocti<» 
of todr healto mfraination. The Secietaiy and toe Vice Presidort have recently reiteiased toat 
mess^ in light of public ducuanons on |Kiva^ concenu r^arding to UHI. However, to 
AdministratiM has m obligation to help bru^ to many clinica] and administrative adi^tages 
of electronic medical records to toe American pet^le. We look forward to woikiDg with 
Congress to achieve this goal. 

Bnckgroud 

The UHI is tme of a larger set of natioiud standards for electronic exchange of health mformatoi 
toat HHS is required to adopt pursuant to the administrative simplificatimi provisioDB of the 
Healto Insuraoce Portability and Aooountabili^ Act of 1996 (HIPAA). These proviri<ms were 
enacted wito toe widespread suppcMt of to healto care industry, and bipaitiaan suppnt in 
Congreas. They require HHS to adept a niimber of unifonn, nationa} standaida for to electroiK 
intexchange of healto infoimstion for a specified set of administrative transactions, including; 

• health claims or equivalent "encounter^ mformalkm 

• enrollment and disenroUment in a health plan 

• eligibility for a health plan 

• health care payment and renuttance advice 
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hetith iHsn preauum paymaois 

Tbe gcM^t of tiieK pfovintMiB are to tn^HOve the eEBaeocy and effectiveaess of tite health care 
system by atandanhztng die electronic exchange of admimstratii^ and dnancial data to 

protect the seeinity of traasmitted iofoimation. The industiy estimates diat billions of dollars can 
be saved each year by moving from paper forms to unifonn dectronk trsa^a^ons. 

Amoi^ the standards that HD’AA directs tbe Secretary to adopt are four unique identifier for use 
in tbe healdi care system, one each for: healfr care providers, healdi plans, onployers, and 
individuals. HIFAA also requires HHS to promulgate security standards for OTganizatioM diat 
maintain and transmit heahfa informatioD electronically. HlPAAinMnicts tbe Secntaryfo adopt 
ousting standards devetqied by the industiy through an open, cimsensus process whenever 
poasitde. 

The primy implications of enabling electroiuc exchange of health informadwi and of national 
identifiers were recognized when these provisions were being drafted. At that time. Congress 
mvisioiied enacting omnibus privacy legtsl^on prior to the effective date of the standards. 
Cmigress also included a contingency plan in HIPAA. Ifa Federal privacy law is not enacted by 
August 1999, HIPAA lequiies the Secretaiy to issue regulatioos to (Hotect die cmifidcntiality of 
inforauuioD maintained or tnuismitmd in coaneetion with the standardited transactitMia listed in 
ttiestatute. The Department has no intemion of implementii^ tbe UHIstandad before 
conqirebenfive privacy prote^ons sie in place. 

To adopt the healfo care transaction standards required by HIPAA, HHS is in the process of 
issumg ootioBi of proposed rule making (NntMs) for public comment in the Federal Register. 
(Addendum). Where industry standards don’t already exist, HHS has been working in close 
cooperation with industry to devek^ such standards. In each NFRM, HHS has proposed 
standards suigiofted by bnad consensus. 
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Advaatt^ of tbe UHl 

As pnvacy concerns haw asauned center stage, the many compellmg advantages of the UHI - 
iDcIndmg aspects of a UH} diat will promote pnvacy ~ are getting lost m the d^ate. A unique 
identitler would allow for more rapid and accurate identification and integration of the i^cper 
patient records, so patioits can receive safer and hi^er quality health care. Every afreet of 
health cate - from making sure the right person gets the right blood transfiisioo to making sure 
the right insurance company pays for care - requim accurate idoitificaticm of individuals. A 
unique identifier is desirable because the ideitifi^ used today is a person’s name. Since names 
are not unique we have to collect additional infonnation to identify an individual sudi as birth 
date, ^der, SSN, and mother’s maiden name. As more information is collected mor rates 
increase. It is cunenUy e^mated that there is an error rate of S to 8 percent in identifying 
patients. In addition, the information many people have an opportunity to see personally 
identifiable information. Replacing a name with an identifier could reduce errors and provide 
greyer privacy protection. 

A UHl can improve confidentiality, by providing accurate identification without unnecessarily 
disclosing a patient’s identity. For example, it can eliminate the need to use names on many 
claims forms and clinical records. It can replace the multiple pieces of identifying iafbimation 
(e.g.. name, birth date, gender, SSN) about a patient that today must accompany clinical and 
finaiKtal infomuuion to ensure p<»itive identificatiem. 

Being able to accurately and rapidly identify infmmation about a patient, regardless of the health 
care environmoit in which it was generated, would make the detectiem of health care fraud more 
effective. In investigations focused on providers, use of the UH! would permit the patients’ 
identities to remain anonymous. The added accuracy of the UHl would also be helpful for 
research and public health activities. 
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AJboat the UHI 

Opinion at»ut a staiKiani the unique health identiiier for individuals, lK>wever, is deeply 
divided. Hie UHI has become a lightening rod for a set of privacy concerns dud stacn fiom many 
sourc4». Even without this identifier, there are legitimate reasons to be concerned that sensitive 
health information is not adequately protected. While the administrative simplification 
standards, includif^ the UHI, are intraded to increase the accuracy and efficiency widi which 
health infbimation can be exchanged, having access to the UHI can lead to serious fuivacy 
concerns. 


The media has reported that the unique individual idoitifier will be used to create a natioral 
diabase containing evetyone's medical records. Even immigration advocates have been 
invoh^ out of concern that a health identifier could become a de fiuto national identific^on 
number. There is no intent to tie the UHI to a national database or to use it as a national 
id^tifio'. and we intend to address this issue in the context of privacy legislation. 

Among those who do not of^xtse adoption of a UHI. thoe is significant disagreement ^ut 
which potential UHI would be the most appropriate for individuals. The different UHI options 
the SSN, an encrypted or enhanced SSN, and a new numb«^ - each have dilferenl cost and 
privacy implications. They would fimetion equally well as idoitifiers, so the choice will be 
based oa these cost and privacy concerns. 

Some people believe that the choice of identifier will have no effect on privacy. Others believe 
that privacy can be enhanced by choosmg a UHI with cotain chmcterirdcs. For example, using 
an idmtifi<^ unrelated to the SSN could improve privacy protection (but would be more costly). 
Because the SSN is already ubiquitous, opponents of the SSN stress how it could be used to link 
financial, consumer behavior, employment, law enforcement, amd health care records by those 
who wish to violate otu privacy. Another significant fear is that, if we create a new, non-SSN 


4 



156 


kimtifier for health cate. Congress will lito enact legislation requiring it to be used for purposes 
other than health care, as it has many tiinea with the SSN. 

Odiers are concerned ^Kwt any identifier toat requires a tzustod third party for administration, 
because tht^ fear toe administrator will be toe govetrnnem, and that toe government will ther^y 
have open access to everyone’s medical records. While we are soisitlve to this issue, it will be 
critical for toe public to undentand that, like bank records, a single administrator is itot required. 
Biometric identifi^ while often viewed as still in the realm of fimtasy, are rq>id!y becoming 
more accurate and cheaper, and would not require a trusted third party. HHS intends to publidi 
a ‘'Notice of totent" (NOl) which would discuss these and other technical issues in cmisiderable 
detail to get public feedback bef<Ke proceeding further on a standard for toe UHI. 

The AdmlsIstnitioB’s Response 

In September 1 997, the National Committee on Vital and Health Statistics (NCVHS), an 
advisory committee to HHS, recommended that the agency not adopt a standard for a unique 
identifier for individuals until after privacy legislation is enacted. In light of this 
recc»nnieDdati<m and in response to toe lade of consensus, HHS decided against issuing an 
NPRM for toe individual uJentifier, and instead c^ted for lengthening the public process for 
discussion of the issues surrounding toe UHI. Instead of a proposed rule. HHS is pr^aring a 
Notice of Intent (NOI). The NOl would rwt make any recommendations or {xoposals. It would 
describe the UHI options, including their administrative, cost and privacy inq>lic8tions, and ask 
for public input on concerns, possible approaches, and tltemativea. We will pttolish the NOl in 
the Federal Reipster with a tiO^ylmbUc comment period. 

In addition, HHS asked the NCVHS to hold a smes of public hearings on the individual 
identifier and its associated issues. Three to four public meetings are planned. The first hearing 
was held in Chicago on July 20-21 . accomiumied by national media attentiem. Based on its 
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iMsani]^ the NCVHS ptant to mtdce reeonuoendi^OBt to the Secretaiy regvding tte umqiui 
heahh identifier fin- individiitls. 

SecieUiy Shelela has been at the foiefiont urgmg Congreas to eittct {wivacy Mote 

leeently. Vice Presideat Gore anoousced is July that the Admuustration would not implement 
the UHI for individuaU until Congress has enacted ee mp re h eoiive medical infiNmation privacy 
legulatioiL ‘t A]ctiiig on this requirement before Congress has enacted strong, tou^ meaningful 
medicd records privacy legislation could compromise the privaq^ of Americans in nmny ways. 
Therefore on bdialf of Present Clinton, I am announcing that we will not put this new 
provisicMi into place until we are certain di^ Amencaas* basic privacy is absoliUdy |»otected.** 

Next Steps 

We belie\« that die best approach is to find a way to address industry's desire that we move 
forward widi technical standards for the UHI and to obtain more public ii^ut and build 
consensus about the technical standard while we wot with Crmgress to de>^top CMnprehensive 
federal privacy t^slatioa By setting technical standards for the UHI but waiting until 
appropriate privacy protections are in place to assign numbers, we can achieve both goals of this 
le^statioo: enhanced efiffciency for the health care system and eahaoced {nivacy for individuals. 
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Addeodam 

Status of HiPAA Administrative SimpUficatloB Regulations 

(AsofSeptcmbcrn, 1998) 

Nat^mal Frovfiter Idoitifkr (NPI) ~ HCFA-0d4SP 

^ NPRMpiiblisl»diiitheFedcni]legisteronMay 7, 1998. Cosnaoeat period eoded on 
July 6. 

Traasaetioa and Coding Sets - >IICFA>6149P 

^ NPRM publisted in the FedmJ Register on May 7» 1998. Comment period ended on 

July 6. 

Emplc^er Identifier ~ HCFA*0047P 

^ NPRM published in the Federal Register on June 16, 1998. Comment period ended on 
August 17. 

Secsrity-RCFA-0049P 

^ NPRM published m the Federal Register on August 1 2, 1 5>98. Comment period aids on 
Oct 13. 

Plan Identlllcr (PAYERID)~HCFA-4145P 
8: NPRM in DqMBtxnental Clearance. 


7 



159 


STATEMENT OF 
JAMES L. KOLSTA0 

VICE PRESIDENT, PUBLIC AND GOVERNMENT RELATIONS 
AAA 

To the Subcommittee on National Economic Growth, 

Natural Resources and Regulatory AfTairs 
Hearing on Repealing Section 656(b) of the Illegal Immigration Reform Act 

September 17, 1998 


On behalf of the 4 1 million members of AAA, I am pleased to offer our comments 
about the requirements imposed on state motor vehicle agencies as a result of passage of 
the Illegal Immigration Reform Act, and specifically Section 656 (b), which is now the 
subject of proposed rulemaking by the National Highway Traffic Safety Administration 
(NHTSA). 

AAA believes that Congress should seek a delay in implementing this section of 
the law until its impact on states can be carefully analyzed and a determination made 
whether state motor vehicle agencies should be or are appropriately prepared to act as a 
checkpoint on illegal immigration. 

The purpose of the Immigration Reform Act was to improve deterrence of illegal 
inunigration into the United States. The issue before this subcommittee, however, is 
whether a specific section of the law. Section 656 (b), will impose additional and 
unmaiuigeable burdens on state motor vehicle agencies which, in many cases, are already 
stressed seeking to fulfill their primary mission. 

AAA views the right to drive as a fundamental right and also recognizes that 
“driving is a privilege based upon qualifications and satisfactory driving record.” Our 
policy goes further to state: “The grounds for issuance, suspension or revocation of 
driver licenses should be strictly limited to motor vehicle operating offenses, physical 
impairments, or other reasons related to motor vehicle operations, as determined by 
the state legislature.” (emphasis added) 

No matter how well-intentioned the cause or purpose, AAA questions whether 
the driver’s license is the appropriate vehicle to attack every societal problem. A policy 
that assumes “one size fits all” is likewise short-sighted and intrudes on the prerogatives 
of individual states. 
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AAA policy is clear: We view driver licensing as the proper function of state 
government. We generally resist federal government intrusion into this state function, 
except for such rare, safety-related goals as commercial driver license standards. 

Although we encourage adoption by all states and localities of motor vehicle laws and 
ordinances which are uniform to the greatest extent possible, this does not rise to the level 
of federally-mandated standards. 

For example, we encourage studies to develop driver examination licensing 
standards which will “effectively and efficiently” select those persons qualified to drive. 
We encourage states to improve the vision and knowledge tests for driver licensing to 
more accurately measure teal-world functions that are directly related to crashes. We 
recommend that driver examinations be appropriate for each vehicle class and that each 
licensed driver hold a single license which identifies the type (s) of vehicle (s) the person 
is authorized to drive. And, in one of our newest national initiatives, AAA is working 
with all 50 states to enact graduated driver licensing programs for teen drivers, for whom 
the proportion of deadly accidents has reached alarming levels. 

My point in restating these policies is that AAA believes the primary purpose of 
DMV agencies is one of administering, regulating and monitoring traffic and driver 
safety laws within their respective jurisdictions. While some states have opted to expand 
these authorities to facilitate tracking of parents failing to meet their child care 
responsibilities, voter registration, and other responsibilities, it is quite different from a 
federal mandate imposed on all states. 

We have already witnessed some resistance by state DMV officials to our efforts 
to enact state graduated drivers licenses (GDL) because of their concern that they do not 
have the staff or resources to implement a system that would require a three-step 
licensing process for teen drivers. This past year we lost GDL bills in several states 
because of DMV opposition and are working hard to address those concerns in the 
coming legislative sessions. New Jersey recently passed a very good bill, but it will not 
be effective until 2001 because of state DMV concern that they need more time to 
implement the system. 

The issue of who pays the additional costs associated with implementing the 
proposed system also concerns AAA. If additional state resources are not made available, 
then other important DMV services will be slighted or fees will be increased — passing on 
to drivers the cost of a program - deterring illegal immigration - that bears no 
relationship to driving. 

In response to delays at DMV's, states have sought >vays to remove hassles and 
shorten the time it takes to secure or renew a license. Technology and use of the internet 
has offered promisii^ solutions. Congestion at the DMV can be just as fiustrating to the 
motorist as sitting in a traffic jam. To further complicate the licensing process for reasons 
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unrelated to driving is likely to cause motorists - your constituents and AAA members - 
- to voice dieir objections. 

We commend Congress for holding a hearing on this issue, and we urge the 
subcommittee to recommend a delay implementation of Section 656 (b) until sufficient 
study can determine whether the costs (in time and money) outweigh the benefits. 
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OPEN LETTER TO THE BOUSE GOVERNMENT REFORM A OVERSIGHT 
SUBCOMMITTEE ON NATIONAL ECONOMIC GROWTH, NATURAL RESOURCES, 
AND REGULATORY AFFAIRS CONCERNING THE USE OF 
STATE-ISSUED DRIVER'S UCENSES AS A NATIONAL I.D. CARD 

September 15, 1998 


Dear Subcommittee Mernbers: 

The American Association of Motor Vdiicle Administrators (AAMVA) is pleased to 
provide the Subcommittee with its comments concerning die current debate over the use of 
driver’s licenses as a de facto "National I.D. Card.” 

In recent months, the Department of Tianspoitation’s regulations to implement Section 
656 of the Illegal Immigration Reform and Immigtaot Responsibility Act (“the Act”) have drawn 
the ire of media outlets and privacy advocaiea across the nation. The common poception about 
Section 656 and the inqilenting regulations is that they will require the states to develop a 
national i.d. card to be used to track individual's movements in all facets of life. Nothing couU 
ho/arther/nm the truth. Section 656 does not require states to devek^ a national i.d. card, and 
in no way docs the Assoeiadon cimdone or siqiport the use of the driver’s license to establish 
such a document Rather, Section 656 and the DOT’S regulations are geared toward helping the 
states ensure that driver’s licenses ate the most secure, tamper-resistant documents they possibly 
can be. Toward this end, AAMVA is in full support of the law. 

Much of the concem front individuals across the countiy has centered around the 
requirement that license and i.d. card applicants present, and die state DMVs verify, social 
security numbers for evetyantlicasO. Theiearistbstbytei^iiriDgdicSSNtoappearonihe 
license, individuals will be subject to greater risks of having their identities stoleiL 

In reality, fte requirement that individuais present a SSN is part of a larger emphasis in 
the Act to verify dre ipplicant's identity. In this reflect, the legulationa will help state nmtor 
vehicle olGciais prevent the issuance of fraodulenl driven’ lictnaes and protect individuals’ 
identities. Unless the states are abk to maintain Uk integrify of a state-issued license, diey will 
not be able to prevcol individnals from steiliiig the ideotitiei of anyone they warn. The 
astociation stands Ann on die piincipk that fraudulent driver’s licenses threaten dx hvet and 
idoitity of evetyena. 

‘Eaplocing Olebal Solution*’ 


4301WII*onBlv(l,SiMt400> AriIngton,VA 22103- Ttkphono703.522.4200> riU(7<nj2Z.15S$ 
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Hiere is no law reqiiiiing a stau-issued driver's Ucsnse to be the principal fotm of 
identification. But today, businesses, industiy, and die American public have come to accept the 
license as a valid and reliable document What other segments of die American public do with 
nate-issued driver's licenses is not under the control of the DMVa Rest assured that die goal of 
die DhdVt is to keep unsafe drivers off the road — got to oeate a “paper traiT of eveiy 
individual’s comings and goings. Kowever, a state-issued driver's license oSets two ipnoantecs: 
diat the individual is qualified to operate a motor vdiicle in dial jurisdiction, and that the 
ihdividual holding die license has substantiated his or her identity. 

The Association would appteciale the oppothmity to paiticipate in any further discussions 
focusing on the use of the driver's licenses as a national i.d. card. If there is any additional 
infoimatimi we can provide the Committee, or should you have any questions, please foci fiee to 
contact Linda Lewis, Director of PubHc and Legislative Aflhiis, at (701) 522-4200. 


Sinceiely, 



cc; The Hoaocable Rodney Slater 
Sectetaiy of Traitspoitatioo 
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Summary: This statement is for a hearing on improving driver’s license security 
and underlying data to prevent illegal immigration and welfare fraud. FAIR 
strongly supports Section 656 of IIRAIRA and the proposed implementing rule of 
the National Highway Traffic Safety Administration. Both are designed to help 
achieve greater drivers license security. Moving forward expeditiously with this 
process is in the national interest. Failure to do so would be a cave-in to interests 
that seek to smuggle and exploit illegal cheap labor at the expense of local 
communities and taxpayers. 



165 


INTRODUCTION 

Mr. Chairman, thank you for the opportunity to present this statement for die record. My name 
is Dan Stein, and I am executive director of the Federation for American Immigration Reform. 
FAIR is a national public interest organization, a citizens' watchdog organization, working for 
comprehensive immigration law refoim in genera], and for proposals to stem the tide of illegal 
immigration in particular. 

Mr. Chairman, we are deeply disturbed by the manner in which this important issue is being 
mischaracterized and overblown by interests that oppose efforts to eliminate document baud. 
This hearing is billed as "Oversight of a Proposal to Create a National Identity Card." 
Respectfully, Mr. Chairman, we are not aware of any proposal to create a national identity card, 
and the use of such inaccurate language will certainly inflame passions at die expense of clarity. 
Mr. Chairman, the purpose of this law is to stop illegal aliens from getting jobs and welfare. 
There is no proposal to create a national identity card. 

In 1986, the Immigration Reform and Control Act (IRC A) contained provisions that for the first 
time fined employers who knowingly hired illegal and unauthorized aliens. Sancdons were 
provided for punishing willful violators of this taw. Congress acted decisively to cut off the jobs 
magnet because the number of illegal immigrants had swelled into the millions, and neither 
resources of the Border Patrol nor of INS inspectors in the interior of die country were adequate 
to control the problem. 

Very swiftly, however, the flood of illegal aliens resumed as sophisticated smuggling operations 
and street vendors dealing phony documents learned that the U.S. had no ready verification 
techniques for information contained in birth records, alienage documents and ajqilications for 
employment. They learned that fldse identification, such as counterfeit Social Security cards and 
driver's licenses, could be purchased inexpensively, and employers of illegal aliens learned that 
they would not be held accountable for distinguishing between counterfeit and valid documents. 
This fiulure in the IRCA employer sanctions provisions led two national, bipartisan commissions 
(the Commission on Agricultural Workers and the Commission on Immigration Reform) to 
recommend that Congress adopt a system of a worker idoitity verification on a mandatory 
national basis in order to make the sanctions an effective means for deterring illegal aliens fiom 
coming to this country in search of employment. 

In the meantime, employers across America work with labor contractors who, in turn, work with 
smugglers and other purveyors to attract a steady and growing stream of illegal workers 
displacing American workers fiom entire industries. 

STOPPING WELFARE FRAUD 

From 1991 through early 1996, there was a great deal of public concern over file growing 
evidence of wel^ fiaud by illegal immigrants. California voters expressed there concerns in 
1 994 by passing state Proposition 1 87 that sought to improve the documents required for aliens 
to obtain state tenefits. In 1996, the Illegal Immigrant Reform and Immigrant Responsibility 
Act GIKAIRA) responded to these expressions of alarm in two ways. 1) Limited identity 
verification in employment applications was adopted for testing as a pilot program with a 
decision defened on adoption of a new system. 2) Separately, IIRAIRA specified in section 
656(b) that state-issued driver's licenses, to be recognized by the fixletal government, must 
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incorporate secunty features against counterfeiting and incorporate the applicant's Social 
Secunty account number (SSN). However, U is important to recognize that Ike requirement 
was not for the display of the SSN on the driver's license. The states, if they choose to do so, 
may simply collect the SSN — most stales already do so — and simply archive that information 
after verifying with the Social Security Administration that the number was valid aid issued to 
the driver's license applicant. The point is to try to stop the use of fraudulently-obtained drivers 
license. 

The new regulations proposed by the National Highway Traffic Safety Administration to 
implement this provision are intended to provide for adoption of the new secure driver's licenses 
by October 1, 2000, the date specified by IIRAIRA section 656(b). 

WHY DOCUMENT SECUIUTY IS NECESSARY 

The Immigration and Naturalization Service (INS) conservatively estimated the number of illegal 
aliens resident in the United States in October 1996 at 5 million and the atmual net increase in 
that number to be about 275,000 per year. This suggests that the current number would be about 
5,825,000 illegal alien residents. Further, the INS estimates that four out often new illegal alien 
residents enter the country legally and then remain illegally, while the other six in ten enter the 
country illegally. 

Those enormous numbers understate the problem. The fact is that the illegal alien population 
would be much greater if the Congress had not enacted the IRCA amnesty for illegal aliens in 
1986. That made nearly three million illegal aliens in to legal once when they were given the 
chance to apply for legal residence. Congress promised this would be a one-time amnesty in 
exchange for meaningful deterrents to illegal immigration. This process of wiping the slate clean 
was intended as a ftesh start to a period in which further illegal aliens would be discouraged fiom 
coming by the absence of job prospects. Secondly, the number is understated because it does not 
include illegal aliens who have been in the country for less than a year or ail those who are in the 
country for periods shorter than a year. Yet those aliens lave an impact on wages, on emergency 
medical services, on police work and schools, to name just a few aspects. 

The problems associated with illegal immigration are numerous. They include not just violation 
of our immigration law but also harm to our citizens and legal residents. Some of the more 
serious aspects include wage depression and deteriorating working conditions for our poorest 
citizens, drug trafficking, violent crime and sweat shop exploitation. In addition, unless we have 
control over our immigration policy, we have lost a major element in shaping the future country 
that we will leave to our children. 

HOW WILL SECURE IDENTIFICATION HELP? 

Illegal immigrants continue to pour into the country because they anticipate that they can find 
jobs and benefits that wall pay them much more than they were able to make at home. They may 
also anticipate the opportunity to raise a family in a society of greater opportunity, but that 
depends on their being able to find work. 

If they are denied work by an efiective system of identity verification, as intended by the IRCA 
legislation in 1986 and as called for by subsequent national coirunissions, they will be 
discouraged fiom setting out on a journey expected to result in failure. When that occurs, illegal 
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entry, whether by sneakmg across the border or violating the visa status will steeply dimmish 
Then the resources of the Border Patrol and the INS inspectors will be concentrated on 
employers who knowingly continue to exploit illegal aliens, and the sanctions in the law can be 
applied in firll measure against them. 

The adoption of new security feanires in the driver's license is a major step in that direction. The 
driver’s license is the primary identity document in our society, and it has been a primary target 
for document forgers who are supplying illegal aliens with the counterfeit documents that may be 
shown to a new employer to meet the screening provisions of the IRCA employer sanctions 
system. A false Social Security card is similarly illegally manufactured and sold to illegal aliens. 
The false cards may be created with imaginary account numbers or they may use the account 
number of someone else. By incorporating the verified SSN into the records of the driver's 
license file, we will curtail the opportunity for document forgers to be able to sell their customers 
documents that will stand up to normal scrutiny. This will be a major step toward regaining 
control over our immigration policy. 

WHY SECURE DRIVER'S LICENSES WILL NOT BE A NATIONAL ID 
As I mentioned earlier, we believe that the term "national identity card" is an inaccurate and 
alarmist characterization. Americans do not have the experience of Europeans and others who do 
have natioruil ID systems, so they may not realize that a national ID is one issued by national 
authorities and is required to be presented by persons regularly for a range of services and 
investigatory processes. It also harkens back to imagery of governments demanding documents 
fium citizens on the street without probable cause or other procedural process. This differs firom 
a secure driver's license not only in that it would not be a national document, but also in that it 
would not be required for any additional purposes that a driver's license is required for now. 
However, in cashing checks, giving proof of age or residence as well as for demonstrating 
competency to operate a motor vehicle, the driver's license will have greater reliability when the 
new security features are incorporated. 

Those are the primary reasons that FAIR strongly supports implementation of the provisions of 
INA Section 656 and the proposed rule of the National Highway Traffic Safety Administration to 
begin implementing the steps necessary to make driver's licenses more secure. FAIR believes 
that it is clearly in the national interest that we move forward expeditiously with this process. 

Mr. Chauman, FAIR'S interest in this law is that it will help improve interior immigration law 
enforcement to stem the tide of illegal immigration. We know there is strong public support to 
curtail illegal immigration. We also know that Qiere are other interests who oppose this law for 
reasons completely unrelated to immigration law enforcement That is there right, of course. 

But let the reoprd show that if Congress does move to repeal Section 656 of the INA fiom federal 
law, it wiU be ^triking out one of the most important initiatives to cut off the magnet of illegal 
immigration cnKted in 1996. We urge that tUs committee vote for the control of illegal 
iitunigiation, and against the welfere cheats, international smugglers and abusive employers who 
exploit illegal labor. Retain Section 656 of the INA and allow the Department of Transportation 
regulations to take effect as proposed. 

Thank you for this opportunity to submit testimony. 
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